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APPSECHIUB

AHTOH ballapviH

® 20 nerB T

® OT psAoBOro paspaboTymka A0 CMCTEMHOIO apxmTeKTopa u
PYKOBOANTENS KOMaHAbI Ppa3paboTKM

® Luxoft, EPAM Systems, Boeing, CoepbaHk, Anb¢pa-baHk
® Co6epTex: BHeapeHume SSDL v npaktnk Vb

® C 2017 B Swordfish Security - pa3paboTunk, apxmnTekTop,
Blageney npoaykrta AppSec.Hub
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TexHNn4YeCKn Aonr APPSECHIUB
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OvHamuka Exposure no NpUNoXeHnAam
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flonsa ueneBbiX aTak APPSECHIUB

68% 78%

Il kB. 2023
| KB. 2023

CoanacHo uccnedosaHuto Positive Technologies: 1ke u 2ke 2023 200a.


https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2023-q1/
https://www.ptsecurity.com/ru-ru/research/analytics/cybersecurity-threatscape-2023-q2/
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[MpUnHbI APPSECHUB

—>  HenpaBumnbHaga oueHKa NpnopmTeToB
—> HexBaTKa pecypcoB

—>  OTcyTCTBME KY/IbTYPbI 1 NPOLLEeCCOB



Kak npeaorBpaTtnTh?



DevSecOps - KN4y K aBTOMaTU3aununm

APPSECHIUB
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KoHTponb npymMmeHeHUA npakTuk b

MokpbiTUe NpakTukamu AppSec 6 % NOKPbITUSA, ANHAMUKA
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PaHHee o6Hapy>XeHVe N yCTpaHeHune
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ABTO-peBbl0 N Koppensayus
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Mopaenb Koppenaunm

Total issues

5429

Correlation groups

Unique groups

438

Ha NnpymMepe

a Issues w/o groups

585

Issues by tools @

appscreener: 1.49%
appinspector: 1...

checkmarx: 82.50%

Groups
group_id group_cwe_id = group_cwe_name
1371 798 Use of Hard-coded Credentials
1370 798 Use of Hard-coded Credentials
1368 798 Use of Hard-coded Credentials
1369 798 Use of Hard-coded Credentials
1367 798 Use of Hard-coded Credentials
1366 798 Use of Hard-coded Credentials

APPSECHIUB

6 Average issues in group 6

12.48

Groups with 70% issues
70% issues: 114 (11.14%) —

group_filename
target/bom.xml
target/bom.json
bom_40.json
bom_40.xml
bom_38.xml

bom_38.json

\__ 30% issues: 909 (88.86%)

issues in group

603 “

603
482
482

121

121
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Moaenb aBTOMaTU4YeCKON 06paboTKun

6 %

KpnTuuHsbixX - SAST

51 %

ABTO-peBbIO

18 %

Koppensuusa - SAST

51 %

KpnTnuHbix - SCA

31%

Koppenauyusa - SCA

69 %

SCA

APPSECHIUB
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Ha ceroaHs Bce!

AHTOH bawapuH

anton@swordfishsecurity.ru
@nirahsab
https://appsec-hub.ru
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https://t.me/nirahsab
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