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1. HapyweHue npaB Ha KOHPUAEHLUMNANBHOCTb
M 3aLlLUTY NepcoHaNbHbIX AAaHHbIX
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npo6ieMa KOHOUAEHLUMNANIBHOCTU
NnepcoHaNIbHbIX AaHHbIX B ML



npo6nanemMma KOHOGNAEHLUMNANIbHOCTU NepCOHaNbHbIX
AaHHbIX B ML

CyliecTByeT MHOXeCTBO Moaenen MallMHHOIro obyyeHus, KoTopble oby4aloTca Ha
rny60Ko NUYHbIX AaHHbIX. XPaHUTb TaKUe AaHHble LeHTPa/IM30BaHHO, MOXXeT 6biITb
[OBOJIbHO OMAaCHO U/IM HEBO3MOXHO C TOUKMU 3peHUSA 3aKOHa.




npo6nemMa KOHPUAEeHUMNaANbHOCTU NepCcoHalNbHbIX

AaHHbIX B ML

B 2017 roay koMmnaHua Google ony6nukoBana o4eHb MHTEPECHYIO CTaTblo

KoMnaHuen 6b1/10 Nnpeano)XXeHo paccMoTpeTb BOMPOC: YUTO eCc/iun
BMecTO c6opa AaHHbIX B OAHOM MecTe, NonbiTaTbCH NepeHecTU

Moaesib B AaHHble?

Federated Learning: Collaborative Machine Learning
without Centralized Training Data

THURSDAY, APRIL 06, 2017
Posted by Brendan McMahan and Daniel Ramage, Research Scientists

Standard machine learning approaches require centralizing the training data on one machine or in a datacenter. And
Google has built one of the most secure and robust cloud infrastructures for processing this data to make our services
better. Now for models trained from user interaction with mobile devices, we're introducing an additional approach:

Federated Learning.

Federated Learning enables mobile phones to collaboratively learn a shared prediction model while keeping all the
training data on device, decoupling the ability to do machine learning from the need to store the data in the cloud. This
goes beyond the use of local n s that ma redictions on mobile devices (like the Mabile Vision APl and On-
Device Smart Reply) by bringing model training to the device as well.

It works like th rd ds the current model, improves it by learning from data on your phone, and then
summarizes the changes as a small focused update. Only this update to the model is sent to the cloud, using
encrypted communication, where it is immediate! aged with other user updates to improve the s

the training data remains on your device, and no individual updates are stored in the cloud.




npo6nanemMma KOHOGNAEHLUMNANIbHOCTU NepCOHaNbHbIX
AaHHbIX B ML

B 2017 roay koMmnaHusa Google ony6nnkKkoBasia oMe€Hb MHTEPECHYIO CTaTblo

KoMnaHuen 6b1510 Npeasio)KeHo paccMoOTpeTb BOMPOC: UTO eC/iu BMecTo c6opa AaHHbIX B
OQHOM MecTe, NonbiTaTbCA NepeHecTn Moaesb B AaHHbIE?

3TOT HOBbIX pa3aesl MalLMHHOIo obyyeHus
nosilydmn HasBaHue

dbepepaTnBHoOE obyyeHuUe

(federated learning)




depnepaTtuBHoe obyyeHue

It's just

Let's say you five —and so, a subset ...sends its
represent all our users. - of devices are selected— a few megs. training results
some of you probably F 3 "?d (not your data)
have relevant data for »@

| to the server...
the problem I'm trying _W : -
to solve, and so— /) W
Ooh! =) I >
Pick me! Q )
Pick me! )

I'm eligible! ’ —to receive a
— training model.
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Mo)XHO Nu B3/1OMaTb TaKylo Moaenb?



depnepatnBHoe obyueHue

Mo)XHO nNu B3/1OMaTb TaKylo Moaenb?
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depnepatnBHoe obyueHue

MOXHO T 3alWlUTUTDCH OT B3/iIOMa ?
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depnepatnBHoe obyueHue

MOXHO N 3alLUTUTbCA OT B3JIOMa ?

[1a!
C nomMmouwbio FloMmoMopdHOro LWiMdpoBaHUA U arperupoBaHus

Secure aggregation* enables the server
to combine the encrypted results,
and only decrypt the aggregate.

Hold Up. F)
Can't you reconstruct fﬁaiﬂy. And tlté—
the data from the results not just encrypte
that are sent to the it can be encrypted
server? with a Key that the
server doesn't have.

No way!

It's gotta be
encrypted from
the start, right?




depnepatnBHoe obyueHue

NToru:

depepaTnBHoOe obyueHUue no3BondeT
oby4yaTb U TeCTUpoOBaTb MOAENN MAaLUUHHOIO
obyuyeHuq, He nMeq LLeHTPa/IN30BaHHbIX
aaTtaceToB. UTo ynpollaeT paboTy ¢
YyBCTBUTE/IbHbIMU AAaHHbIMU U NOBbILUAET
6e30nacHOCTb KaK nosib3oBaTesien TaK U
6u3sHeca.

While some phones
are training our models,
others are testing them.

v : /4
Training, t

analytics—they're all
tasks we can tackle

privately and securely
with federation!

esting,
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MepenaeM K o6cyxaeHuio!

telegram: @mark_rtb
email: m.panenko@rabota.ru
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