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Anekceun ®epynaes
DevSecOps Team Lead




$whoami

 Anekcen ®epnynaes
« BWb c 2011 ropa

* DevSecOps Team Lead B
Wildberries

 Cneunanuct no 6esonacHocTH
KOHTEMHEPHbIX NEePEeBO30K

* Cnukep KPYnHenwmx poCCUmMCKnUX
KOHJbepeHL M, COCTOIO B
nporpammMmHoM komutete DevOops
Conf n SafeCode Conf, aBTop
KaHana @ever_secure




C 4yeMm Xxe 4 K Bam npuuen?

« C bonblo be3onacHuka
* C nctopmen ot oTpuLLaHns 40 NPUHATUSA




1 BOT MO4A uctopua




...disclaimer

* Bce nepcoHaXn B HEU KOHEYHO
K€ BbIMbILLUSIEHHbIE

It doesn't even
compile!




...disclaimer

* Bce nepcoHaXn B HEN KOHEYHO
€ BbIMbILUIIEHHbIE

- 1 npomnsoLuna oHa He CO MHOWU
(MHe Opyr pacckasbiBan)




[lpuien kak-to Anekceun B KOMNaHuio X

L5
S




[lpuien kak-to Anekceun B KOMNaHuio X

-

A




[Tpuien cTpounTb 6e3onaCHy+o
pa3pa60T|<y




Ho cHa4yana -

- Hapo nogHATb HeOOXoAMMblE NHCTPYMEHTbLI De30MacHOCTU
- [Tonyyntb BMKM y agMuHOB
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[Tonyynn VM c gedonTHbIMK Kpeaamu




I Torga nogyman




Seems like [lbipa B 6e3onacHoOCTH
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PasBepHyn Tpuan nobumoro ckaHepa

Nexpose Vulnerability
Scanner

Your on-prem vulnerability scanner

GET STARTED
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CKaJ1 Mmeb, a HalleJi 30J10TO

Operating System Vulnerabilities v Scan Duration

Ubuntu Linux 14.04 470 5 minutes

Ubuntu Linux 14.04 370 5 minutes
CentOS Linux 270 15 minutes
Debian Linux 7.0 201 7 minutes
Microsoft Windows Server 2008 Standard 98 19 minutes
Edition SP2

Ubuntu Linux 16.04 77 5 minutes
Ubuntu Linux 12.04 67 10 minutes
Microsoft Windows 42 9 minutes
Microsoft Windows Server 2016 Standard 36 8 minutes

\Ejm:r
Microsoft Windows Server 2012 R2 34 9 minutes

Standard Edition



C 3TUM Hago 4YTO-TO AenaTtb




[lowen kK gupekTopy

Security Incident
Report

Please desail any seaurity maidons (evher suspaions acnity or actial
Toreachies) on thes sheet. B sure o prowidk cogtes (0 oy selevd snivoniios

and s, s susre coyes. secuely in she st s vecomis

1 D T

< Ml

5 Schent petsormel wwobvedd

* Saudemi 3] insclvad

Law cofovesmme s pursanmd e
6 Idemt 4 of e ramme e vt

7. Daalled descatpuics of even:

Phecse wmeder cories of this sasple incient sepord, and s ute 4o yeur s
Pz 1se abbrions pp ¢ sa sy
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OxungaHume PeanbHOCTb

~—

V' 7 /, ,. 2
2”7 WTARICOMAET
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bonee TOro

. Mbl XO0TM 6e3onacHyro pa3paboTky
. A Tbl roBopuLlb Npo Infrasec, a 3a4em OH HamM?
. Y KOMMaHUM HeT Kak TakoBOro npogakllieHa, TepnMmMmo 1 Tak
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[loTOM nX nowmndgpoBanu
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YKe NoToM HaHANU elle be3onacHUKOB
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KaKaa mopanb?

.-
- R

- o
-

>

anolbbino’



Henb3a coenatb 6@30nacHO KaKyko-TO YacTb
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Be3onacHOCTb A0NXKHA ObITb KOMMNAEKCHOM
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TO €CTb

. MO aHanoruu ¢ undposmnsaumnen)
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TO €CTb

No aHanornm c ungposunsauymen)
HaM HYXXHO Ha4yaTb TpaHcdopMUpoBaTbCA B 6€30MacHOCTb
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TO €CTb

No aHanornm c ungposunsauymen)
HaM HYXXHO Ha4yaTb TpaHcdopMUpoBaTbCA B 6€30MacHOCTb
LLYTOYHO 1 Ha3Barn ee 6be3onacHoBU3aLMEN
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Ecnn mbl HE XOTUM S no budget/no
é securd%eam
TaKoe Sy 4

ol

. - Qt )

creds&on




Ecamv mbl HE XOTUM
Takoe

HaM HYXXHO ObITb FOTOBbIMU K
cerogHAWHMM Bbl30BaM

8e

| noiMFA
"L\

.,Q:-‘;
" ~ gD 4
)

credsion

no budget/ no
secur&%eam




Ecnn mbl HE XOTUM S no budget/ no
& securityjteam
TaKoe i S“M#* ' |
A

HaM HY}HO OblITb rOTOBbIMU K ’ a
CerogHsAWHNM Bbl30BaM 3 B
Mbl JOIXKHbI Y*Ke CeroaHs v - s
creds.on
HayaTb TPAHCPOPMUPOBATLCA B e
6be3onacHOCTb o

W default
pPasswords




- 0O cotpygHukos B b
. 0 6roaKeTa Ha MHCTPYMEHTDI
- / MHUNAOEHTOB B Heaento
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OnbIT Apyrux, Bceraa noyvymteseH!

Hapetocb 1 moa UCTopuA caABUHET Bally 6@€30nacHOCTb C MEPTBOMA
TOUYKMU



Cnacmbo 3a BHMMaHuel

Anekcen ®eaynaes
tg: @intOx80h
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