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YTto HOBOTro?
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NGFW

UG OS 7 — nonHocTbo HOoBasa OS
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NGFW
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NGFW

HoBbin ABUKoK IDPS
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NGFW: paboTta ¢ Tpadpmnkom

e lobaBneHa BO3MOKHOCTb 3anmncu TpadukKa B Nt0bbiX HanpaBAEHUAX
(BxoaAaLWwmMmn/mcxopawmin).

e JlobaBneHa BO3MOKHOCTb OTNPaBKM paclumnppoBaHHOro SSL-tpaduka
Ha BHewWHWe cnctembl besonacHoctu (SSL-tap).

e JlobaBneHa BO3MOXKHOCTb 3anmncu TpadmKa npu cpabaTtbiBaHNMU
curHatyp COB.

* JlobaBneHa BO3MOXKHOCTb NPOBEPKK 3alindpoBaHHOro Tpadumka SSL ¢
nomouwbto COB.
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NGFW

* O6HOoBeHue CLI
* PacwinpeHue API
* UPL

* Cloud init

* Live Backup

NGFW | 9
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UserGate Log Analyzer
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Q, Advanced [Z]

MNode

utmcor

utmeor...
utmeor...
utmeor...
utmeor...
utmeor...
utmeor...
utmeor...
utmcor...
utmcor...
utmcor...

utmcor...

Feb 02 2022 ~

Action: All ~

Time ! User

13:42:19 5] userl
13:37:18 ] userl
13:36:03 E3] userl
13:34:48 ] userl
13:33:32 5] userl
12:13:54 ] userl
11:48:30 E5] userl
11:48:26 ] userl
11:48:20 E] userl
11:48:19 E] userl
11:48:15 E  userl
11:48:11 =1 nseri

Type: All ~

More - Reset

! | Rule Appl...
® Dvenforr  ESSH
® = ¥ Add to filter
© ey 2R to e
@ S venforr.. EISSH
@ = venforr.. EISSH
© =dvenforr. HEEs.
@ SO Defaultb..  Unkn.
& X NAT from..  Unkn..
& B NaT from... DNS
A Q natfom.. HEIDNS
A B nNaTfrom..  Unkn.
A2 B uaT fram {fnkn

Met...

TCP
cp
.cp
TCP
TCP
TCP
UDP
TCP
UDP
UDP
UDP
TCP

Zone source

E Manage...
La Manage...
Ld Manage...
La Manage...
L2 Manage...
L2 Manage...
L2 Manage...
& VPN forr...
& VPN forr...
G VPN forr..
G2 VPN for ..

1 wom for v

IP source

© 192.168. .
@ 192.168....
@ 192.168....
@ 192.168....
© 192.168....
@ 192.168....
@ 192.168....
@ 172.30.2...
@ 192.168....
© 192.168..
© 172.30.2..

& 177 17

Port ...

22

22

22

22

22
143
38BE1
34758
20284
20284
29000
34756

MAC ...

44:6...
44:6...
44:6...
44:6...
44:6...
44:6...
29:4..
Unkan...
Unkn...
Unkan...
Unkn...

{irkn

A o b 4+ o o o o o o o 0 SN
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i"UserGate -- v |
llll' [awb6opp | XKypHanbl M OTY4ETHI | | AnarHoctuka u MOHWUTOPWUHE | TukeTbl | HacTpoiku | MoMouwb » | mmm Pycckvid » | Admin «

01 Maprt 2021 r. 00:00 — 25 Mait1 2021 r. 23:59 ~ ID: Bce ~ Mpasuna: Bce ¥ Craryc: Bce ~ MpuopurteT: Bce ~ Eweé « Q PacwupeHHbI# CoxpaHuTb Kak
¥Y3en Bpemsa ID Bpemsa nepeoro co... Bpemsa nocnepnHero... MpaBuno KaTeropus Cratyc Mpuopurer ¥ | AOAMMHM... Monb308.... CurHaTypbl
loganalyzer@ugutm 15:36:58 SEC-20 15:16:19 15:19:48 Download Mimikatz by Certutil.exe Security Active © HopMaribHb| CopTpoBaTb MO BO3pacTaHWio fer
loganalyzer@ugutm 15:36:36 SEC-19 15:24:35 15:24:35 Mimikatz Use (credentials access) Security Active (Y] HopMaribHbl CopTupoBaTh NO Y6bIBaHUIO (o1
loganalyzer@ugutm 15:36:36 SEC-18 15:21:10 15:21:10 Mimikatz Use (credentials access) Security Active 9 HopMarbHb| [TF] Cron6up! » ler
loganalyzer@ugutm 15:36:36 SEC-17 15:21:10 15:21:10 Mimikatz Use (credentials access) Security Active () Hopmanbhbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-16 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active © HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-15 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-14 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active o Hopmanbhbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-13 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active © Hopmanbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-12 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active 9 HopManbHbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-11 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active 9 HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-10 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active © Hopmanbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-9 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active (¥] HopmanbHbidi  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-8 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-7 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active © Hopmanbhbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-6 15:19:48 15:19:48 Mimikatz Use (credentials access) Security Active © Hopmanbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-5 15:05:51 15:16:09 Possible RDP Brute Force Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-4 15:05:43 15:06:07 Possible RDP Brute Force Security Active 9 HopManbHbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-3 15:05:35 15:06:06 Possible RDP Brute Force Security Active © HopmanbHbii  Administr...  Unknown Her
loganalyzer@ugutm 15:36:11 SEC-2 15:05:19 15:06:05 Possible RDP Brute Force Security Active 9 HopManbHbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-1 15:00:45 15:02:06 Possible RDP Brute Force Security Active 9 HopmanbHbii  Administr... Unknown Her




CpabaTblBaHue CraTyc . TukeTsl
Yzen: logan_core@stiothhesese
SEC-15 v Bpemsi: 15:36:36 MokazaTk Cratyc: Active [puoputeT: €9 HopmanbHb! E| fo6aBuTe B TMKET

Bpemsi: 15:20:35

Bpems Bpems n... Bpems n... ¥Y3en WUcrou... BaHO... KoMmnoHeHT Tun cobbiTnA WUma n CeHcop: Win10 Mpw... Mpor... HTTP

15:20: | s ! Inkno I

5:20:35 Sels 'E yprian u CuéTtumk: Sysmon

dain xypHana nora: Microsoft-Windows-Sysmon/Operational
YpoBeHb nora: @ Information

WcTouHuK xypHana cobbituid:  Microsoft-Windows-Sysmon

KaTteropus nora: 2

KaTeropusi 3apaum: File creation time changed (rule: FileCreateTime)

Mms KoMnbloTepa: MSEDGEWIN10.usergate.demo

Kog cobbiTus nora: 2

WneHTudurkaTop cobbiTis 2

nora:

Tun cobbiTs nora: 3

Crpoka BCTaBku: T1099,2021-05-25 12:20:35.079,{43199d79-9603-60ac-8800-

000000001200%,2388,C:\Windows\Explorer.EXE,C:\Users\Administrato
r\mimikatz_trunk\x64\mimikatz.exe,2021-05-18 14:08:42.000,2021-
05-25 12:20:35.051

[aHHble: File creation time changed:
RuleName: T1099
UtcTime: 2021-05-25 12:20:35.079
ProcessGuid: {43199d79-9603-60ac-8800-000000001200}
ProcessId: 2388
Image: C:\Windows\Explorer.EXE
TargetFilename:
C:\Users\Administrator\mimikatz_trunk\xé4\mimikatz.exe
CreationUtcTime: 2021-05-18 14:08:42.000
PreviousCreationUtcTime: 2021-05-25 12:20:35.051

Crpanmua 1 e CcC B

Display a menu
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Incidents Create incident

& INC-0rtestincident
[INC-0] test incident

Dashboard | Logs and reports | Analytics | Diagnostics and monitoring |

Rule:

— Description

Incident priority: & Important

F Edit ] Comment 3% Assign & Workflow -
— Details
Incident type:  Incident Status:

Resolution: Unresolved

Node

— . Triggered alerts (9)

loganalyzer...
loganalyzer...
loganalyzer...
loganalyzer...
loganalyzer...
loganalyzer...
loganalyzer...

loganalyzer...

Undefined Schema: Incident
Triggered alert ID: All ~ Rules: All + Priority: All More - Reset ©  Advanced [Z] B © & o+
Time 1 T... First event time Last event time Events number R... T. Priority User H
Dec 22, 2021, 16:57 [ 5.  Dec22, 2021, 16:56 Dec 22, 2021, 16:56 1000 5. @ Normal Linknowr |
Dec 22, 2021, 16:57 Bl 5. Dec 22, 2021, 16:56 Dec 22, 2021, 16:56 1000 S © normal Unknown [
Dec 22, 2021, 16:57 [ 5.  Dec 22, 2021, 16:56 Dec 22, 2021, 16:56 1000 5. € Mormal Linknowr |
Dec 22, 2021, 16:57 Bl 5. Dec 22, 2021, 16:56 Dec 22, 2021, 16:56 1000 S © normal Unknown [
Dec 22, 2021, 16:57 [ S Dec 22, 2021, 16:56 Dec 22, 2021, 16:56 1000 5. € Normal Unknowr |
Dec 22, 2021, 16:57 E S. Dec 22, 2021, 16:56 Dec 22, 2021, 16:56 1000 5. © normal Linknown [
Dec 22, 2021, 16:57 [ 5.  Dec 22, 2021, 16:56 Dec 22, 2021, 16:56 1000 5. € Normal Unknowrn |
Dec 22, 2021, 16:57 [ S..  Dec22, 2021, 16:56 Dec 22, 2021, 16:56 1000 H. s © normal Linknewr |

| Settings | Help » | 2§ English » | Admin

& Generate report ~

— People GOSSOPKA report
Assignee: Unassigned Incident report
Reporter: Administrator
Last update by: Administrator
Watchers: Unwatched #

— Dates
Created: 19:35:03
Updated: 19:35:44

— Attachments (D)

[ uploadfile [ Delete
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UserGate Client
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Client

* BUOMMOCTb COObITUI

0e30MnacHOCTWU;
* KOHTPOJ1b YCTPOWUCTBA;

* 1OCTYI C HYNEBbIM IOBEPUEM.
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C 6 O p M H d) O p M a I-" VI M Hudopmaums o koHeuHom yorpoiictse [Entensys.window.endpoint.SystemInfoDialog]
< —

[ HKEY_CLASSES_ROQT
[ HKEY_LOCAL_MACHINE

MapameTp SHauyeHHe

Cratyc:  OwnaiH

MocnegHue gaskbe 16 aerycra 2022 r, 07:52
MoMYYeH=!:
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C60p MH(I)OpMa |_|'|/||/| * COCTOAHME, MaMATb N NPON3BOAUTESIbHOCTb,

* 6e30MacHOCTb;

* USB-ycTtponctBa;

* 3/IeMeHTbl aBTO3arpy3Ku;

* NMpoLecchl;

* CNyXObl;

* KJIOUYM peecTpa;

* nporpaMmHoe obecreyeHue;

* YCTaHOBJIEHHbIE obHoBNEHUA.
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[lepcoHanbHbit M3

CBOHCTEa NpaBWna MEXCETEBoro 3kpaa [Entensys.window.endpoint. irewallRulePropertiesDialog]

ot [ [ — v pree— ) e p———

I

BrnioyeHo:
HazeaHue:

Onucanue:

JedcTare:

HYDHANMPOBaHKE:

BrrasuTe:

0BN3CTh NPUMEHEHWR:

Client | 21

BHYTpM nepumeTpa

Q JanpeTuTe

BHuz cnncka npaemn

commm | _omere |
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NAC [Tpodunu ycTponcraa:

* NPOAYKT;

* Npouece;

* 3aNyLUEeHHas cNy0a;
* KIOUN peecTpa;

* YCTAHOBJIEHHblEe OOHOBEHUA.
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VPN  Client2Site — IPSec/L2TP, IKEV2:

* SSLVPN;

* «[lpyHyanTenbHbi» VPN.
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JKCrnepTmn3a [aHHble 13 NOroB, KOTOPble MOXHO 060raTUTb

N HAaUTW ciefbl KOMNPOMEeTaLn:
* [P-agpeca;

* IOMEHbI;

* UMEHa U Xelun Gannos.;

* BETKW peecTpa.
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XDR

Extended Detection Response
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[aTa-ueHTp
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Yandex
Cloud )~

My6nnyHoe obnako
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Cell/Area
(Ring Thypology)

UserGate FG

VPN

LIo5,

Cell/Area Zone
Levels 0-2

KopnopaTUBHbIA
Wi-Fi

=

FocteBoi Wi-Fi
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