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[171aH Ha ceroaH4:

KpaTknin 0630p Kubernetes
PacrnpocTpaHeHHble aTakM 1 3aliMTa OT HMX



YT10 Takoe Kubernetes?

Kubernetes — 310 nnatdopma gona opkecTpaymm
KOHTEMHEPOB
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Kubernetes knacrtep

Kubernetes Master
(Control Plane)




Pod

Pod — 3To 0AMH UK Fpynna KOHTEMHEPOoB.

OTO eAMHCTBEHHbIN 06beKT B Kubernetes, KOTOpbI NPUBOAUT K 3aMyCKy
KOHTEMHEPOB.

HeT pod'a — HeT KOHTeMnHepa!

r Pod \

Network Namespace

,,,,
®e
®eoooe



MacLwTtabbl 6eacTBeus

KonunuyecrtBo
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% Kubernetes security threats in the wild

ured Kubernetes
oard with cloud
account credentials
Hackers used these to
mine cryptocurrency

AVIVA

Oct 2017

T Feb 2018

ount credentials

Hackers used these to
mine cryptocurrency

i

User could access kubelet

credentials and replay,
namely kubelet cert and

private key

L i Reported by researcher

May 2018

eleiacking. hovemadern-centai

Public im.
embedded mal
Hacker images pulled
5M times to mine $90k
of cryptocurrency

&

docker

June 2018

Unsecured Kubernetes Watchers
dashboard, with access to

sensitive data including
cloud account credentials
Reported by researchers




HeaBTOopu3oBaHHbIU goctyn K Kubernetes

Dashboard

Kak 3alumTumurtbCcA:
[ ] He OTKpPbIBaTb B MHTEPHET
() Mcrnonb3oBaTb C HAMMEHbLUMMU

npaBaMu, enaTtesibHo read-only
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MaHunynsauum c docker obpasom

[TooMeHa obpa3a B peno3unTapum

Kak 3almTuTbCS:
e [lpaBa Ha 3arpy3Ky o6pa3oB
B pPeMoO3nTapuii eCTb TOSTbKO
y CI/CD cucremsl
o [lepmognyeckoe CKaHMpoOBaHMeE

06pa30B Ha YA3BMMOCTU




[MloBbILWEeHHbIe npmususiiernm noaa

e KoHTenHepbl B pod'e MOryT:
o BbITb 3anyLleHbl nopa root
o  MOHTUPOBATb ANPEKTOPUUM C XOCTa
o Mcnonb3oBaTb MOPTbl XOCTa HAMPAMYIO
o TpeboBaTb NOBbILLEHNA MPUBUIETNN

® CKOMﬂpOMeTVIpOBaHHbIe KOHTeVIHepr MOTYT BOCIOJ/1b30BaTbCH BCEMUN STUMIU
BO3MOXHOCTAMM



[MloBbILWEeHHbIe npmususiiernm noaa

Kak 3alumtTuTbCA:
e licnonb3oBaTb Pod Security Policies:

o 3anpetuTb 3anyck Pod'oB nopf root'om

o OrpaHI/ILH/IBaTb npmBmniernn




HeaBTOpM3oBaHHbIU CETEBOWN AOCTYnM

e [loymonyaHuto nrobomy pod'y gocTtyrneH nrobon gpyrom pod
e CKOMMPOMETUPOBAHHbLIN POd CMOXET MPOYUNTaTb, USMEHUTb UMW YOANNTb OaHHbIEe 13

apyroro pod’'a

o [lO3TOMY HY>XHO cneuuanbHO M30/IMPOBaTb YWYBCTBUTENbHbIE K B3/TOMY MoAbl



HeaBTOpM3oBaHHbIU CETEBOWN AOCTYnM

Kak 3alumMTuUTbhCS:

e Network Policies:
o [o3BongeT 6/10KMPOBaTb TpaduK pod'oB
o WHorga nyduwasa npakTuka - nointuka “deny all” no

YMOJTYAHMUIO

o Wcnonb3oBaTb white list

e BHepputb Service Mesh:
o mMTLS: KayXOoMy cepBUCY Mo cepTUdmKaTy
o KOHTpoOnb AyTeHTUDUKaLNKM N ABTOPU3ALLMN

o KoHTponb Egress Tpadumka



Kak npoTecTupoBaTb CBOU

( KUBEI Runtime Vulnerabilities Analyzer

Total Vudnerabilities

179

POD M ONTA R AE

details-v1-5974b67c8-8qz7z
details-v1-5974b67c8-8qz7z
details-v1-5974b67c8-8qz7z
details-v1-5974b67c8-8qz7z
details-v1-5974b67c8-8qz7z

details-v1-5974b67c8-8qz7z

details

details

details

details

details

details

default

default

default

default

default

default

Total Defcont

0

true

true

Total Critical

2

CVE-2019-19816

CVE-2019-19814

CVE-2020-25643

CVE-2020-14356

CVE-2019-20908

CVE-2019-19074

Knacrtep?

Critical
Critical
High
High
High

High

docker.i Is-v1:1.16.2
docker.i i ples-bookinfo-details-v1:1.16.2
docker.io/isti: ples-bookinfo-details-v1:1.16.2
docker.iofisti: ples-bookinfo-details-v1:1.16.2
docker.iofisti: ples-bookinfo-details-v1:1.16.2

docker.io/istio/examples-bookinfo-details-v1:1.16.2

linux:4.19.118-2

linux:4.19.118-2

linux:4.19.118-2

linux:4.19.118-2

linux:4.19.118-2

linux:4.19.118-2

_— NAME SEVERITY IMAGE NAME FOUND IN
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Kak npoTecTupoBaTb CBOU KJlacTtep?

$ ./kube-bench master
1 Master Node Security Configuration

[PASS]
[PASS]
[PASS]
[PASS]
[PASS]
[PASS]

[PASS]

-.: [PASS]
[PASS]

1.1 API Serve
1.1.1 Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
.20 Ensure
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-—anonymous-auth argument is set to false (Not Scored)
--basic-auth-file argument is not set (Scored)
—--insecure-allow-any-token argument is not set (Not Scored)
--kubelet-https argument is set to true (Scored)
--insecure-bind-address argument is not set (Scored)

--insecure-port argument is set to @ (Scored)

--secure-port argument is not set to @ (Scored)

-—profiling argument is set to false (Scored)
--repair-malformed-updates argument is set to false (Scored)
admission control plugin AlwaysAdmit is not set (Scored)

admission control plugin AlwaysPullImages is set (Scored)

admission control plugin DenyEscalatingExec is set (Scored)

admission control plugin SecurityContextDeny is set (Scored)
admission control plugin NamespaceLifecycle is set (Scored)
--audit-log-path argument is set as appropriate (Scored)
--audit-log-maxage argument is set to 30 or as appropriate (Scored)
--audit-log-maxbackup argument is set to 10 or as appropriate (Scored)
--audit-log-maxsize argument is set to 100 or as appropriate (Scored)
--authorization-mode argument is not set to AlwaysAllow (Scored)
--token-auth-file parameter is not set (Scored)




Cnacnoo 3a BHUMaHue!
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NCTOUYHUNKN

e [loBbllaeM 6€30MacHOCTb MUKPOCEPBUCOB C Istio
https://habr.com/ru/company/exness/blog/509110/

e 33+ MHCTpPYMeHTa and 6esonacHocTn Kubernetes
https://habr.com/ru/company/flant/blog/465141/

° Threat matrix for Kubernetes

e CVE kubernetes database ‘s.‘?,‘:?:-:??"":""'
.. https://cve.mitre.org/cqi-bin/cvekey.cqi?keyword=kubernetes ‘/
:. o Tes

e Kube| avulnerabllltles scannlng tool
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https://habr.com/ru/company/exness/blog/509110/
https://habr.com/ru/company/flant/blog/465141/
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kubernetes
https://github.com/Portshift/kubei

