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OpraHunsauum B TEKYLLIMX peanusix UCMNbITbIBAOT CEPbE3HbIE NPOONemMbl B

obecrneyeHnn 3anTbl CBOEro CETEBOro rnepmumetpa (7 gpaktopos)

1. 3apybexHble BeHaopbl C3U yxooat/ywnu c peiHka (Fortigate, Infoblox, Cisco, IBM u gp.).
CeTeBoM nepumeTtp ctan meHee 3awmiieH. Ceptudpunkatsl PCTIK oto3BaHbI

2. Ocrawwmmca 3apybexHolM BeHgopam C3U crnoxHee NponTu NyTb cepTudmkalmm
(TpeboBaHus Kk bornee geTanbHOMY JOKYMEHTMPOBAHUIO annapaTtHbIX NnaTtgopm u T.n.).
AHanorm opraHm3auMoHHO 6bLICTPO He BHeApUTb. HyXHbl cepTudunump. peweHuns

3. Poccuinckne BeHOopbl HE Bcerga MoryT NpeanoXxntb noaxogsdiwiue pewenna. Hanpumep,
NPOMbILLNEHHbIE ddanepBOribl NN KOMMMNEKCHbIE peLleHnst o 6e30nacHOCTH.
Bbi6op oTevyecTBeHHbIX C3U orpaHunyeH.

4. [locTtaBKa 1 nogaepxka nporpaMmMHo-annapaTHbIX U annapaTHbIX PeeHnn B CErMeHTe
ACYTI1 orpaHnyeHbl (Siemens, GE, Honeywell, Bently Nevada v gp.).

[aHHble no-nNpeXxHeMy HYXHbI 3a npeAenamMn TeXHONMOrM4YecKoro cermMeHTa UndbpactpykTypa C3M no
5. HopmaTusHas Gasa OononHUTenbHO AenaeT akueHT Ha 3awuty KM B TekyLumx ycrnoBusx. HEKOTOPbLIM
PerynaTtop meHee NnosinbHO OTHOCUTCS K CABUTY CPOKOB peanusauuy Mep 3almThl. HanpaBneHUsIM CTPOUTCS

166 Yka3 lNpe3unaeHTa. NocTtaHoBneHue npaButencTea 1478 ot 22.08 dpakTnyeckn c Hyns

6. CpOK NPUHATUSA pPeLLleHU ManeHbKUi, He y4YUTbIBAaeT NOTPEOHOCTM B BHOOKETUPOBAHUN.
HyXHbI ObiCTpble Mepbl, FrapaHTUpPYKOLLMe 3alUTy ceTeBOro nepumeTpa

7. Yrposbl 1 3r0yMbILIIEHHUKN HUKYyOA HE OENUCH. Info
Puckun ana KU Tonbko Bbipocnu ‘D 1O d e -%M;I‘
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YCTpOMCTBO OQHOHanNpaBneHHoOW nepegavn JaHHbIX PYHKUMOHUPYET Ha

don3N4YeCKoM ypoBHe

« OpgHOHanpaBrieHHbIN W3 — YCTPOUCTBO,
obecneynBatoLlee nepegavyy dannoBon U NOTOKOBOM
nHdopmMmaumn B OAHOM HanpaBieHUn U HE NO3BONSOLLEE
nepenady B 00paTHOM

° OD,HOHaI'IpaBJ'IeHHOCTb nepenavn rapaHTnpyeTc
annapartHbiM pelleHnAMn

« [NpumeHsieTca onsa coeguHeHns pasHbiX CETMEHTOB CETU U
ncnonb3yetcs B obnactu 3awmTtbl MHopMaLmm

GGGGG
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AK InfoDiode agpdheKkTUBHO coYeTaroT BCE NyyllMe NpakTUKK No 3awmTe nepmmMmeTpa
KN B cnydyae HeobxogumocTu nepeaadn UDP, Syslog, SPAN n ap. Tpaduka

AK INFODIODE

ba3soBoe annapaTHoOe pelweHne ana ba3soBoe annapaTHoe peweHune ang AnnapaTHoe pelleHne gnAa MOHTaXa
MOHTaXa Ha DIN-peinKky nnm Desktop MOHTArKa B CTOMKY. B CTOMKY (ABa «AnMoaa» B 04HOM).
BapWaHT.

MINI

RACK single

RACK - double

-Ditde EAMT
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AlK InfoDiode no3BonseT cCOOTBETCTBOBATL Jy4YLLUMM NpakTUKam Mo 3aLuuTte
nepumetpa KU, nepegasatb pannoBbiv, NPOMbILLNEHHLIN 1 MHOW TpaduK

ATK INFODIODE PRO ATMK INFODIODE SMART

InProxy, OutProxy 2 InProxy, 2 OutProxy InProxy, OutProxy cepsep
cepsep cepsepa

AK InfoDiode, rack 2 AK InfoDiode, rack «Anoa BHYTPU»

module module, Cluster

®opm PakTop - 3U dopm-dakTop - 6U ®opm dakTop - 1U

lnopn cHapyXu vnop BHYTpU

Ditde EAMT
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Bce peweHnda «anoa» MOXHO YCI10BHO pPa3fesinTb Ha ABa KilaCCa

AnnapaTHble
«anoabl»

Mnatocobl
* Hepoporo
Pewatot 6a3oBble 3a4a4m U3onaumm

 Plug&Play
* He TpebytoT conpoBoxKaeHMa cnyxKbbl aKcnayaTauum
MuHycbl

* He nmetot IP, MAC agpeca
e TpebyoT KOMMYTALNU KNOPT-MOPTY
* [epepaTb Aaxke aCUHXPOHHbIN TCP/IP Tpadumk He nonyumnTcs

AnnapaTHo-
NporpamMmmHuble
«anoabl»

Mnatocobl

* [epenatoT aCUHXPOHHbIN U Aaxe CUHXPOHHbIN TCP/IP Tpaduk

* HecKo/nbKO BUAOB NPUKAAAHOI0o TpaduKka 04HOBPEMEHHO

* [onHoueHHoe C3U (NAT, cnuckm gocTyna, NopTbl, KOHTPO/b
N3MEHEHU KOHPUIypaLuumn, KOHTPONb AOCTYNa)

* WHTterpauun: SIEM, SNMP, AD, Syslog, NTP...

MuHycbl

* MoryT 3aHMMmaTb 3 unmn bonee RU

* TpebytoT cneunanmcTa B aKcnyataumm ¢ 6a3oBbiMM HaBbIKaMU

* TpebytoT Nnepmnoanyeckoro (xota n peakoro) obHosneHua MNO

CobntogaeTtca npuMHUMN
OA4HOHaNPaB/IEHHOCTU
dusnuecknia curHan
TONbKO B O4HY CTOPOHY

Si—

—

Difde EAMT
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AMT-I'PYT1 npeooctaBnseTt NOMnHy0 NIMHEUKY peLleHun Kracca «amoa»

ona sawntel KU n ACY TI'1 n T nHdpacTpyKkTypsl

1. AK InfoDiode - 6a3oBoe, ceptndmnumnmposanHHoe GCTIK Y/ (4),
annapaTHOe  pelleHue, TrapaHTUpylollee  3aWMTy  Ha
annapaTHOM ypoBHe M 3dPEeKTMBHO pellatoulee 3agady no
nepeaayve UDP, Syslog, SPAN Tpaduka 3a npeaensi KU,

2. AMK InfoDiode PRO — ceptnémnumposanHoe OCTIK YO (4)
peweHmne anAa nepefadn 3HauMmbiXx ¢GansioBbiX MOTOKOB,
anctpubytmsos, penank BM u 6a3 gaHHbIX, 31€KTPOHHOM
NoYTbl, 63KanoB 1 T.N. U3 JOBEPEHHOrO CErMeHTa BOBHE.

3. AMNK InfoDiode SMART — HOBOe pelleHne ana nepenayn 3a
npeaenbl nepumeTtpa KU npombliwineHHbIx n cneumduyeckmnx
NPOTOKO/I0B, B TOM 4ucne Buaeo, gna uHterpaumm SCADA
CUCTEM, OpPraHuU3auun yaaneHHbIX CUTYaUMOHHbIX LEHTPOB 33
rpaHMUEen nepumeTpa, B YCAOBUAX TrApPaHTUPOBAHHOWM

nsonaumm KUU _Di%‘:’d o AMT

GROUP
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Konun4yectBo oTpacnen npumeHeHns InfoDiode NnOCTOAHHO yBeNMyMBaeTCs

InfoDiode ncnonbayetcs B:

e TOK
* [TnaTexHble cucTtemsbl

MHHHUCTEPCTBO OBOPOHBI

CCUNCKOU ®EJEPALIUA POC3HEPrOATOM
. q) ,——77 SMEKTPOSHEPTETUHECKMIA AUBMIUOH POCATOMA e 2
MHAHCOBbIE OpraHn3aLun POCGHUHMOHUTOPUHT

« CunoBble BeOOMCTBa p la TpaHCHedTb
* [1ponsBoacTeo

e TpaHCnopTHble KOMMaHK Q sollers
* JHepreTmka

Pycluapo

feHepanbHan
npokypartypa P®

HCIK t

cucrema PocTtenekom

KAPT ijode.ru

yde £ AMT
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1. 3apybexHble BeHaopbl C3U yxooaT/ywnun ¢ pbiHKa

CeTeBOV nepumMeTp cTan MeHee 3aljULleH

HeT noaaep»kku, HET BO3MOXHOCTM MacLuTabupoBaTth pelleHue no 3awmrte ¢ npumeHsembimm C3U

HauyuHaloTCcA HOBbIE NPOEeKTbI No 3auuTe ceTeBOro nepumMmeTpa

MOXHO N HY>XHO
paccmaTpusaTtb InfoDiode
KaK YacTb HOBOIO NpoekTa

SMTP, FTP, FTPS, CIFS, SYSLOG...

NO cCerMmeHTauum ceTu,
3awmte ACYTTI

In-Proxy Out-Proxy

HeKpUTUYHbIN cermeHT

KpUTUYHBIN cermeHT

Difde EAMT
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2. OcTatowmmcst 3apyoexHsim BeHaopam C3W cnoxHee nponTtu NyTb cepTudomkaumm

AHanorun opraHu3auMoOHHO ObICTPO He BHeApPUTb

Ceptndomkaumns Y4 moxet 3aHumatb > 1 roga. IHoCTpaHHbIM BeHAopaMm TpebyeTcs cneumdpuumpoBaThb U
annaparHyto nnatgopmy, nepeagasarb UCX. KOAbl HA KaXabl KOHTPOSNEP B cocTase niaTtdopmbl

HyxHbI ceptuchnumpoBaHHblie C3U, 4TOOLI 3aKpbITh TPeOOBaHUA perynsaTtopa no 3awure nepumeTpa

InfoDiode nmeet

CepTudmkatbl Ha cooTBeTcTBUA EASC “ ‘ ceptudumkaTtbl PCTIK 1 Ha
CooTBeTcTBUE TpeHOBaHUSM: e annapaTtHylo 1 Ha annapaTtHo-
«O 6e30MacHOCTN HU3KOBONBTHOrO 060PYA0BaHUS» NPOrpamMMHyt0 NIMHENKY
«QneKTpoMarHuTHas COBMECTUMOCTb  TEXHUYECKUX |- -

CPeacTB».

EASC N RU -RU.MJ104.B.01883/20

Ceptudukatsl PCTIK Y14
Y[4. Ceptudomkat Ne 4118
CootBeTtctBMe TY RU.29318444.00001-02 90 01.

InfoDiode.ru



3. Poccunckue BeHOopbl He Bcerga MoryT NpeanoXnTb noaxoasiime peLleHmns

Bbi6op otevyectBeHHbIX C3U orpaHnyeH. HopmaTtnBHaa 6a3a npuHsaTa

HecmoTpst Ha To, YTO MOKa eLle HET FOTOBbIX PELUEHUI, HY>KHO BbIOMpaTb Te NPOAYKThI, KOTOPbIE JOCTAaTOYHO
aKTMBHO pPa3BMBalOTCH N MOTYT CIY>XUTb OCHOBOW HOBOW akocucTembl C3U pelleHuii

HyXXHbl NPOAYKTbI, KOTOPbIe XOPOLIO BCTPOATCA B TEKYLLYIO MH(DPACTPYKTYPY U nogaepxar
BHegpeHue otedyecTBeHHbIX C3U

InfoDiode nmeet 3agaBneHns o

2 HanpasneHunA COBMECTUMOCTM 1 peasbHble
no C3U Keucbl BHe4peHUN C

OONbLUIMHCTBOM KPYMHbIX
peLueHnn otedecTBeHHbIX C3U

* [lepepaya b v nx MHKpemeHTOB «  Kaspersky
* O6HoBNEHNE AaHTUBUPYCOB .
* Positive

* [epeaayva pannoson nHPopmaumnu 3aABaEeHNA O «  Infowatch
e ObmeH 6AM3KUIA K CUHXPOHHOMY CLI,eHapVIVI npumeHeHUuA COBMeCTUMOCTU C . Caiibep/iumdba

(cepaucobi) BeHAopamm C3U *  Ksazap
* O6HoBneHue WSUS . Op
*  Syslog n MOHUTOPUHT '
* [JaHHble gna areHTos IDS\IPS info
* [aHHble gna SIEM _D|Od S/ AGMI

Sandbox 1 KapaHTUHbI InfoDiode.ru



4. lNocTtaBka n nogaepxka peweHun B cermeHTe ACYTI1 orpaHnyeHsl.

OaHHble no-npexHemy Hy>XXHbl 3a npeaesiaMmm TexHonormn4eCcKoro cermeHTa.

HeT BO3MOXHOCTM NpuobpeTaTb NpoMblilLnieHHble Firewall oT nponsBoanTenen, HET BO3MOXHOCTEN AOKynaTh
NHTerpaumoHHble moaynm SCADA, TpebyeTcs nepexoauTb Ha Apyrne TUMbl KOHTPOMNepoB

3agava no nepeaade AaHHbIX OCTaeTCA KpanHe akTyaribHOU. HyXXHbI pelueHns Kotopblie CMOryT
obGecneunTb 3aKkpbiTue TpeboBaHnn Ub n nepeaartb npom. NMpotokonsl ns ACYTI

InfoDiode nmeeTt npoBepeHHbLIE

2 HanpaBaeHnA no cueHapuu c kpynHbeimn SCADA
cuctemamu, cuctemamu

ACYTI Historian n OPC cepBepamu

OPC DA/HDA (Ha Windows)

OPC UA i -D Ode AMT

GROUP

Mepenaya NPOM. MPOTOKO/IOB: NpoBepKa COBMECTUMOCTM * Kepware

*  Modbus TCP *  WinCC

. S7 C y>K€ UMEWMMMCA . GE Proficy (ETL)

* Omron FINS CueHapuu npumeHeHuMA BEHOOPaAMUN U * Wonderware (Aveva)
*  Mitsubishi SLMP oTeyecTBeHHbIMMU * Systeml

* |EC 61850 MMS * MasterSCADA

- IEC 60870-5-101/103/104 PEWEHNAMY . KOTMM

CyeTumkun: Mepkypuin, Tennokom, SHepromepa v ap. InfoDiode.ru



[MpoaykTbl InfoDiode coBmMecTMbl O MHOrMMu peweHnamm n C3M n ACYTI n T

i,
Kaspersky- .
Industrial ek — ke pware
CyberSecurity

INFOWATCH

ARMA@ ‘ k
& Frisns ARIA
ﬁ P 4

Kaspersky & W|nCC q ecima
Private Security Microsoft: } Professional

Network A@\ SQLServer
AL T ZABBIX
=2 a
Windows Server Wonderware
Update Services Historian
CyberLympha POSth’GSQL

DATAPK

1 4
v U Difde EAMT

T W croucP
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5. HopmatusHas 6a3a gononHUTenbHO genaeT akueHT Ha 3awmnTty KU B TEKyLLMX YyCNOBUSIX

PerynﬂTop MéeHee JNNoAJIbHO OTHOCUTCA K CABUTY CPOKOB pealjindauuum Mmep 3allinThbl

TpeboaHusa PCTIK no kaTeropnpoBaHUIO U NMOCTPOEHUID CUCTEMBI 3aLLMTLI cornacHo TpeboBaHmnam 239
npukasa n gp. HOpM. JOKYMEHTOB eLle boriee akTyaribHbl

CnepnyeTt BbIOMpaThb Te cpeaAcTBa, KOTOPble He TONbKO peLlaT BONpochl B YacTU TpeGoBaHUM
perynsitopa, HoO U ob6ecneyar peasnbHylo (He «DyMaXKHyIO») 3alLUTY CETeBOro CermeHTa

Mpukas @CTIK N 239 ot 25 nekadbpa 2017 r. u N 31 ot 14 mapta 2014 r. | nfo DIOde Nno3BONseT ymeH bLUNTb
O6o3HavyeHe 1 Mepbl o6ecne4enna 6e30NacHOCTH 3HAYMMOro 06beKTa BJIOXXEHNA B 3a LU' I/ITy ACyT rl ’ TaK Kak
HOMSP Mepk OH on3nN4EeCKN N3onNupyeT oanH
3Knc.2 3awmuTta nepumeTpa MHGOPMALUOHHOI (2BTOMATU3NPOBAHHON) CHCTEMBI
CerMeHT OT ApYyroro v ynpouiaet

31C.3 dLenoHMpOBaHHAA 3aLMTa MHEDOPMALIMOHHOM (aBTOMATM3UPOBAHHOI) CHCTEMBI DUMEHeHne ,EI,OI'I me
3nc.4 CermeHTMpOBaHNe MHCHOPMALMOHHOW (ABTOMATU3NPOBAHHOI) CHCTEMbI p ' p
3K1C.6 YnpasneHune CeTeBLIMU NOTOKAMM

Mpukasz ®CTIK N 17 ot 11 chespansa 2013 r. u N 21 o7 18.02.2013 . . )
31C.8 COKPLITHE APXUTEKTYPbI 1 KOH(UTYPALIMN UHAOPMALIMOH InfoDiode 3a KpbIBa€ET Uernbln pAaag
31C.18 Bnokupoeka JocTyna K caifTam unu TMNam cainToe, 3anpeL g::::a;::::a W Meps! oGecnie1etita Ge3onacHocT 3HaAMOr0 0Bbexra M ep n pM Ka3oB (DCTS K
3nc.31 3alLuTa OT CKPBITbIX KaHANOB Nepe/jaiin UHopmaLn 31C.16 BbIfiBNIEHIE, HANN3 1 GNIOKMPOBAHME B MHCNOPMALMOHHOI CHCTEME CKPBITBIX KaHANOoB nepeaatn Hdopma-
311C.34 3awwiTa ot yrpo3 0Tkasa 8 o6cnykmeakuu (DOS, DDOS-ai LN B 06X0/ pean3oBaHHbIX Mep 3aLLuTbl MKHCHOPMALMK MNY BHYTPW Pa3pPeLLEHHbIX CETEBbIX NPOTOKONOB

3nc.a7 Paz6ueHne nHHopMaLMoHHON CUCTEMBI HA CErMEHTBI (CErMeHTUPOBaHWE NHEOPMALIMOHHOR CUCTEMBI) I
3K1C.35 YnpasneHue ceTeBbIMU COEQUHEHNAMN 06ecneveHne 3aLuTbl NepUMETPOB CErMEeHTOB WHPOPMALNOHHON CUCTEMBI

3Knc.22 3awumra MHDOPMALMOHHON CUCTEMBI OT YTPo3 Ge3onacHocTi MHADOpPMALMK, HANPABNEHHbIX HA O0TKa3 B 06-

CRYXKNBAHUA UHDOPMALMOHHOM CUCTEMBI

31C.23 JawuTta nepumeTpa (OM3MHECKNX U (MNK) NOrMHECKNX rPaHILL) MHGOPMALMOHHOW CMCTEMbI NPK e B3aVMO-
DeNCTBUA C MHBIMW MHEOPMALMOHHBIMKM CUCTEMAMM W MH(DOPMALMOHHO-TENEKOMMYHWUKALMOHHBIMU CETAMMN

info
yno.3 Ynpaenexue ((hunbTpauma, MapLLpyTU3aums, KOHTPONb COBANHEHWA, OQHOHANPABNEHHAA Nepefaya U VHbIe —_ |> | O d e MT

CNocoGbl YNpagneHus) MHCHOPMALMOHHEIMW NOTOKAMIA MEXAY YCTPONCTBAMM, CErMEHTaMM MHKOPMALMOH- " rovur
HOil CUCTEMbI, a TAKXKE MexY MHDOPMALMOHHBIMI CUCTEMaMMU

InfoDiode.ru




6. Cpok NPUHATUS PELLEHNA ManeHbKUA, He Y4UTbIBaeT NoTpebHOCTHN B BrogKeTnpoBaHnK

HyXHbI ObICTPbIe Mepbl, rapaHTUpPYOLWUE 3alNTYy CeTeBOro nepumeTpa
HekoTopble pelueHust TpebytoT anutenbHon nepectpourkn Bcen cuctemol CYUB. lNepexoq Ha HOBOro BeHaopa
Firewall He Bceraa MoxeT ObITb ObICTPbIM 1 Be360Me3HEHHBIM, a 3aluTa HYXXHa yXe cendac

CnepyeTt obecneynTb onepaTUBHYIO U (PaKTUYECKYIO 3alUUTY NepmMMeTpa Kak MOXHO ObicTpee
COXpPaHMUB CeTeBY CBSA3HOCTb

Mbl roToBbI MOMOYb, ecnn TPebyeTcs ConpoBOANTL
N NPOEKTUPOBaHME U NUNOTUPOBaHME

[ OKYMEHT-ONPOCHUK - cObpaTb NEPBUYHbIE :
InfoDiode moxkeT ObITb MCMONb30BaH Kak
BPEMEHHOE peLLEHME, 00 MOCTPOEHNSA BCEN
HeO6XO,EI,MMbIe OOKYMEHTbI MO I'IpOLI,yKTy

«Munot» (B nabopatopumn AMT nnu c nepegayen

InfoDiode npounsBogmnTcsa Ha 3akas B
TeyeHne 1 mecsiua Ha Tepputopun PO

obopyaoBaHnsa Ha OOBLEKT)

3aluTa peweHus
[MoarotoBka TEXHMYECKNX TpeboBaHUM

InfoDlode.ru



/. ero3bl N 3J110yMbIWJTEHHUKN HUKYOa HE OEJTUCb

Puckn gpna KU TonbKo Bbipocnu

U YAasBuMOCTb «HYrNeBOro AHA» - peanbHOCTb CerogHsilLUHero AHA
U CkopocTb pacnpocTpaHeHUs aTaku > CKOPOCTU pacnpoCcTpaHeHUsA 3alMmThbl

U KaHan B3aumMogeucTBUsl C KCUCTEMOM-XKEPTBOUY» - KINHOY K YCNEeLHON aTake
| D,ByHaI'IpaBJ'IeHHOCTb BaXHa yXXe Ha CaMOM paHHEM 3Tane - npm peKkorHocunpoBKe
0 MHorme TexHuku 04 3axBarta CUCTEM pearim3yroTcAaA Ha OCHOBE ABYCTOPOHHETNO B3aVIMOD,el7ICTBI/IFI
(RAT, phishing n 1.4.)

Q D,.I'WITe.I'Ibele CueHapuun pa3BUTUA aTaknN ABINAIOTCA HOpMOVl PaHee
0 WMcnonb3oBaHme BCcnoMoraTenbHbIX Mop,yne|71 0514 3anTtbl Bpea4OHOCHOIo MO ot 06Hapy>|<eHV|;| cylLlecTBytouwme

daKTopbI

U BekTop aTaku cMmeLwjaeTcs Ha vyenioBevyeckumn dakrtop

U OOwenoCcTynHOCTbL CPeACTB aTaku

O OdeATenbHOCTb HeapyXeCTBeHHbIX rocyaapcTtB HoBble d)aKTOpr

O OdesTenbHOCTb COYYBCTBYHOLWMX rpymnn

O 3aknagku B 10, KoTOopble hakTUHECKM AenaroTca YyTb M He opuLManbLHO _D i%od e _QMT

- -GROUP

InfoDiode.ru



Kak ¢ HamMmu cBa3aTbCH

» Agpec: 115162, Poccus, Mockea, yn. LLlabonoska, A.
31, kopn. b, nogvesn 3, atax 2, Bxod ¢ KOHHOro
nepeynka

» TenedoH/®dakc: +7 (495) 725-7660, +7 (495) 646-7560
« dakc: +7 (495) 725-7663

* E-mail: InfoDiode@amt.ru ’

e Caut: InfoDiode.ru

» TexHun4yeckas nogaepxka: https://support.amt.ru

CNACUBO 3A BHUMAHMUE!
Divde LAMT

- GGGGG
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