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9TO CTeneHb, B Kotopou IO obnapaet
Tpebyemon kKombunHaunem cCBOMCTB

[1061-1998 IEEE Standard for Software Quality Metrics Methodology]



be3onacHas pa3paboTka
NPUNOXXEeHUU




npouecchbl obecneynsaroLine
6e30nacHOCTb Ha BCeX aTanax co3fgaHus
n conpoBoXxaeHua O
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DevOps

Plan
Code
Build
Test
Release
Deploy
Operate
Monitor

2008
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Microsoft Security Development Lifecycle

Training

Core Security
Trainig

Requirements

Establish Security
Requirements

Create Quality
Gates / Bug Bars

Security & Privacy
Risk Assessment

Establish Design
Requirements

Analyze Attack
Surface

Threat
Modeling

Impelementation

Use Approved
Tools

Deprecate Unsafe
Function

Static
Analysis

Verification

Dynamic
Analysis

Fuzz
Testing

Attack Surface
Review

Incident
Response Plan

Final Security
Review

Realese
Archive
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Response

Execute Incident
Responce Plan




CerogHa MHoOro ctaHpgapToB U GpeNMBOPKOB ce=

SCORING

OpenSAMM /opensamm.org

OWASP SAMM /owasp.org/www-project-samm
BSIMM /bsimm.com

[OCT P 56939-2016

nT. [,

OPENSAMM @

BSIMM
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OWASP SAMM v2 / Software Assurance Maturity Model

Business
functions

Security

practices
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be3onacHbin uukn paspabotku MO

Code ﬁ Secret Management
Secure 4 thentlcatlo
odln
ep05|tory Access .
Control

Design Develop »  Build

® The software and business ¢ Recommended to follow the * When building, automated
design should consider the Secure Coding Guide at the testing is a good idea to
security elements. development stage. eliminate security threats.

DevSecOps )

https://github.com/hahwul/DevSecOps \ /

e Atthe operational stage, it is ¢ During the deployment phase, Automatic and manual
recommended to continue automation of setup/config security testing before
auditing/monitoring and patching. errors or security-related deploying Prod is

aspects is recommended. recommended.

Operate / |

NIREAN Deploy Test

1

"‘ ‘1
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00 UHCTpYyMeHTapun cos3pgaHuna
® 6e30nacHON «KKOPOOOUYKU»
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MHCTPYMEHTbI NPOBEPKU Ced=

SCORING

Secrets — npoBepKa CeKpPeTOB

SAST — cTaTn4yeckasa npoBepKa Ha 6€30MNacHOCTb
OSA/SCA — npoBepkKa CTOPOHHUX KOMIMOHEHTOB
DAST — anMHamMumnyeckaa npoBepka Ha 6e30MnacHOCTb
|IAST — MHTepaKTMBHOE TECTUPOBaHME BEe30MacHOCTH

<

NF
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MONOXUTb TO, YTO MOXXHO MOMIOXUTb SCOING

[Topoun, cpenn NCXOO4HNKOB MOXHO HaUTW:

KIOUU
TOKEHbI
NIOTMHbI-Napou
agpeca
( } n T.0.
" Ba)kHO MCMOMb30BaTb CPeACcTBa KOHTPONS,

Hanpumep gitleaks nnun aHanorwu.

A CeKpeTbl XpaHUTb OTAESNBbHO,
Hanpumep, B HashiCorp Vault.
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KoMnoHoBKa KOpo60ouKu SCoRING

OSA/SCA SAST

U3BecCTeHbI HeunsBecTteH
UpeHTupunumnpyembl Hy>XHO ckaHupoBaTb
Uccnepyembl CnoxxHo uccneposartb
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OSA+SCA /open Source & Software Composition Analysis

NMpoBepka 3auMCTBOBaHHbIX KOMMNOHEHTOB U MOHUMaHMe cocTaBa NPorpaMmmMHOro
NPOAYKTa — Ba)KHbI acnekT 6e3onacHon paspaboTKu.

Open Source Analysis

AVPEKTUBHbIE 3aBUCUMOCTH TpaH3UTUBHbIE
(nepBoro ypoBHs) 3aBMCUMOCTU

o ] —
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HeMHoro ctatuctuku npo Open Source

> 200 MnH.

NPOEKTOB C OTKPbITbIM
NCXOAHbIM KOLOM, a TakXe:
5 MJIH. TOTOBbIX NAKeTOB;
75 MITH. X BEpPCUN.

x13

Bbipocno konnm4yecTso
M3BECTHbIX aTakK Ha LLenoykun
noctaeku: Dependency
Confusion, Typosquatting,
Namesquatting, Brandjacking,
Malicious Code Injection n

npyrue

~70 MJIH.

pa3paboTymMKoB XOTS bbl
pa3 noyyacTeoBam

B pas3paboTke, U3 HUX
perynspHo yyacTesyeT
~5 MJH.

> 1k

BpeaoHOCHbIX NakeToB
BbISABNEHO 3KCMepTaMm no
6e3onacHoOCTK 3a
nocnegHun rog: Kpaxa
napamMeTpoB OKPYXXEHUS,
backdoors,
WNhpPOoBanbLLUKLA U T. M.

o ] —
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yBenuyunach
CKauyMBaeMOCTb OTKPbITbIX

KOMMOHeHTOoB (c 20 Ha 21).

B 22 rogy — 6onee 4 TpnH.
CKauMBaHUN.

protestware

Cabotax B OpenSource.

MakeTbl: es5-ext, node-ipc,
colors, faker,
event-source-polyfill,
styled-components n T. .




OSA/SCA — KaK 310 paboTaeT?

G 2 2

nexus
repository _— @ Jenkins

ARTIFACTORY

& GitLab

opraHusauum

Mpokcu-penosutopun I

& GitLab ®
) GitHub

o Bitbucket

-~ I
3 ,J Azure DevOps 2

My6aunyHbIe peecTpbl KoHTponb
OpenSource UcxopHoro Koga

C60pKa npoeKToB
Cl-koHBeWep

Cpenu OpenSource-peweHuin: DependencyTrack, Trivy, etc.
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SCORING

be3onacHbI NPOAYKT

CodeScoring npoBepsieT
KOMMOHEHTbI NPOAYKTa
Ha Bcex aTanax SDLC




3arnaHyTb B KOp0o6ouKy: SAST

¢ -®

o ] —
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CTtaTtuka (SAST) [static Application Security Testing COOE=

SCORING

TeCTI/IpOBaHMe NnpPpoAYKTa Ha HaJinyme OLINOOK U yf-I3BI/IMOCTeI7I
B UICXOOHOM KOoAe C npuMmeHeHnemMm Ctatn4eCckKoro aHasim3a.

Moaxoabl 6GbiBatOT caMble pasHble:
nouck wabnoHoB (+ML)
aHanmM3 abCTpaKTHbIX CUHTaKcudecknx gepesbeB (AST)

Me>Kr|pou,e,u,ypr||‘/'| adHaJ1nN3 (KOHTeKCTHO‘-IyBCTBI/ITeJ'IbeIIZ A
YYBCTBUTEJIbHbIN K NYyTAM Ha OCHOBE CUMBOJIbHOIO BbIMNOJIHEHWSA)

aHann3 NoMeYeHHbIX AaHHbIX (MoNb3oBaTelb MOXET 3a4aThb
NCTOYHUNKN U I'IpI/IéMHI/IKI/I noMeyeHHbIX AaHHbIX, B TOM YUCJIE

NnomMe4deHHblE aprymMeHTbl OYHKUUIN 1 nond CTpYKTyp) 24



CTtaTuka (SAST) [static Application Security Testing COOE=

SCORING

[ToaxoAabl:
cKaHnpoBaHmne cHunneToB (xopowo gnsa IDE n Ha4YanbHOro ypoBHSA),
KakK npaBwnno, ato OpenSource-peLueHus.

CKaHMpoBaHue npunoXxeHus Lenmkom (Cl),
KaK NpaBuJ10, 3TO KOMMEPYECKME PeLleHus.

Bonblon nepevyeHb MOXXHO HaAUTU 34eCb >

B Poccuu pelwleHna npeacTaBnsaroT:

ncn o e
Conap

25



BCTpAXHYTb KOpo6ouKy: DAST + IAST

>
-2

o ] —
SCORING

26



D,I/I HaMUKa (DAST) /Dynamic Application Security Testing

TecTupoBaHUe NpPoOAYKTa Ha Hanuune
OLINOGOK N YyA3BUMOCTEN B NICXOAHOM
Koae C NpMMeHeHueM ANHaMnU4eCcKoro
EREDEER

[ naBHaA CyTb B nepegade npunio>xeHunro
Ha BXO[O HeMpaBWJiIbHbIX, HEOXXNAAHHbLIX
NN cny4YanHbIX OaHHbIX.

@ Identify Target System

@ —@® Generate Fuzzed Data

® Log Defects

COOE=
SCORING
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D,I/I HaMUKa (DAST) /Dynamic Application Security Testing

naBHbIN NoAXoA,: CKaHUpoBaHue 4YepHoro fliukKa.

Ba)kHenwWwnmM acnekTom nepMMeHeHNAa ANHaMN4eCKOro
dHalln3a, ABJIAETCA onpeaesieHne noBepxHOoCTU aTakKu.

Bonblon nepevyeHb MOXXHO HaAUTU 34eCb >

B Poccuu pelwleHna npeacTaBnsaroT:

men P cocrereconflill e

Conap

COOE=
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MHTepaKTI/IB (|AST) [Interactive Application Security Testing S92

SCORING

ObbeagnHeHne Noaxoa0B CTAaTUKU N OUHAMUKWN.

OnpepeneHmne NoBEPXHOCTU aTakK, OTClIEXMBAHME
NOMEYEHHbIX OaHHbIX, FNyOOoKOe NOHUMaHME:
4yTO, rAe 1 Kak cpaboTano.

[TpOoAyKTOB HEMHOrO.

OCHOBHasa akcnepTmsa
3[0€eCb >

PAH
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[Tone3Hble coobLiecTBa

OOGMEH OnbITOM U NydylwnMun npakKTuKkamMmm Mmexxay aHTty3mactamMmum ogHoro gesna

t.me/sdl_static

e

t.me/sdl_dynamic

GO

- ’r

@ﬁ-ﬁs 5

t.me/codemining

COOE=
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XXN3Hb KOPOBOUKM 1N €€ OKPYIXKEHUS

%

HeMHoro Aapyraad nctopusd, HO ToXXe O4eHb Ba>kHafl.
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[1pn obecnevyeHnn 6esonacHoOW
Pa3paboTKN BaXHbl

COOE=
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BbiBoA




TO, YTO 6bI1IO HAYaTO

COOE=
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Cnacun6o 3a BHumaHue! o=

Anekcen CMMPHOB,
ocHoBaTeb CodeScoring,
peLleHNa KOMMO3ULIMOHHOIO
aHanm3a (SCA)

SCORING

alexev@codescoring.ru

@alsmirn — goknagymk

(@codescoring — HOBOCTM MPOAYKTa

@codemining — aHanus3 Koaa

O — O6pasoBaHue:

youtube.com/@codescoring
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