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o UserGate - Next Generation Firewall

—]
0O O - CermMeHTUPOBaHME CETU, KOHTPOJb M aHaNM3 TPadUKa Mexay CerMmeHTamu

. KOHTPOSb MPUNOXEHW Ha L7 ypoBHe No BCem NopTam. [103BONAET OrPaHnunTb TPAQUK 1A
YMPABNEHNA CETEBBIMM NPOTOKONAMM U OFPaHUYEHHBIM HAOOPOM YTBEPKAEHHbIX
MNPUIOKEHNI/MPOTOKOMOB A1A AAMUHUCTPUPOBAHMA/CUTHANM3aLNN,

- MIOEeHTUQUKALMA U KOHTPOMb AeNCTBUK nonb3osatenen ACY TI1 (onepatopos,
AAMVHNCTPATOPOB, YCTPOWCTB)

o [TonnTrKa OCTYMNa NO BPEMEHM CYTOK BMECTe C UAEHTUOUKALMEN MPUTOKEHWI 1
MnoNb30BaTenen.

m BO3MOXHOCTb LIEHTPaNM30BaHHOIO Pa3BePTbIBAHMA PA3NNYHbIX MOAUTUAK U KOHQUTYPALIWIA Ha
reorpaduyecki pacnpeaeneHHbix 0ObeKTax.

o [oanepikka poneBon mogenu AocTyna.

5 [TpenocTaBneHmne LeHTPaNM30BaHHbIX OTUYETOB, KOTOPbIE 0beryaloT IKCNePTH3Y I
CcoOMoEHNe HOPMATUBHbIX TPEOOBAHNIA.
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COB - Cucrema obHapyKeH s 1 NpeaoTBPALEHNA BTOPKEHN

CurHatypbl IPS ana npotokonos ACY TT1.

CHCTeMa OBHapYKEeHUSA BTOPXEHUIA | 6

3allMTa CUCTEM, KOTOPOE HEBO3MOXKHO MPOMNATUUTL (BUPTYaSIbHbIA MATYMHI)

E Category: scada

Signature

Measuresoft ScadaPro Remote Command Executi...
CitectSCADA/CitectFacilities ODBC Server Remaot...
Advantech WebAccess Dashboard Viewer uploadl...
Advantech WebAccess Multiple Remote Code Exe...
DATAC RealWin SCADA Server Remote Stack Buf...
SCADA 35 CoDeSys Gateway Server Directory Tr...
Scadatec Procyon Telnet Service Remote Buffer O...
Multiple Schneider Electric Products Stack Based ...
AzeoTech DAQFactory NETE Datagram Parsing E...
CoDeSys Gateway Server CVE-2012-4705 Directo...
¥T Interactive Graphical SCADA System Multiple ...

ABB MicroSCADA wserver.exe CreateProcessA() ...
ICONICS WebHMI ActiveX Control Stack Buffer O...
Interactive Graphical SCADA System Remote Co...

Siemens SIMATIC WinCC Default Password Secu...
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BSD, Linux, Ma...

Other
Other
Other
Other

BSD, Linux, Ma...

Other
Other
MNone
Other
Other

BSD, Linux, Ma...

MNane
Other
Other

Prot...
tcp
tcp
tcp
fcp
tcp
fcp
tcp
tcp
fcp
tcp
fcp
tcp
tcp

tcp
tcp

Class type

arbitrary-code-e...

targeted-activity
targeted-activity
targeted-activity
targeted-activity

arbitrany-code-e...

targeted-activity
targeted-activity
targeted-activity
targeted-activity
targeted-activity

arbitrary-code-e...

targeted-activity
targeted-activity

default-login-att...

References

CVE: 2011-3497
None
MNone
None
MNone
CVE: 2012-4705
MNone
Mane
None
MNone
MNone
None
None
None

CVE: 2010-2772

Category

scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
scada
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I SSL VPN (Beb6-nopTan) — NoO3BOMAET YAaNeHHbIM COTPYAHMKAM, MOAPAAUYNKAM MNONYUUTb
6e30nacHbI JOCTYM K KOPNOPATUBHBIM NPUIOKEHMAM Yepe3 moboin bpaysep, NpeaocTaBnas

K ﬁ yAOOCTBO MCMOMb30BaHMA SSO aAna onyb/IMKOBaHHbLIX CEPBUCOB, MOAAEPXKNBAOLLNX aBTOPM3ALMIO
no Kerberos, NTLM, SAML B ToM uncne ¢ nogaepxkon MFA.
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° MFA (TOTP, SMS, Emal|) FlopTan aBToOpuU3alun nonb3oBaTenNeun
Brifepute qomeH:
* HacTponka NoAnTUK AOCTyNa K esatene com v i e S e
oTAeJIbHbIM CEPBNCaM MO o

Google Authenticator

[MOJ1Ib30BATEJIAM W TPYI1TaM

MNapone:

e [locTyn yepes bpaysep
BeeauTe TEKCT ¢ KAPTUHKM: / 699 336

e S50 AXTRSS o

437865

demo3 <

One Time Passwaord:
I AN

Bosrm g m
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UserGate UTM nmeeTt BO3MOXKHOCTb KOHTPOJIA
aBTOMATW3MPOBAHHOM CUCTEMBI YMNPABIEHUA TEXHOOMYECKMM
npoussoactsom (ACY TI1, SCADA).

iec 104
modbus

Odpﬂcpja AOMUHUCTPATOP MOXKET KOHTPOIMPOBATL MOTOK YNPABAAIOLLNX
KOMaH[, HAaCTPOVB NpaBuia ObHapyXeHnsa, ONOKNPOBKK M\
KYPHANMPOBAHWA KOHKPETHbBIX KOMaHL MO0 MPUCYTCTBUA B
TPAPVIKE KOHKPETHOIO MPOTOKONA.
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CraHpapt KoHTponb Ha ypoBHe L7 KoHTponb KomaHp,
B NpoTOKOJe

M3K-61850 v v

IEC 60870-5 v v

[OCT P M3K 60870-5
IEC 60870-5-104
[OCT P M2K 60870-5-104

Modbus v v
DNP3 v v
OH »Ke

IEEF Std 1815-2010

OPC UA v v
Baw npotokon [obasnaetca no 3anpocy

sales@usergate.ru | usergate.ru



Ji"UserGate

| —
I | — | -

3

=&
MexceTeBow 3KpaH
NGFW

sales@usergate.ru | usergate.ru

=)

Cuctema ObHapyKeH WA
M NpefoTBpalleHns
BTOPMEHNM

(o

be3onacHasd
nyonmKaLms
PEeCypCoB

1 CEPBMNCOB

UTO HEOOXOAMMO [N1A 3aluTsl OT yrpo3 ACY TM? | 13

AHanM3 KomaHn B
npotokonax ACY Tr1
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it UserGate PacnpepgeneHHaa ApxutekTypa
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PeecTp cepTndnLmMpoOBaHHbIX CPeaCcTB
3aWKTbl MHQOPMaLm OCTIK Poccmnm
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M3 Tnna «A»

NPUMEHAEMBIV Ha
PU3NYECKOW rpaHmLe
(NnepumeTpe)
MHPOPMALINOHHOWN
CUCTEMBI STV MEXY
PU3MYECKMMM TPAHULIAMM
CEermMeHTOB
MHPOPMALMOHHOW
CUCTEMBI.
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M3 tTnna «b»

NPUMEHAEMBIV Ha
NIOrNYECKOW rpaHnLie
(nepumeTpe)
MHPOPMALINOHHOWN
CUCTEMBI TN MEXIY
NOTUYECKMMN FPaHULLAMN
CermeHTOB
MHPOPMALMOHHOW
CUCTEMbI

M>D tTnna «B»

NPUMEHAEMBIV Ha
y3ne (xocre)
MHPOPMALINOHHOWN
CUCTEMbI

M3 tuna «I»

MPUMEHAEMBIV Ha CeEpBepe,
00CNYKMBAIOLLIEM CalTHI,
BeO-Cyx0Obl 1 BEO-
NPUNOXEHNA, NIV Ha
PU3NYECKOW rpaHmLe
CEerMeHTa Takmnx CepBepOB
(cepBepa). MexceTeBble
SKPaHbl TMNa «[» AOMKHbI
obecrneurBaTb KOHTPOIb U
PUIBTPALNIO
MHOOPMALIMOHHbIX MOTOKOB
MO NPOTOKONY Nepeaayun
rMnepTeKkcTa, NPOXOAALWMX K
BeO-cepBepy 1 OT Beb-
cepBepa

el M3 OCTIK Poccun | 21

M3 tnn «»

NPUMEHAEMbIV B
ABTOMATM3NPOBAHHOM
CUCTeMe yrnpaBneHus
TEXHOMOMMYECKUMU MU
NPOW3BOACTBEHHbBIMM
npoueccamu. M3 tnna «[I»
MOXET UMETb MPOrPaAMMHOE
NI MPOTPAMMHO-
TEXHUYECKOE UCTONTHEHME U
NOSKeH obecneymnsaTh
KOHTPOSIb U GUABTPALIMIO
NPOMbILMIEHHBIX MPOTOKONOB
nepenayn gaHHbIX (Modbus,
Profibus, CAN, HART,
Industrial Ethernet v (nnw)
MHblE MPOTOKOJIbI)



||i=!"USQrGate ceptndukauma | 22

CEPTOUKAT OCTIK Poccrnm N2 3905

PeweHune UserGate nmeet gencreyowuin ceptupmnkat QCTIK Poccrm no 4 ypoBHIO foBEpUA A0
26.03.2026 .

e TpeboBaHua K M3
«[Mpodunb 3aWmTsl M3 Trna A 4-ro Knacca 3awnTbiy
«[po®unb 3aWwmTbl M2 TMna b 4-ro Knacca 3anTbl»
«[Mpodunb 3awnTel M2 Tnna [ 4-ro Knacca 3amntbly,

* TpebosaHua k COB
«[Mpodunb 3awmTel COB ypOoBHSA CeTu 4- ro Knacca 3alnTbl»

YpoBeHb JoBepuA 4:
e Knaccol 3awmtbl C3M 4;
* 30 KM 1 kateropuu;
e [IC 1 knacca;
o ACYTIT T knacca;
* ICTOH T ypoBHS;
* NCOI Il knacca sales@usergateru | usergateru
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