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ƳưƴƲƵƦƯƪƬưƤ ƱƧƲƧƷưƦǁƴ Ʊư ƳƳƽƭƬƢƮ ƪƭƪ
ưƴƬƲƽƤƢǀƴ ƤƭưƨƧƯƪǁ Ƴ ƯƧƩƯƢƬưƮƽƷ email,
Ƣ ƴƢƬƨƧ ƩƢƱưƭƯǁǀƴ ƶƪƺƪƯƥưƤƽƧ ƶưƲƮƽ*

Ʀư

*ƏƢ ưƳƯưƤƧ ƳƴƢƴƪƳƴƪƬƪ Phishman

Ȏ ƐƓƄƇƆƐƎƍƇƏƏƐƓƔƞ

Ȏ ƑƐƔƇƒƊ

Ȏ ƒƊƓƌƊ

˿͊͋͊͡Ύ ͍͔͔ͦͫ͒ͦͣͤͤͦͫͭ͡Έ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍ ͍ͦͨͪͦͫ͊ͻ ˮˣ

˭ͤ͊;͙͔ͭ͡Έͤ·͔ ͺ͙͍ͤ͊ͤͫͦ·͔
͙ ͔ͪͨͯͭ͊ͼ͙ͦͤͤ·͔ ͔͙ͨͦͭͪ ͒͡Ύ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙

˴͚͔ͪ͊ͤ ͍·͙͚ͫͦ͟ ͙ͪͫ͟ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ 
͙ͤͼ͙͔͍͒ͤͭͦ ͫͦͼ͙͊͡Έ͚ͤͦ ͙͔͔͙͙ͤ͗ͤͪ
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VS



ƔƇƎƝ ƖƊƚƊƏƅƂ 2021
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ˤ͍͚ͫͭ͊͊Σ ͯ ͤ͊ͫ ͯ;͔͙͍͔͙ͭͯ͟͡Η

˿͍͔ͦͫͣ ͍͔͙͙ͫͯͪͦͤ͡ΗΗΗΗ

ˮ ͋͊ͯ͘ ͫ ͙͔͙ͤͭ͊ͣ͟͡

˽ͪͦ ΄͙ͺ͍ͪͦ͊͡Έ΅͙͍ͦ͟ ͎͍͙ͦͦͪͭΈΚ

ƐƣǁƩƢƴƧƭƾƯƢǁ ƤƢƬƸƪƯƢƸƪǁ, «ƵƦƢƭǃƯƬƢ», COVID -19

ƎƢƳƳưƤƽƧ ƲƢƳƳƽƭƬƪ ưƴ ƅƐƓ.ƓƇƌƔƐƒƂ

ƒƧƬƭƢƮƢ ƣƢƯƬưƤ, ƪƯƤƧƳƴƪƸƪƪ, ƣƲưƬƧƲƳƬƪƧ ƳƹƧƴƢ

ƄƯƵƴƲƧƯƯƪƧ ƲƢƳƳƽƭƬƪ. ƊƩƮƧƯƧƯƪǁ Ƥ ƩƢƲƱƭƢƴƧ, ưƣƯưƤƭƧƯƪƧ ƳưƸƱƢƬƧƴƢ
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͙ͤͼ͙͔͒ͤͭ·

˿͙ͦͭͪͯ͒ͤ͟ ˮˣ

ƐƴƦƧƭ ƬƢƦƲưƤ/HR: ƐƱƴƪƮƪƩƢƸƪǁ ƲƢƳƷưƦưƤ, ƳưƬƲƢƻƧƯƪƧ ƳưƴƲƵƦƯƪƬưƤ

ƎƢƳƳưƤƽƧ ƲƢƳƳƽƭƬƪ ư ƯƧƩƢƬưƯƯưƳƴƪ ƪƳƱưƭƾƩưƤƢƯƪǁ ƩƢƱƲƧƻƧƯƯƽƷ
ƤƧƣ-ƳƢƫƴưƤ, ƳưƸƪƢƭƾƯƽƷ ƳƧƴƧƫ,ƮƧƳƳƧƯƦƨƧƲưƤƪVPN

ƏƧƭƪƸƧƯƩƪưƯƯưƧ ƑƐ, ƱưƦƱƪƳƬƪ 

ƄƯƵƴƲƧƯƯƪƧ ƲƢƳƳƽƭƬƪ. ƊƩƮƧƯƧƯƪǁ Ƥ ƩƢƲƱƭƢƴƧ, ưƣƯưƤƭƧƯƪƧ ƳưƸƱƢƬƧƴƢ



ƒƂƉƄƊƔƊƇ ƖƊƚƊƏƅƂ Ƅ 2023

phishman.ru |  2023

QR-ƌƐƆƝ Ɠ ƖƊƚƊƏƅƐƄƝƎƊ ƓƓƝƍƌƂƎƊ

ƊƎƊƔƂƘƊơ WI-FI ƔƐƙƇƌ ƆƐƓƔƕƑƂ 
ƐƒƅƂƏƊƉƂƘƊƊ

ƅƐƍƐƓƐƄƐƋ ƖƊƚƊƏƅ 
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NIST SP 800-50 (2003 ƥưƦ)

ISO / IEC27001: 2013

GDPR

PCI DSS 3.2.1 ưƴ 2018 ƥưƦƢ

ёɗԐͽ֓ầῷʽʏ֘ВԅԛԎԐԎầыʽԛɗΌВʏ֤ầͽ֙ầקầ֑ɗ֭ầןנמנầԇᵜ
ặầשש-ёầᵬƮầԍɗ֣Ԏ֙ʽầ֘ʽΌʏͽ֓ɗԛ֤֦֓ЃầԊɗ֦֓֓Ѓᵭ

ёɗԐͽ֓ầῷʽʏ֘ВԅԛԎԐԎầыʽԛɗΌВʏ֤ầͽ֙ầמןầ֓ͽ֭ԅΌ֭
ёầᵬƮԅầԎ֚֓ͽΌ֑ɗ֝ԎԎᵛầ-פפףầԇᵜầặầרממנ
Ԏ֚֓ͽΌ֑ɗ֙Ԏԍɗ֝ԎԎầԎầԍɗ֣Ԏ֙ʽầԎ֚֓ͽΌ֑ɗ֝ԎԎᵭ

јԐɗԍầῶΌʽԍԎԊʽ֓֙ɗầῷʽʏ֘ВԅԛԎԐԎầыʽԛɗΌВʏ֤ầͽ֙ầףןầ
֚ʽԆΌɗԛ֭ầענמנầԇᵜầặầמףầᵬƮầԐԎԅʽΌԅʽԍͽ֘ɗʏ֓ͽʏ֙Ԏᵭ
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ƌƢƬ ƴƢƬƴƪƹƯư ƯƢƮƧƬƯƵƴƾ ƳưƴƲƵƦƯƪƬƵ, ƹƴư 
ƯƧƭƾƩǁ ưƴƬƲƽƤƢƴƾ ƤƭưƨƧƯƪǁ Ƥ ƿƭƧƬƴƲưƯƯưƮ 
ƱƪƳƾƮƧ, ƱưƭƵƹƧƯƯưƮƵ ưƴ ƯƧƪƩƤƧƳƴƯưƥư 

ƢƦƲƧƳƢƴƢ
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ƳƪƳƴƧƮƢ ƢƤƴưƮƢƴƪƩƪƲưƤƢƯƯưƥư ƵƱƲƢƤƭƧƯƪǁ ƩƯƢƯƪǁƮƪ, ƬưƴưƲƢǁ 
ƴƲƧƯƪƲƵƧƴ ƳưƴƲƵƦƯƪƬưƤ ƲƢƳƱưƩƯƢƤƢƴƾ ƮƧƴưƦƽ ƳưƸƪƢƭƾƯưƫ ƪƯƨƧƯƧƲƪƪ 

ƪ ƱƲưƴƪƤưƳƴưǁƴƾ ƪƮ.
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ƔƇƓƔƊƒƐƄƂƏƊƇ 
ƌƐƎƑƂƏƊƊ

͙̅΄͙͎͍ͤͦ·͚ ͣͦ͒ͯ͡Έ
Ҍ ˮ͔͎ͤͭͪ͊ͼ͙Ύ ͫ ζˮ˿η

ƏƂƑƒƂƄƍƇƏƊƇ
ƏƂ ƐƃƕƙƇƏƊƇ

˿͍͔ͦ͋ͫͭͤͤ͊Ύ ˿˨˻ Ҍ
ˤͦͣͦ͗ͤͦͫͭ͘Έ ͙͔͎ͤͭͪ͊π
ͼ͙͙ ͫ ͍͔͚ͫͦ͋ͫͭͤͤͦ ˿˨˻

ƌƐƏƔƒƐƍƞ
ƐƃƕƙƇƏƊơ

͔͙͍͙͔́ͫͭͪͦ͊ͤ

ƂƄƔƐƎƂƔƊƉƂƘƊơ 
ƑƒƐƘƇƓƓƐƄ

˴ͦͤͫͭͪͯͭͦͪ͟
ͫͼ͔͙͔͍ͤ͊ͪ
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ƓưƬƲƢƻƧƯƪƧ Ƴưƣƽƴƪƫ Ɗƃ (ƶƪƺƪƯƥ) 
ƯƢ 70% Ƥ ƱƧƲƤƽƫ ƮƧƳǁƸ 
ƪƳƱưƭƾƩưƤƢƯƪǁ

ƆƐ70%
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