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VMware ESXi, Workstation, and Fusion contain an information disclosure vuln
process.

VMware ESXi contains an arbitrary write vulnerability. A malicious actor with |

VMware ESXi, and Workstation contain a TOCTOU (Time-of-Check Time-of-Us
machine's VMX process running on the host.

VMware Aria Operations contains an information disclosure vulnerability. A mi

VMware Aria Operation for Logs contains a stored cross-site scripting vulnera
delete action in the Agent Configuration.

VMware Aria Operations for Logs contains a privilege escalation vulnerability.

VMware Aria Operations for Logs contains a stored cross-site scripting vulner;
user.

VMware Aria Operations for Logs contains an information disclosure vulnerabi

Avi Load Balancer contains an unauthenticated blind SQL Injection vulnerabili
specially crafted SQL queries to gain database access.

VMware Aria Automation contains a server-side request forgery (SSRF) vulne

In the Linux kernel, the following vulnerability has been resolved: drop_moni
<none>/-1, .owner_cpu: 0 CPU: 1 PID: 7995 Comm: syz-executor.0 Tainted:
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BEHAOPCKOE N1 OPENSOURCE

 Kopa oTKpbIT coobuiecTsy

* HOpuaMYecKas 3alUMLEHHOCTb  Bo3smoxkHocTb gopaboTtoKk nog cneundury UC

 CepTuduKauma, BHEWHME NPOBEPKU
* 3aKpbITOCTb KOA4A U OOKYMEHTauuu



[P COCTABJIEHUAW T3
YHYTEM W MYHKTbl OT Ub



[MPOPABOTKA NMOTEHUWMAJIbHbBIX
PUCKOB MH®OPMALIMOHHOW
BE3OINACHOCTU

OMNPEAENEHWE 30H
OTBETCTBEHHOCTWU, CPOKOB
YCTPAHEHNA WU
KOMIMEHCAUMOHHbBIX MEP

B Tom uucne npu
Bblbope OpenSource
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LLUAB/IOH TPEBOBAHUN

* BO3MOXHOCTb U301ALUN KOMMNOHEHTOB

* [logaep)XKa poneson moadenn AOCTYnos

* AyTeHTUPUKaLUUA, aBTOPU3aLUA, NAaPOaAbHbIE MOJIUTUKMU
 Ayaut n normpoBaHue, cobbitna Ub

* [lognepxKa nHTerpaumm c C3u

* CKAaHUpOBaHME KOMMNOHEHTOB

* MexaHn3mbl pes3epBUpPOBaHUA
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