Invicti'

[MnaH HTEerpauum aBToMmaTUYeCKoOro ayaura
6e3onacHocT Be6-npuaoxeHun Ha base
Acunetix B npoueccbl DevSecOps

- YTO npoucxoaut?
- Kak noapyxutb Dev n Sec
- aBTOMaTmM3auumsa




Kakue nocneacrema
MOryT 6bITb Y B3/10Ma

Beb6-npnnoxeHunaA?
NMOYEMY 3TO BAXHO?

BALLEE JITOBEOE
nonyqume ,EI,OCTyI'la K CeTM ATAEY,’?NMVI v;:jv-?‘;"::‘/.k BEE-I"IPVIHHME
Kpaxka AaHHbIX KNNEeHTOB ? FROPNAL CJB FAEBAMOCTER
MNoTepa aeHer , |

@ A"
PACLLULMOPOBAHUE
Yaap no penyrtauuu onnnogmMMHom MAPONEN CVB AAHHBIX
p ‘ o -
|'OpI/I,EI,I/ILIeCKI/Ie PUCKUA y 4 * %k k % k k k kX
AN
3nopaAcTBO KOHKYPEHTOB H
Vv o > ‘
ATaka Ha BalUNX KITMEHTOB ATAKYIOLLIAY A poAl
o) e 3CKANALMS NPUBUNET WA e

f S = B
-] i

... W Tak nanee
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Nouemy Henb3Aa caenaTtb cpa3y XxopoLuo?

ﬂpOFpaMMI/ICTbI AOMYyCKakoT OLIMOKKM TaK Xe YacCTO, KaK THo4An B NMMcCbMax.
ToNbKO TEKCT UX «MNCeM» COCTOUT U3 AEeCATKOB MNITJTMOHOB CMMBOJIOB.

YT0obbl pa3pabaTbiBaTb 6€30MaCHO, HY>XHO
3HaTb, YTO TaK MOXHO
3HaTb, C MOMOLLbO Yero Tak MOXHO
BoibpaTb 1 HacTpouThb
YcneTtb caenaTtb A0 TOro, KakK «KJKOHET»



2. Network Testing

Test for ping (ICMP packets are allowed or filtered;

DN testing for zone transfer, missing DNSSEC po)

Missing DMARC policies
Perform Nessus scan

5. Session Management Testing

+ Identify actual session cookie out of bulk cookies in the applicat]

Banner disclosure for open ports and network ser| +  Decode cookies using some standard decoding algorithms such
Find all web and network services other than port Base64. hex, URL etc.
Perform UDP scan using UDP proto scanner - Modify cookie.session token value by 1 bit/byte. Then resubmit

List all dvnamic features

Add al

4. Ap|

Test 55
Identif
Metas|

3. Application Features Mappi

Generate site structure in any mindmap tool

do the same for all token. Reduce the amount of work you need
perform in arder to identify which part of token is actually being
and which is not.

+ If self-registration is available and you can choose your usernar,
in with a series of similar usernames containing small variations

10. Forgot Password Testing
+ Failure to invalidate session on Logout and Password reset
Check if forget password reset link/code uniqueness
Check if reset link does get expire or not if its not used by the user for certain amount of time

+ Find user accol
password

Check for weak
Weak password
If reset link havi
active & valid r{
+  Check if securit
Add only space;
Does it display
Ask for two pas
Check if active
Weak passworc
Send continuoy

11. Contac

Is CAPTCHA im
Does it allow tg

Prepared by: Chil

17. Host Header Injection

Inset new header in the GET/POST request as follows:
X-Forwarded-Host: www.chintan com

If it gets redirected from the target application then its vulnerable
Capture any request,

Change the host to google.com and see if its getting redirected or not

18. ASP.NET Application Testing

Check if ASPnet viewstate parameter is encrypted or not
Check if any ASP configuration is disclosed publicly or not
Check if error codes reveal the version of ASPNET used in the application

19. CSRF Testing

Re-use Anti-CSRF token for CSRF attack

Check if token is validated on server side or not

Check if token validation for full length or partial length

Create few dummy account and compare the CSRF token for all those accounts
Bypass CSRF token using 2 input type fields in for updating user's information i
Convert POST request to GET and remove _csrf (anti-csrf token) to bypass the ¢
Check if the value you are trying to change is passed in multiple parameters sug
with GET and POST request.

Prepared by: Chintan Gurjar

HackonbKo 1erko 3awmTuTb
Beb6-npunnoxxeHue?

6. Registration Feature Testing

+  Check for duplicate registration / Overwrite existing user

+  Check for weak password policy

= Check for the stored chintan in username, account name for registration.
+  Check for insufficient email verification process

* Weak

- Allows ble email add

+  Overwrite default web application pages by specially crafted username registrations. => After registra
your profile link appears something as www.chintan.com/chintan ? a. If so, enumerate default folders ¢
application such as /images, /contact, /portfolio b. Do a registration using the username such as imag
portfolio c. Check if those default folders have been overwritten by your profile link or not.”

7. Authentication Testing

21.

limits.

22. Automated Scanner

*  Run automated scanner at least

o Netsparker

o BurpSuite Scanner
» For WordPress — Pecan; For Joomla — Groomsman
Nessus for network services scan

Nexpose for network services scan

Web Services Testing

*  SOAP Message Tampering
o Brute forcing using *
o Brute forcing using user credentials
o Parameter guessing
SQL injection using " " -
Test for directory traversal
Test for XML poisoning
Web services documentation disclosure — Enumeration of s

Username enumeration

Bypass authentication using various SQL Injections on username and password fi¢

injections chintan' -- chintan' # chintan’/* "or 1=1--"or 1=1#"or 1=1/*) or '1"

Auto-complete testing

Lack of passwd
Change ¢
Change
Manage

Is it possible t¢

Check |i user g

15 SQL Injection Testmg

Locator (Error Based)
« Test™ 123" "p}j%Uy"

0=, %4/ -«

. If parameter=s:acic,imeger,va|ue then follow below method. If id=4, then try id=3+1 or id=6-2 (if page o "»<img src=x onerror=alert{document.cookie); > <!--

loads in same way, it is vulnerable)
+  Use SQLmapa.idantifisminarabile naramatars

e Tes Fill for

23. Other Test Cases (All Categories) Cont...
20 XML Injection Testing :

Change the content type to text/xml then insert below cods
<?xml version="1.0" encoding="150-8859-1"7>
<IDOCTYPE chintan [

<IELEMENT chintan ANY >

<IENTITY xxe SYSTEM “file:///etc/passwd" >]> <chintan>&u

Testing for Role authorization

Forced browsing

Test for OTP

using git-dumper tool
* Check for the Unsubscribe button
Subscribe to email id

if yes - Not vulnerable

if no - Vulnerable (affects availability)
If a website has username enumeration issue then it becomes High-Medium level issue.

Prepared by: Chintan Gurjar

Prepared by: Chintan Gurjar

24 Websockets Testing

Intercepting websockets messaging D
*  Websockets MITM attempts
* XSS on websockets
- Testing secret header websacket
+ Content stealing in websockets
+  Token authentication testing in websockets .

25. JWT Token Testing ’

22. CAPTCHA Testing

Replay attack

submit request to the server.

- Testing for any leaked secret

s Dirtinnan attack an takan

8. Error Codes Testing

Generate custom pages such as /chintan.php, chintan.aspx and iden
Add multiple parameters in same post get request using different vz [
Add [], ]], and [[ in cookie values and parameter values to create errd
Try to generate unusual error code by giving input as /~chintan/%s
Fuzz using the Burp Intruder with malicious input and try to generat

9. My Account (Post Login) Testing

Check if normal user can access the resources of high privileged users?

Insecure direct object reference
Parameter tampering to switch user account to high privileged user.

Try injection to bypass OTP verification
Check for guessable OTP codes
Check for the response in order to bypass OTP.
Give " in OTP and check if you can bypass it or not.

If CSP header blocks the clickjacking attack and origin parameter is present in the original request then this

scenario can be bypassed by adding Unicode characters in the value of origin header.

* Use PATCH HTTP header to find information disclosure

+  Check whether the application uses any ip address parameter or not. If yes, then decimal IP address can be

converted into real ip for information disclosure.
+ Imagemagick GIF coder vulnerability leads to memory disclosure
« If the GIT repository file is found on the server, then try to download the entire source code of the website

Unsubscribe and check whether the website confirms first or sends any notification to a user or not.

Find parameter which uses active account user id. Try to tamper it ir}
account.

Create a list of features that are pertaining to a user account only.- ¢
Change account details (Name, Number, Address, etc.) Try CSRF
Post login change email id and update with any existing email id. CH
side or not. Does the application send any new email confirmation Ii
does not confirm the link in some time fran]
Perform all file upload test using extension
Antivirus - No Size Limit - File extension Filt;
Open profile picture in new tab and check t
Stripped From Uploaded Images.

Prepared by: Chintan Gurjar

14. Cross-Site Scripting Testing

Locator: *;l--" «chintan>=8{()}

Try XSS using XSSstrike tool by Somdev Sangwan
Upload file using "> <img src=x onerror=alert(document.dom;
Standard payload for URI and all inputs:

“><img src=x onerror=prompt(document.cookie);> <1--
i onfirm{document.cookie);> <1--

If script tags are banned,
If output is reflectpetas’

59_<hl> and other HTML tags

Send old captcha value with if accepts then it is vulnerable.

Send old captcha value with old session ID, if its accepts then it is vulnerable
Check if captcha is retrievable with the absolute path such as
www.chintan.com/internal/captcha/images/24.png
Check for the server-side validation for CAPTCHA. Remove captcha block from GUI using firebug addon and

Check if image recognition can be done with OCR tool?
If OCR identifies then report as weak strength of captcha - OCR (Optical Character Recognition)

23. Other Test Cases (All Categories) Cont...

* Executable download - No secure integrity check
Reflected file download
Parameter Pollution - Social Media Sharing Buttons
Full path disclosure
Internal Ip disclosure
Outdated software versions
Sensitive application data stored unencrypted -
Unsafe Cross-Origin-Resource Sharing
Directory listing - Non sensitive data exposure.
Potentially unsafe HTTP method enabled

OPTIONS PUT DELETE
« Ifthe serveris IIS 7 then test for

1IS Short Name scanner
HTTPsys DOS RCE

*  WordPress testing

enumerate vulnerable plugins

enumerate vulnerable themes

enumerate email addresses and usernames

brute force using custom wordlist using WordPress
Use Metasploit to find custom exploits

use Metasploit --check option to check whether target is exploitable or no

remember to give targetURI for the successful exploitation

Internal storage

Prepared by: Chintan Gurjar

vulnerable to SSRF vulnerability.
+ Check for security headers and at least:
o X-Frame-Options
o X-XS5 header
o HSTS header
o CSP header
Referrer-Policy
Cache Contral
Public key pins

+  DDOS using xmlrpc.php

Import contact to the website

+  CSV Excel Macro Injection

+ Find metadata for the downloadable objects
+ Review Image files, PDF files and other object's metadata for information leakage
+  Test Rich Internet Application RIA cross domain policy; Try to access crossdomain.xml; Try to access

clientaccesspolicy.xml

+ If you find phpinfo.php file, check for the configuration leakage and try to exploit any network vulnerability.
= Bypass SAML authentication by response tampering

23 Other Test Cases (All Categories)

Check for SSRF Vulnerability by giving www.chintan.com:22 , www.chintan.com:23 etc. Check for the
response page and determine if port 22 is opened in chintan website. If yes then target website is

Command injection on CSV export (Upload/Download)

+ If website has a feature for imparting contacts from .CSV files then
o Add one contact in your CSV file with the name "> <script>alert("chintan®) </script>

Check if script getting executed or not.




HackonbKo s1erko 3awmuTnTb
Beb6-cant?

https://www.acunetix.com/vulnerabilities/web/
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https://www.acunetix.com/vulnerabilities/web/

Buepa 6b1210 nyuwne?

HeT:
noan 6bINn Tak XXe HeBHUMAaTESbHbI
YA3BMMOCTM TOYHO TaK Xe yAUBNANU
noapsaaAvYMKU genanu B CTUIe «M Tak couaeT»

Ka4yeCTBO KOAQa He 3aBUuceso ot pasmMmepoB KOMMNaHUU




20 anpens

SQL InFection

http://gd© ru/gp/'&&(select+updatexml(0,concat(0x5c,vers
ion()),1))=%27

Yto nomeHanoch?
DBMS: MySQL 5.6.38 ® 313 vameneno 859 P

SQL InFection

. . . http:// ru/showimg.php?

Bonble HeT «security by practical obscurity» i img=0+union+select+T.mallversiongnullnullnullnull&null
10,11,12,13
Type: Union-based
DBEMS: MariaDB 10.0.10

y Shared by: @ 319 15:53 »
KaXabin «LLKONTIbHUK» MOXET CKavaTb CKaHep
U 3aXBaTUTb NIOOON BeO-cauT paan uHTepeca. 21 anpens

SQL InFection

MVIHJ'I MOHbLI B3JIOMaAHHBbIX CepBQPOB MOCTOAHHO CKaAHM pyl'OT https://e /newsitem.php?id=cast(version()+as+int)

Be0-calThbl Ha HanNn4ne ya3BMMOCTEMN. Ds: PomserasaL 80 o
Shared by: ( ® 330 13:31
YcTaHOBKA BPeAOHOCHOIo Koga - aBTOMaTnU4eCKu.
22 anpens
SQL InFection
no a10 ce http://g u/cart.php?article="+union+select+1,2,3,version(),
M T BCeX. 56,7+
W Bac B3NoMalT NpocTo Tak DANIS: MoriaDB 10.1 38
noaensitcs CCbISIKOU B Tenerpame, Shared by: © 294 moveneno 805
a Tonina cCovyyBCTBYHOLWMNX AO0ObLET Ball cepBep SQL InFection
http://o ‘u/common/person.php?

num=0+union+select+1,null,null,4,null, null,null 8,9, @@version,
11,12,13

Twne: | Ininn-hased




UTto aenartb?

Henb3a penatb «Security» B ogHO nNuuo
«Security» [OJMKeH ctaTtb 0b6s3aTesibHOM YacTbIO nNpouecca

DevOps yckopsieT npouecc pa3paboTku Bcero nuub Ha 8-10%
Henb3A, 4TOObLI Sec ero Topmo3sun

Ucnonb3oBaTtb yooOHble aBTOMAaTU3NPOBaAHHbIE CpeAcTBa

3abbITb NPO «KKOMaHAY» U «BCe Mbl B OAHOMN NoaKe»
lNMpouecc oomkeH ObITb NPO3pPaYeH N pernameHTUpoBaH

Hukakunx npoueccoB paau NpoLeccoB — peLleHns NPUHMMaloTCA
pa3syMHO U OT PUCKOB

[oTOBbLTE NNaH n 3aKprBaﬁTe MaKCUMYM 3aaud
MUWHUMaJIbHbIMUA NLBMEHEHUSAMMU



Yto aenartb v2.0 nam «Kak ke mbl oimbanmnco»

Pa3paboTumnkm n 6e3onacHUKU AOMKHbI XOTb pa3 INYHO BCTPETUTLCA

BecTtn cnucok KoH¢puUros, cekpeToB, cepTUPUKATOB U YYETHbIX 3anuceu

Bectu kapty cooTBeTCTBUA 00 BEKTOB/pecypcoB (acceToB) U OTBETCTBEHHbIX
lNMpocTtas noHATHaAa cxema aennos/SDLC gomkHa ObITb A4OCTYNHA BCEM BOBJI€YEHHbIM
BecTun MHBeHTapu3auuio U XXypHan U3MeHEeHUN N AeNNTbCA XXYpPHanoMm B 06e CTOPOHDI
O6cyxaaTb TpedboBaHUSA OT Leneu

U3yunTtb 1 3gpaBo (a He CTepeoTUNHO) OLeHUBaThb
NUHTEepbl, SAST-bl 1 DAST-bl — He NOKyNnaTb U3-3a MOAbl, @ MPUUTU OPraHNYeCKUM NyTeMm

He 60sTbCA NycKkaTb «Ha KyXHIO» CTOPOHHUX CNEeLnanncToB CO CBEXWUM B3rnsigom

CneauTtb 3a 6enbiMU NSAITHAMU B 3HaHUAX pa3paboTynMkoB, agMnHoB, DevOps-oB n Sec-oB



YA3BMMOCTb HaeHa n
Ha3HAa4YeHa OTBETCTBEHHOM
rpynne paspaboTumkos

Pa3paboTumnku Acunetix npoBepsieT, 4TO
MCMNPaBAAOT YSA3BMMOCTb npobsema ncnpassieHa

Ecan yassumocTu Her,
3a/la4a 3aKpblBaeTCH,
PYKOBOAUTENb NOJIyYaeT
onoBeljeHne

Ecan yassumocTb ewe
eCTb, 3a/la4a UCrpaBnTb
CTaBUTCH 3aHOBO

11 M acunetix




MHTerpayunsa c MHCTpyMeHTaMM
aBTOMaTU3aLUN
besonacHomn
pa3paboTku

(©) cucremsl TPeKwuHra sagau
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TexHonorua DeepScan

CoBpeMmeHHble BeH-NpuIoXKeHUa HanncaHbl
c cnosib3osaHnem HTML5 v JavaScript.
DeepScan, ocHoBaHHble Ha Chromium
MO3BOASIET UCCEA0BATb Takme Beb-
NpUAOXeHUs SPPeKTUBHEE APYTNX
CKaHepoB.

DeepScan MmoxeT aBTOMaTU4YeCKMU
pacno3HaTb NonyasipHble GpperMBOPKMU:
Angular, Vue, React n ckoppekTnpoBaTb
CTpaTeruto CoOCTaB/IeHUS CTPYKTYpbl Beb-
MPUIOXEHUS.

DeepScan MmoxeT aBTOMaTUYeCKMU
BbIMO/IHATL BXOZ, B 3aKPbITble 4acTn Beb-
NPUAOXKEHMSA MO NAPOJIIO, KJKOYaM, TOKEHAM.

ANGULARIJS

*,

JSON

& jauery

write less, do more.

™ acunetix
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AcuMonitor HaxoauUT
CKpbITble YA3BUMOCTM ™) acu

Acunetix MOXeT 06bHapyXuUTb &
CKPbITble YA3BUMOCTU, NPOBEPSAS
peakLunto BeH-NpUIoXKeHNS Ha
BHELLHME 3anpoChl USHYTPW.

Takmum obpa3om TexHoNOrmS

AcuMonitor no3BoasieT HaXoANTb
YS1I3BMMOCTM, KOTOPbIE HEe Jat0T O
cebe 3HaTb B OTBETE OT CepBeEpA.

AcuMonitor nonHocTbo be3onaceH
ANs BeO-NpUAoXKeHUs K
MCNO/Ib3YeTCS, KakK A0MONHUTENbHbI
MHCTPYMEHT NPU CKAHUPOBAHUM.

M acunetix
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M) Acu

Co3aaHne dpanioB

YaaneHvie pansios

BoinonHeHMe koAa

NHbeKuMn 3aroI0OBKOB B MMCbMa
BbiBOZ, COAEPXNUMOIO AUPEKTOPUM
BkatoueHue cogepxnmMoro pamaos
B UCMOJIHAEMbIN KOA

obHapy>xuBaeT

N3meHeHne dannos

3arpysky ¢pansios

NMHbekuynn koga PHP

[Nepe3anucb robanbHbIX NepeMeHHbIX

XSS
SQL-nHbekumnm
... TaK ganee

™ acunetix



[logTBEepXXAEHME
YA3BMMOCTEN

® Acunetix 3anucbIBaeT Xo 4 CBOEro
pacciesoBaHNA YA3BUMOCTMW.

e /lono/siHUTENbHO NpesoCTaBAseTCS
NOATBEPXAEHME HAINMYNS YASBUMOCTM B
BUAE BbINOJIHEHHOM KOMAHZAbI U OTBETA OT
cepsepa.

e [lomoraeT npegocTaBuTb paspaboTumkam
MOJIHYIO KapTUHY 1 YCKOPUTb UCNPaBJieHne

16

" Markas = f:) Retest E Send To Issue Tracker b4

Directory traversal

Vulnerability Description «
This script is possibly vulnerable to directory traversal attacks.

Directory Traversal is a vulnerability which allows attackers to access restricted
directories and read files outside of the web server's root directory.

The vulnerability affects http:/[testphp.vulnweb.com/showimage.php , file

Discovered by Directory traversal

Attack Details ~

URL encoded GET input file was set t0 wfufefuefcafeafeafscfscf caf caf eafsaf oof oo [procfversion

File contents found:

Linux version 2.6.32-46-server (builddElamiak) (gcc version 4.4.3

Proof of Exploit

File - /procfversion

Linux verzion 2.6.32-46-server (buildd@lamiak) (gcc version 4.4.3 (Ubuntu
4.4 . 3-4ubuntu5.1) )} #108-Ubuntu SMP Thu &pr 11 16:11:15 UTC 2013

M acunetix
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