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* DevOps?

* [lpobnembl 6e3onacHocTn DevOps

* DevOps n DevSecOps

* CekperTbl Be3je

* Apxutektypa n ¢yHkumnmn senhasegura DSM

* [lpumepsbl ncnonbzoBaHms senhasegura DSM

* [peumywectsa senhasegura DSM
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O6bl4yHO DevOps 3T0...

* MHoro pa3paboTumkos
* Be3ge ckpuntbl
« CkpunTbl TPebYIOT:

cpeay BbINONHEHWSA

BO3MOXHOCTb MHTErPUpPOBaThCA
BO3MOXXHOCTb MOAKAHOUNTLCA
MUHVMYM OAMUH cekpeT

4aCTo 3TO CEeKpeT C NPUBUAETMAMN

@ senhasegura

Gartner
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NHctpymeHTbl DevOps

PERIODIC TABLE OF DEVOPS TOOLS (v3)

[0s] opensource . Source Control Mgmt. [ Depioyment W ~aivtics

* LWwnpokmin BbIGOP MHCTPYMEHTOB

[Fr] Free I ostebase Automation [l containers Wl Honitoring

() M H 0 ro B a p M a H TO B p ean M 3a Lll M M [Fm| Freemium - Continuous Integration . Release Orchestration - Security
[pa] Poia W esting B clouwd I cotevoration
Ei] Ertorpos [ configuration W ~oes

* Het wabnoHa
* HoBble MHCTPYMEHTbI KaXAbI
JleHb

.................

* Kaxabl MHCTPYMEHT TpebyeT
cekpeTa o

¥ Follow @xebialabs
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[Tpobaembl DevOps

* CekpeTbl pacnpegenieHbl NO COTHAM MHCTPYMEHTOB U Cpej,
* (CekpeTbl BCTPOEHbI B KO,

» CeKkpeTbl C BbICOKUMW NPUBUAETNAMM

* CekpeTbl 6e3 ynpaBaeHUsa XXM3HEHHbIM LINKJOM

« CekpeTbl 6e3 KOHTPOAA AOCTYMNa

* Puck yTeukn cekpeTtos
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DevOps vs DevSecOps

©senhasegura Gartner




3agaumn DevSecOps

« Ob6Hapy>XeHune cekpeToB

* LleHTpanmsauna cekpetos

* YnpaBaeHue XXNU3HEHHbIM LIMKJIOM CEKPETOB
* KOHTpOJIb AOCTYNa K cekpeTam

* Ayaut gocCTyrnos

€)senhasegura Gartner
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CekpeTbl Be3ae

Infrastructure
4 N
BT © O B
Google Cloud
PaaS / Containers
L g cocier o
S .y SWARY
Y 2 r 4 Application Deploy
Jenkins GitLab Eim?, kubernetes orensirr  GKE
\ J

Provisioning /
Configuration

Configuration
Integrations

T ]
TOUUIo

Environment Provisioning /
Configuration

Pod/Container Provisioning

Pod/Container

~N

VM / Container Application

Vs

~
»
I
(A :
ANsIiBLE CHEF p Terraform
Application Configuration

Y™ varcoces |
1 57
» T

Application
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CHALLENGER

@ senhasegura




Kak senhasegura DSM 3awwnuiaeTt cekpeThbl

Infrastructure

4 ™\
Google Cloud
CI/CD tools Paa$ / Containerization
q LA HEEER
@ el WA
¥ O 2 9 50
Jenkins GitLab Ema?l A kubernetes orensurr  GKE
\ J
Secret Injection
Pod
T S~ : N
E;‘:“;:;:’::{;gn/_rools 9 senhasegura Sidecar

Container Application API request

Application

[0 T

ANsIBLE CHEF p Terraform

} ]

=
Integration plugin IAn;IeEer::'i::tplugin /—9 APl N
API request m < reques )

senhasegura
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YnpaBneHune cekpetamu B senhasegura DevOps

senhasegura DSM ynpaBsiseT cekpeTamu B reTeporeHHbIX cpefax, rapaHTupys
6e30MacHOCTb 1 AeTabHblil YPOBEHb AOCTYNa B MPUIOXKEHMSAX.

Multi Cloud IAM

dDO D

Provision / Rotation

A 4

API Layer

O

DevOps
Secret Management

)

Resources

O wa
— L
R Eo'

Pull

")
c
.8
=}
s}
E
]
2
=]
<T

l Provision / Rotation

@ senhasegura

v |

CI/CD and automation tools

0O T W i

Jenkins ANSIBLE CHEF p GItLab ??amboon

Paa$ / Containerization

&@O@ 2

docker kubernetes orenstirr (GKE  cLouprounpry

Legacy Applications

Mpob6nema

Moaxoa DevOps co3paet psag npobaem
6e3omacHOCTK, UMeA B BUAY
AVNHaMUYecKme, 31acTUYHbIE U 1EerKO
MacliTabupyemble CTPYKTYpbl, NOoABepras
OpraH13aLnto ya3BMMOCTAM.

PeweHue

senhasegura DSM aBTOMaTM4ecku
obHapy>xuBaeT, co3gaeT v ynpasBaset
cekpeTamu, nomoras yopatb n3
MCXOAHOTO KOAA KAKUM AOCTYNa, KNKOYM
SSH n ceptndmkarsl.

Mpeumywecrea

ObecneubTe 6€30NacHOCTDb U
npo3payHocTb npouecca SDLC ans Bawen
komaHzbl DevOps.

HarnapgHoctb 1 LeHTpannsoBaHHOE
ynpaBJsieHue no3soauT pabotatb 6onee

apdeKkTnBHO. Gartner
CHALLENGER




Heckonbko TMNOB aBTOpM3aLmMn A8 NPUAOXKEHUS

Hacrpoi/'u(a rpaHyapHoOro aocryna gna I'Ipl/l}'lO)KGHI/II7I N MUKPOCEPBUNCOB.

Application

Secret B

Credentials
k/v pair

CINE]
|
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[AnHamumueckoe co3gaHne CeKPeToB

ABTOMAaTHUecKOe co3AaHune 1 yaaneHne cekpetoB B cnyxbax Cloud IAM, 6a3ax faHHbIX 1 cepBepax

BE3 senhasegura

Resources

Secret provided manually
7 ADMIN N

Inject secret

\ 4

@ senhasegura

Ucnonb3ys senhasegura

Resources

\Q%EE
S

] ecret provided automatically

ﬂ\

Retrieve secret

Gartner
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ABTOMaTM3aLMNSA

ABTOMaTMUECKana UHDbEKL WA, POTaL A 1 yAasleHNe CeKpeToB Ha H60/1bLLIOM KOANYeCcTBe pecypCosB.

Without senhasegura With senhasegura
Resources Resources
DE OBOE
D)) [0 v o) [0 e
‘ Q g@ < o ’ ‘ O < O wen
) I
Provide secret 9
O Request secret
ATA R N Q I~ )
’ =1 > {0}
Provision, Revoke Trigger automation Rotation, Revoke, Injection
Inject secret
Resources Resources

DO D O D -
©senhasegura Gartner




[Tprmepbl NCNOAb30BaHUA

ObHapy>keHre 1 BHeAPEHNE CEKPETOB BO BPEMS
pa3BepTbiBaAHMSA

©senhasegura Gartner




Ob6Hapy>XeHne N BHeAPEHNE CEKPETOB BO BPEMSA Pa3BePTbIBAHMUSA

senhasegura DSM perncrpupyet npuaoxxeHus, 0bHapy>XnBaeT, UMMOPTUPYET CEKPETbI U BHEAPAET NX
BO BpeMs pa3BepTbiBaHUA

Sensitive Variables
Exposed

CI/CD Pipeline Paas / Containerization

v Application Deploy
GitLab kubernetes
. Rotation and
Secrets Injection

Import ’)
In?‘ce)?ri:gri ce)n secrets
Injection

[9 e —

Smart discovery of
Sensitive VVariables
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Pabounn npouecc

Q 0
A 4 207 ©)
GitLab Runb Kubernetes

Start deploy

Intercept environment variables

Manage secret
livecycle
Fetch secrets

Update variables

Finish deploy

A\ 4
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[TpenmywectBa senhasegura DSM

*  YHMKaNbHOCTb: aBTOMAaTM3aLMA CEKPETOB

* HarnagHoCTb NPpUNOXEHUN

* LleHTpann3oBaHHOe yrpaBJ/ieHMe cekpeTamm

* [laHenn moHuTopuHra Dashboards with business focus

* WHrerpauyma c nHctpymeHtamm DevOps

* WHTerpaymsa c obnauyHbIMU cepBUCaMM

* [Mopaep>kka NPUNOXKEHUN N TMBPUAHbBIX Cpej

« CHmXaeT Bpema goctmxeHnsa 6esonacHoro npouecca DevSecOps

 Mogynb DSM BcTpoeH B eanHyro naatdopmy emecte ¢ PAM, PEDM
n Certificate Management

©senhasegura Gartner
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