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be3onacHOCTb NPUNOKEHNN Ha CKOPOCTHU
DevOps

Bright DAST - MHCTPYMEHT aBTOMAaTU3aLMM TECTUPOBAHMA 3aLNLLEHHOCTM
npunoxeHun n APIl, ana KomaHa 6e30nacHOCTU U Pa3paboTKu



UHCTPYMEHTbI ANA BbiNyCKa 6e30nacHOro npoAaykKra

] SAST

d DAST
J Pentest / Bug bounty

J Compliance



Mpo6bnembl legacy DAST pelueHum

 Bbicokui false positive/negative rate

d OTtcyTtctBMe noaaepKkm He HTTP npoTokosios

d WHTerpauua DAST Ha no3aHMX cTagmax pa3paboTKu
(1 MHoro spemeHu Ha aHa/In3 N UHTEepNpeTaLmio pe3ynbTaTos

J HeT noHMmaHmnA BUsHec NorvuKm



Mouemy KOMNaHMKM NPOAONKAIOT BbINYCKAaTb YA3BMMbIN KoA?

CooTHoleHne pa3pabotunKkos/cneumanncros Ub Bo
MHOrMx Komnaumax ~ 10/1 - 100/1

86%
KomnaHun pa3paboTynkos
ik

NPOAO/IMKAOT PEryasipPHO BbINyCKaTb -4 | v :
YA3BUMbIN KOp, 9 ) <19%
= --Komnanum nmetot DAST ¢
~25% ~ 25% nHTerpauneit 8 ClI/CD u
W 0
Pa3paboT4MKOB OTBEYAIOT 3 YA3BMMOCTEN HaxoaATcA < 10% penatot ero
6e3onacHOCTb B npoLecce pa3paboTymkamm MHCTPYMEHTOM Pa3paboTymKoB

69% yassumocTteit 0bHapy}KuMBatoTCA B COBCTBEHHOM KoAe KomnaHui (Tonbko 31% B cTopoHHEM)

*CoenacHo Cost of a Data Breach Report 2021 | IBM



https://www.ibm.com/security/data-breach

TpebosaHusa K coepemeHHomy DAST

d LWnpoKne BO3MOKHOCTU YNpaBAEHUA U UHTErpaLmm

d MuHMMM3MPOBaAHME Harpy3Kn Ha MUHPACTPYKTYpPY

1 Jlerko macwtabupyemoe

] MpocToTa ncnonb3oBaHUs



OcobeHHocmu Bright DAST

J No false positive/No false negative
(J Crawler cobctBeHHOM pa3paboTKu

dMoaaep>kKa pasnmuHbix Web npoTtokonos

1 lMopaepxKa cuctem NPOEKTHOro yrnpaBaeHus
(Jd Bo3moKHOCTb paboTbl C CUCTEMOMN BCEX YY4aCTHUKOB LIMKa pa3paboTKu
J ArHocTn4YHaA apxmTeKkTypa

dMpoBepkn bnsHec-nornku



NexDAST - noomeepxycoeHue ya3sumocmel

O Banupaums yasBMMoCTM BUAE BbINOJIHEHHOW KOMaHAbl U OTBETA OT CEpBEepa U CKPUHLLIOTA
U NonHasa nHpopmauma 06 ya3sBMMOCTM M peKOMeHAALUMM MO UCNPABAEHUIO

Severity Discovered Status

High 15/9/2021,17:26 Unresolved @

CWE ID cvss Neura Legion
CWE-79 6.5 (CVSS:3.1/AV:N/ACL/PR:N/UIIR/S:U/C:N/I:H/A:N)

Details Screenshots

This vulnerability was found in the Query by changing the value of the parameter . 1. rXSS Execution POC

The value '<script=setTimeout{function(){alert(393113)},1000);</script=' was injected,
which caused the target to execute an alert function with the value 993113, which verified
that the JavaScript injection was successful.

Remediation suggestions

To remedy this vulnerahbility, a proper input validation and sanitization should be applied
to the "™ parameter.

The best course of action is not to blacklist or disallow specific characters, but instead to
verify that the input has the relevant types and structure.

For example, the value of the above parameter is detected as type:
MultiParse::DataType:String. A good start is to verify that it is not a different type of data
structure.

Another good approach is to validate that integer fields accept only integers, text fields
only accept alphabetical characters (if possible) and types (such as JSON or other
formatted objects) are verified and parsed before being digested and reflected back to the
USEer.

983113

Request
url

https://brokencrystals.com/?name=%¥3Cscript¥3EsetTimeout®%28function¥26%29%7Baler t¥28993113%2
9%TDHZC1000%2 9% IBXICHZFscript%3EL&emall=Your+Email&subject=Subject&message=Message




NexDAST - shift-left Security

a CmewaeTr 6e3onacHoCTb sieBee, YTOObl BCTPOUTLCA B MOAY/IbHble U
MHTErpPaLuMOHHble TecTbl (aBTOMaTM3auUMA CO34aHMA MOAY/IbHOIO TEeCTa

be3onacHoCTH)

SAST
SCA IAST DAST DAST
O O O O O O O O O O O O
CODE COMMIT BUILD UNIT INTEG INTEGRATION FUNCTIONAL UAT VERIFICATION PROD
CHANGE PR TESTS /QA TESTS TESTS TESTS
COMMIT

Developers Developers/ DevSecOps/QA
DevSecOps



NexDAST — aemomamu3sayusa npoeepokK e SDLC

1. Code

Commit

® ®

NEXTHET

Push commits to GitHub, GitLab

Trigger CD

Build pass/fail

(4. Pre-praductiun/STagingD

5. Production

Open tickets in Ticketing system

2
3
4
5. Initiate NexDAST scan
6
7
8

GitHub > Slack integration

9. Results shared with security team

Qrekins D = GitHub ©Jira  atslack gy e

g Azure DevOps
circleci




NexDAST — 3anycK npoeepoK u3 cpedsi pa3pabomkKu

Quick Start

Starting with NexPloit-CL1I is easy.

First, install NexPloit-CLI globally:

$ npm install @neuralegion/nexploit-cli -g

Next, go to the directory of your project and run the command:

$ nexploit-cli -h

If you already have a prepared mock file, you can generate a HAR file with the following
command:

$ nexploit-cli archive:generate \
--mockfile .nexmock \
--archive archive.har \
--target https://nexploit.app/ \
--header "authorization: Bearer eylhbGciOiJIUzUxM"

Where mockfile isthe path to your mockfile and archive is the path to save the HAR file

to.

a MHTerpaLI,VIFI Ha 3Tadle MOAy/iIbHOTIO

TECTUPOBAHMUS, nns 3amnyckKa
CKaHWPOBAHMA C MOMOLLBbIO HALIEro
MHCTPYMEHTA C OTKPbITbIM

ncexoaHbim Kogom nexploit-cli

fetchMock.mock('http://example.com', 200);
const res = await fetch('http://example.com');
assert(res.ok);

fetchMock.restore();


https://www.npmjs.com/package/@neuralegion/nexploit-cli

NexDAST — HacmpoliiKka nposepok 8 pipeline

A Ucnonb3yute github actions YAML
dbannbl ANA KOHTPO/I HACTPOEK
CKaHMPOBaAHMUA

A Ucnonbayunte CircleCl YAML ¢pannbi
A1 HACTPOWKMN N KOHTPONA NOTOKA
CKaHMPOBAHMUA

3 in :
1 : CircleCI Scan
y: NEXPLOIT_API_KEY
'y_types: crawler
: "https://ww .randoml.org/,https://ww .random2.org/"
filters: 'randoml.org,random2.org'’
s: 'Content-Type: application/json;Keep-Alive: timeout=5, max=1060"
: appscan
tocol: http

: ubuntu-latest

: A job to run a scan

e: Start NexDAST Scan p*

: start

: Neuralegion/run-scangmaster

n: ${{ secrets.NEXPLOIT_TOKEN }]}

1ame: GitHub scan ${{ github.sha }}

covery types: |
“crawler"]
JIT§
"https://juice-shop.herokuapp.com" ]
Failt
"juice-shop.herokuapp.com” ]

or: on_high

: Get the output scan url
1: echo "The scan was started on ${{ steps.start.outputs.url
: Wait for any issues X
d: wait

: Neuralegion/wait-forgmaster

n: ${{ secrets.NEXPLOIT_TOKEN }]}
i1: ${{ steps.start.outputs.id }}
or: any

P}




NexDAST - 8322150 co cmopoHbI paspabomyuka

Install Docker Compose
Setup a remote Docker engine
Save eniroment variables
Docker-Compose

Starting Nexploit scan

O &0 &0 0 0o 0o

Get the output scan url &

~ @ Waiting for issues {

#!/bin/bash -eo pipefail

(nexploit-cli scan:polling --interval 30s --timeout 20m --token SNEXPLOIT TOKEN --breakpoint medium i

Starting polling...

Exited with code exit status 50

ircleCI received exit code 50




NexDAST — 0na KomaHO b6e3onacHocmu u paspabomku
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AppSec Flow

&)

(J HacTpolika ckaHoB, AO, pipeline

(J AHann3 pe3ynbTaToB Ha KavyecTBO U MOKPbITUE

J PekomeHAaaumun no ncnpasaeHuUto

U Utepaumu c paspabotumkamm ans
AOCTUKeHnA busHec-Uenemn

Developer Flow

AMNonHaa aBTomaTnsauma

J MbKoe BHeceHne nsmeHeHumn

J MHdopmUMpoBaHUE KaK TONbKO
obHapyrKeHa ya3BMMOCTb

J McnpaBneHue yaA3BMMOCTEN OCHOBHbIX
Ha JOKa3aTe/ibCTBax
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Bonpocesi? neuralegion@fortis.ru

Bcesonoa CmnpHOB MapaT FOHycoB
v.Smirnov@fortis.ru +79168740004
+79133986706
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