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IT Disaster Recovery 6usHeca (BCM)
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BO01.04. YnpasneHue B02.05.
HapsRamy Ha paBoTh! PR/ GR 11 MapkeTaHr
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Service desk
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O6HapyXunTtb

= VYBuageTb
= [JoHaTb
» [IpoaHanusnpoBaTb

OcTaHoBUTHb

» PearmpoBaTb
= B3zanmvopgencTtBoBaTb
= YBegoomMmnaTb




KonnuyecTtBo nonbITOK

KonuyecTBO nonbITOK

HemHoro o metpukax

NcxogHbin cnyqal‘/'l: BCerga onasgbiBaem.

ATakyloLnii Bcerfa AoCTUraeT CBoeil Lienu, pearnpoBaHmne NporicXoanT CANLLIKOM
No3aHoO.

BapwuaHT 2: Ykpenunu nepumMmeTp, 3aMeannnm ataky u cagenanv eé
6onee 3aMeTHOW. YcneBaem ropasgo 6onbLue.
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Bpems

3amennuny ataky Ha nepumMeTpe (aTakyloLlemMy Hago LONro BECTU pa3Beaky 1
npeanpuHIMaTh HEOAHOKPATHbIE MOMbITKM NPOHUKHOBEHNS).

KonnuyecTBO nonbITOK

BapuaHT 1: Ykpenunnn nepnmeTp, HEMHOXKO yCreBaeM.

|
|
|
3amennunu ataky Ha nepumMeTpe (aTakyloLemy Hago AONro BECTU pa3Beaky 1
npeanpPUHUMaTL HEOAHOKPAaTHbIE MOMNbITKA MPOHNKHOBEHIS).

3apava — gocTmxkeHune 1 nogaepxaHne CoOCTOSHNS
NHPPACTPYKTYPbI, NP KOTOPOM peann3aumng
HegoMyCTVUMOro CObbITNS MakCUMaIbHO
3aTpyOHEHa, a 3aMeTHOCTb aTaki NoBblLLAeTCH
HACTONbKO, YTO pearnpoBaHne MOXET 6bITb
NpPOBEAEHO OO Havana peann3aunn HegonyCcTUMoro
COBbITNS.

Bpemsa
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STanbl aTakn ot

ST1an NMPOHUKHOBEHWUSA PasBuTtune ataku

HaHeceHune yuwepba

BHelwHaa pasBeaka

Banom cepsuca Ha nepumeTtpe
(akcnnyaTauuns ys3BuMOCTI)

DOunHr
ATtakn yepes Wi-Fi

[NonyyeHne gocTyna

C NOMOLLbIO YKpageHHoN
NN CKOMNPOMETUPOBaHHON
yYeTHOW 3anucu

KomnpomeTauus Lenouky NnocTaBok

KomnpomeTauuns noBepeHHo
nHdpacTpykTypbl (Hanpumep, VPN)

3akpenneHue B UHPPaCTPYKType

PasBenka BHyTpu MHPPACTPYKTYPbI
(kak ceTeBOW, Tak i AOMEHHOI)

[oBbiLWEeHKEe NPUBUIErNA —
KaK /TOKasbHbIX, TaK 1 B LLETIOM

B MHpPACTPYKType

MepensuxeHne no nHGpacTpykType

Banom knoyeBbIX cCUCTEM

YHnYTOXEHMNE AaHHbIX 1 (M) CUCTEeM
Kpada gaHHbIX

Banom ueneBbix cuctem
(Kpaxa geHer, HapyLueHne
NPON3BOACTBEHHOrO NpoLecca n T. a.)



TennoBas kapta MITRE ATT&CK

Bnayanunsaums Hanbonee nonynsipHbiX TEXHVK U NOATEXHMK, KOTOPbIE NCMOb3YIOT akenepThl Positive Technologies.

Initial Access Execution Persistance Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Control
JavaScript SSH Authorized Abuse Elevation Sudo and Sudo Create Process ARP Cache Exploitation of ARP Cache Poisoning
P! Keys Control Mechanism Caching with Token Poisoning Remote Services
Adversary-in-the-Middle LLMNR/NBT-NS
(B _Remote Domain Account Cre_ate [PEEE ACCS.SS To!(en SID_les_tory Lateral Tool Transfer Poisoning and SMB NonfStar)dard
Services with Token Manipulation Injection Relay Encoding
Data Encoding
SID-History joken Remote Service
Access Token Avnn Impersonation/Thef| Credential Stuffing . L SSH Hijacking Archive Collected Data Archive via Utility Standard Encoding
N . Injection Session Hijacking
Manipulation t
SuERlyEhe ICompromise Software External Remote Token Deobfuscate/Deco Cloud Distributed NeamenBavies e
pply LUhe Dependencies and N Impersonation/Thef| de Files or Password Cracking| Infrastructure Component Object - . Encrypted Channel y!
Compromise D Services N N . N Configuration Dump Cryptography
evelopment Tools t Information Discovery Model Data from Configuration

Repository

Container and
Resource
Discovery

Domain Policy Group Policy Domain Policy Group Policy
Modification Modification Modification Modification
Exploitation for

DT DARE Credential Access

Default Accounts InelteziierREnmen] File Deletion Forc_ed 9
on Host Authentication

Indirect Command Forge Web
Execution Credentials

Default Accounts SNMP (MIB Dump)

Scheduled
Task/Job

Container
Administration
Command

Exploitation for

Scheduled Task Defense Evasion

Domain Accounts Code Repositories

Disable or Modify | Credentials from Password
System Firewall Password Stores Managers

Confluence

Web Shell

Default Accounts

Local Accounts External Proxy

Sharepoint

Scheduled Task

Software Remote Access

Network Share
Discovery

Software Deployment

Web Cookies
Tools

Double File
Extension

Masquerading
3 e Masquerade Task Cached Domain
or Service Credentials
Modify Registry
LSA Secrets
Pass the Ticket Process Discovery
Web Session Security Account
Cookie

Manager
Default Accounts

Web Session Cookie

Local Groups

Query Registry

f

Remote System

AS-REP Roasting DlSEauEny

[Software Discovery|

Jong KoMNaHM B KOTOPbIX
UCMONIb30BaJINCb TEXHUKU U MOATEXHUKMU:

Local Accounts

Kerberoasting

TTP1 10 MUH 2 Yyaca

Silver Ticket

B 66%-100%

. 41%-65% _
Bash History

21%-40% retacars At " Dsaovary TTP3 30 MVH 30 yacos

Container AP|

TTP8 10 MUH 12 yacos

Regist

Private Keys \ )

Steal Web Session
Cookie

TTP2 15 MnH 24 yaca

1%-20%




YnpaBneHne HPpacTpyKTYypoOun
N Lernoykamm aTtak

OcHoBHble 3agaun — Y4

preI'II/ITb aKTunBbl YMEeHbLWUTb NMOBEPXHOCTb aTaku
* |IHBeHTapun3auug »  [lonuTnkn B3anMopgencTamns

*  Y493BMMOCTN »  CermeHTaumd

» [laponbHag nonnTuka » QunbTpaund

YONVMHNTD LENOYKY aTaku YCNoOXHNTb Lerno4yky atakm

» VIHdpacTpykTypHble C3V/ »  3alunTa aKkTnBOB

» TepmuHasnbHble cepBepbl =  JloxHble uenn

»  DwenoHnpoBaHHaa 060poHa
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KnioueBblie n ueneBble CUCTeMbl

INTERNET DMZ LOCAL DC Honessrhc oty Toi
. HEeCKONbKO O6bEKTOB
Kerberoasting | ) B UT-uHbpacTpykType,
[ 9
. ' . I ) BO3OEeNCTBMNE Ha KOTOpble
Firewall Firewall Switch I MOXeT MPUBECTU K peanunsaunm
@ —T _ — T I A HC. Kak npaBuio o6bekTbl
] I permit any to any ] I —_ I I IBNAOTCA KOHEUHOI Lefblo
<3 <3 1 1 S| —— ] V ] 3/10YMbILLMIEHHIIKA
— 1 | ’fc Bitrix npu peanunsauummn HC.
ProxyLogon I 4
~—T Web Exchange 1 \
| P |
: CVE-2023-1713 Mimikatz | )
A T Y e N e Y - | "’)
Bitrix 24 1 I
WWw.company.com mail.company.com KJII/I?qu?; UC - obbekThl
B UIT- nHdpacTpykrype,
User-pc _— HeCaHKLNOHNPOBaHHbI JOCTYM
VolP DNS 9) K KOTOPbIM UM BO3AENCTBIE
f- Ha KOTOpble HEOBXOANMbI
c/ / O HapYLUUTENO, YTO6bI PasBUTb
/ /e aTaky Ha LiefieByio cucTemy,
VAW CUCTeMa, B3/IOM KOTOPOA
conf.company.com ns.company.com CYLLECTBEHHO YNpOoCTUT
cLeHapui aTaku.
. T1110.Brute Force
T1190. Exploit Public-Facing ngg'é“o“”t Discovery T1003. OS Credential Dumping
o .Group Policy Discovery T1021R e
Application T1046. Network Service Discovery T = N
T1133. External Remote Services ' . : T1210.Exploitation of Remote Services
T1069.Permission Groups Discovery TI570 LateralPot | ransiar
T1563.Remote Service Session Hijacking
N N N J
Y Y -

10 min 24 min 37 min



[Mpumep pacyeTa Lenouk aTakun

Heponyctumoe cobbiTe: HecaHKLUMOHMPOBaAHHbIN 4OCTYN K KOPNOpaTUBHOMY NOYTOBOMY SILLUKY TEHAEPHOro otaena

Bpems ataku: 7.92 yaca

LAN\Wi-Fi

@ 2.25

~
7
T1190 Exploit Public-Facing Application
T1059 Command and Scripting Interpreter
Hacker T1053 Scheduled Task/Job Cetesoe
T1078 Valid Accounts O60py,D,OBaH ne

T1078 Valid Accounts
T1003 OS Credential Dumping
T1021 Remote Services

[ToTeHumanbHbI ywepO: KpYnHbIW, Tak Kak
KOMMNaHnA 3aCTPONLLUK N y4acTBYeET B
KPYMHbIX 3eMerbHbIX TeHOepax

1.92

T1059 Command and Scripting Interpreter
T1053 Scheduled Task/Job

T1078 Valid Accounts

T1078 Valid Accounts

T1003 OS Credential Dumping

T1021 Remote Services

\ 4

LAN

—

CeteBoe
o6opynoBaHune

T1059 Command and Scripting Interpreter
T1053 Scheduled Task/Job
T1078 Valid Accounts
T1078 Valid Accounts

3.75 T1003 OS Credential Dumping
T1021 Remote Services
T1071 Application Layer Protocol
T1005 Data from Local System

v
LAN

— O

[MouToBbIN CepBep



NMpuymep pacyeTa LenoYvku atakm

Heponyctumoe cobbiTe: HecaHKLUMOHMPOBaAHHbIN 4OCTYN K KOPNOpaTUBHOMY NOYTOBOMY SILLUKY TEHAEPHOro otaena

Bpems ataku: 66.6 yaca

&

Hacker

58.39

DMz

T1190 Exploit Public-Facing Application
T1059 Command and Scripting Interpreter
T1053 Scheduled Task/Job

T1078 Valid Accounts

T1078 Valid Accounts

T1003 OS Credential Dumping

T1021 Remote Services

BbinornHeHHbIe paboThbl:
MopgepHusauua cetum .
[TocTpoeHMe 3alnLLEHHOrO AOMEHA
BHegpeHune cuctemol 2FA

v

2.13

)

BanaHcupoBLmK

LAN

—

CeTeBoe
obopynoBaHune

T1059 Command and Scripting Interpreter
T1053 Scheduled Task/Job

T1078 Valid Accounts

T1078 Valid Accounts

T1003 OS Credential Dumping

T1021 Remote Services

0T

\ 4

N

T1059 Command and Scripting Interpreter

T1053 Scheduled Task/Job
T1078 Valid Accounts

T1078 Valid Accounts

T1003 OS Credential Dumping
T1021 Remote Services

T1071 Application Layer Protocol
T1005 Data from Local System

DMZ

—

Web Application

Firewall
T1059 Command and Scripting Interpreter
T1053 Scheduled Task/Job
T1078 Valid Accounts
T1078 Valid Accounts
2.11 T1003 OS Credential Dumping
T1021 Remote Services
v
LAN

— O

[MouToBbIN CepBep



B 3aksioueHumne

> >
PeanbHasa apxutektypa CO PKbB YkpenneHue n (unn) noareBepXxpeHune
nHanBUAyasibHa ang Kaxaon HapeXHocTn NT-nHppacTpyKkTypbl
opraHunsauumn aBnsaeTcs ob6s3aTesibHbIM LLArom

> >

MNMpwn NnpoekTUpoBaHUn KnéepyuyeHus kak metop,
Heo6xoguMo yunTbiBaTb TeCTUpPOBaHUNS

BO3MOXXHbIie Lerno4vknn aTaku.

"  TOYKM MPOHNKHOBEHNS,
= TONnonoruio,

= KJ/llIO4YeBble 1 LefieBble CNCTEMDbI
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