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Kubeparpeccus

Poccuga HOMep 1B MuUpe rno Kosim4yecTBy aTtak

CpouHoe 3ameLllieHne

Psan pasnuuHbix 3awmTtHbix B pelueHunin ctaHoBgaTcs
MeHee 3¢ PeKTUBHBIMU, PUCKU MPONYCTUTb
CNOXXHYI0 KubepaTaKy 3HauNTENbHO MOBbILLAIOTCS



KaxxpopHeBHble MHPOpMAaLIMOHHbIE HOBOCTI

Fyf Fortinet® (NASDAQ: FTNT), MupoBo#i iiugep B 06/1aCTU KOMILJIEKCHBIX, MHTeTPUPOBAaHHBIX U
] ] aBTOMAaTU3UPOBaHHEIX pPellleHUH B 06J1acTU KUbepbe30I1acCHOCTH, 06 bSIBIJIa CETOLHS O IIpeKpallleHuU
Ny onepanuii B Poccun. KoMrmaHUs 0CTaHOBUJIA BCe IMIPOJArkH, IIO/IIEP>KKY U IpodecCUOHaTbHEIE YCIYTH

F...HTInET Fortinet. Fortinet IIPpOa0J/I2KaeT CiefoBaTh BCEM IIPOTOKOJIAM 0e30I1aCHOCTH, a TaK>Ke 3aKOHaM U
pajeng ®

peKoMeHAaIMAIM IIpaBuTebCcTBA CIIA U Apyrux CTpaH.

Cisco ywna u3 Poccuun. Byayuiee ee
0 ' I ' 0 ' I . 0 YCTPOWCTB nop, yrpo3omn

AmepukaHckas kopnopaums Cisco npekpallaeT nocraBku CBoei NpoayKunn B
Poccuio n Benopyccuto. OctaHosneHa Takxe pabora cepseuca Webex n

‘ I s ‘ o CeteBoli akagemum Cisco. PaboTocnocobHOCTL yXe NpruobpeTeHHbIX
™ YCTPOWCTB, TPebYLLUMX NOANUCKY, NOA BOMPOCOM.

U3 Poccum cbexxana Microsoft.
PoccusaHe octanucb 6e3 Windows, MS

Office u Azure B .
m= Microsoft

Microsoft ceepHyna Bce onepauuum B Poccun Ha HeonpeeneHHbIN Cpok,
COC/IaBLUMCL Ha aMmepUKaHCKue caHKLMy NpoTue Poccnn n3-3a cuTyaumm Ha
YkpauHe. PoccusiHe nMiatcs A4ocTyna K ee obnayHbiM cepBucam, a Takxe,
BO3MOXHO, K UrpOoBbIM NpucTaBkam 1 obHosneHnam Windows n Office.



PekomeHpaauun ot JTabopaTopumn Kacnepckoro

3awuTa oT
MaCCOBbIX Yrpo3

B nepByio ouepepap,
Heobxoanmo obpaTuThb
BHUMaHWE Ha 3amMeLleHne
pelweHnin Ha 6ase
NPEeBEHTNBHbIX TEXHOIOMMIA,
KOTOpble CTOAT Ha nepeaoBomn
3awuTbl (Y3nbl, NOYTa, CETb)

3awuTa oT
CJTIOXKHbIX Yrpo3

Bo BTOpYIO Ouepeab, obpaTtuTthb
BHMMaHME Ha 3aMeLLeHne
NPOABUHYTbIX TEXHONOINIA
NPOTNBOAENCTBUS CNOXKHbIM
atakam (EDR, SIEM, NTA, Anti-
APT, Sandbox, XDR v np.)

YnpaBnsemas
sawmta MDR

OnepaTtuBHO pa3BopavnBaemasi
yrnpasngemas 3awmra oT
«J1labopaTopun Kacnepckoro»
ANS TeX, KTO He pacrnonaraeT
BpeMeHEM Ha OCO3HaHHbIN
BblI6op Heobxoaumbix b
peweHun



[lpeBeHTUBHbIE CpeacTBa 3aLlnNThI



AHTUBUpPYC AN KopnopaTuUBHOI ceTun

PelweHue

TrendMicro Apex One (9noHuns)

ESET Protect (CnoBakus)

Symantec Endpoint Protection (CLLUA)

Microsoft Defender (CLLUA)

McAfee Endpoint Security (CLLA)

CraTtyc




Kaspersky Security pna 6usHeca

*  OrpomMHoO€e KONMMYeCTBO KOMMOHEHTOB 3aLLUTbl B OQHOM UCTIONTHEHUN
S A9 pasHbiX NnaTdopmM U onepaumoHHbIX CUCTEM;

*  YHuKanbHble TEXHONOMMU NO ONEPATUBHOMY BbISIBJIEHNIO U
6n10oKkupoBaHuio LWNPPOBaNbLUMKOB

*  WHcTpyMeHTblI KOHTpONA ANng yrnpasneHns AoCcTyrnom K
NPUNoXeHusmMm, pecypcam cetn VIHTepHeT unm noaxioUYeHHbIM
ycTpoiicTBam

*  BcTpoeHHble cpeacTBa NO NOMNCKY U 3aKpbiTUio ya3sumocTeint OC u

BO3SMOXHOCTI MNPUNOXXEHNIA CTOPOHHUX BEHOOPOB

° VlHCTpYMeHTbI CUCTEMHOIro agMMHMCTpUpoBaHuda gng
aBToMaTmn3aunmm passepTbiBaHNA I'Ipl/lﬂO)KGHI/IVI n onepaunoHHbIX

OcHoga no6om cuctembl Ib pns cucTem

KOMMaHuiA Nio6oii BennumHbl u chepbl «  TMoapep>kka 4aCTUYHOrO M NOMHOANCKOBOTO WNdPOBaHNI
peaTenbHOCTU ANs aBTOMaTUYeCKOro ynpaBiieHne BCTPOEHHLIMU B ONepauyoHHYIo cucTeMy GyHKLMSIMU
OTpa)KeHNst MaccoBbiX Knbepyrpos. wundposaHUs

* [MonHaga noaaep>xka GYHKLMNOHNPOBAHUSA CUCTEMbI Ha
oTeuecTBeHHbIXx OC n 6a3ax gaHHbIX



KomnnekcHoe pewieHne 3awmTbl u ynpasneHus

OOHA KOHCOJ1b AJ14 YINPABJIEHNA OOHA JIMUEH3UNA
BCEM MHCTPYMEHTAMU 7 1 0J19 MHOXXECTBA MPUJTOXEHU
Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
Security for Security for Endpoint Security Systems Endpoint Security Endpoint Security Security
Windows Servers Mobile for Linux Management for Windows for Mac Center

'MBKOE, NOJIHOCTbBIO TOTOBOE
K PABOTE B CMELUAHHOW MUH®PACTPYKTYPE PELLEHUE




AHTUBMpPYCHag 3al4MTa BUPTYyasibHbIX Cpea u obnakos

PelwleHue Cratyc

McAfee MOVE AntiVirus (CLLA)

Eset Virtualization Security (Cnosakus)




Kaspersky Security pnga BupryanbHbix cpen

Jlerkuin areHT 1 3awimTa 6e3 areHTa

Light Agent

Mopaep>kka BCex cambix NOMYFGPHbIX FTMNEPBU30POB

O6neryeHHbIli areHT fo6aBNSeT KPUTNYHbIE
BO3MOXXHOCTM 6€30MacHOCTN, COXPaHSIs BbICOKYIO
MNOTHOCTb BUPTYasbHbIX MaLUNH

Be6-koHTpob, KOHTPONb YCTPOMCTB N NPUIOXKEHWIA Ha
OCHOBE MOJINTNK

Ananus noBeAeHNs N 3amTa OT 3KCMNJIOUTOB

CITRIX' AKVM vmware TIZNIX

—
i xProxmox Sy
openstack. ol I

Agentless

TecHo nHTerpmnpyetca ¢ VMware NSX Vsphere
n vShield

OTtcyTcTBUE Ay6NnMpoBaHus, coxpaHeHne
K02¢PMUNEHTOB KOHCONMZALNUN U BbICOKOIN
NJOTHOCTU BUPTYalnbHbIX MaLUNH

MpocToTa agMUHNUCTPUPOBaHUS U
pa3BepTbiBaHUS AN MITHOBEHHO 3aWUTbI U
Be3onacHoOCTU

vimware



Kaspersky Security pns BuptyanbHbix cpep,

BO3MOXXHOCTWU

MomoraeTt adpPpekTUBHO 3awmLaTh
BUpTYanbHble U o6nauHble cpeapbl,
nossonset ynpasnatb IT-
uHpacTpyKTypou n obecneumsaet
€e Npo3pPayYHOCTb, HE BN Ha .
NpPoOn3BOANTENbHOCTb CUCTEMbI U HE

Meluas paboTe nonb3oBaTeneii.

Heckonbko BapnaHTOB MCMNONTHEHUS, BKJIlOYas Kak
©es3areHTHylo 3aWuTy, Tak N Ha 6ase cBepXxerkoro
areHTa

Mopaeprkka 60nbLIOro KonnvecTesa NPoON3BoOaNTENEN
cpepa BUpTyanusauus, Bkiatouas nnat¢gopmbl
OTEUYECTBEHHOIO pbIHKA

Mopaeprkka 3awmTbl FOCTEBbLIX CUCTEM Ha Hase
Windows, Linux, a Tak)xe oteuecTBeHHbix OC

Bbicokuii ypoBeHb onTUMM3aLum 3aTpaT pecypcosB
runepBU3OpOB B NOb3y paboTbl bB3Hec-3apay KNEHTa.

[Mbkas cxema nuueH3npoBaHug pelueHus no CPU,
appam unm sawmwaemoim OC

Hannumne rocypapcTBeHHbIx cepTudmnkaumnm

n



AHTUBUpPYCHas 3awWmTa NPOoMbILLIEHHbIX ceTeil

PeweHue CraTtyc

Trend Micro Industrial Endpoint Security (AnoHus)

McAfee Endpoint Security (CLLA)

Symantec endpoint Protection (CLLA)




Kaspersky Industrial CyberSecurity for Nodes

Y MeHbLUeHOo noTpebneHne pecypcos

Industrial Endpoint

Protection Y cTtaHoBka/O6HoBneHne /Y ganeHne 6e3 nepesarpysku
— Bo3amo>kHOCTb paboTbl B MOSHOCTbIO HEBMOKUpPYIOLEM
;EI pexxume
Y a—

KICS for Bo3mMo>XHOCTb O6Hapy>XeHns yrpo3s HyneBoro gHs (B
Nodes

TOM vncne B Hebnokupyowem pexxumve)

- MNo3BongeT He pONYCTUTL NOXKHbIX CpabaTbiBaHUIA N Nepepacxopa CUCTEMHbIX peCypCOB

- 3HaUNTENbHO CHUXXAaEeT 3aTpaTbl Ha 06CJ1Y)KI/IBaHI/Ie B CpaBHEHNUN C KoprnopaTnBHbIMN peLleHNammn



Kaspersky Industrial CyberSecurity for Nodes

~

=,

BO3MOXXHOCTWU

Co3paHo cneuvanbHO AN 3awmnThl
NPOMBbILLNEHHON MHIPACTPYKTYpPbI
opraHu3sauum ot Kubepyrpos,
npegHasHauyeHo A4s 3aWuThl
NPOMBILUAEHHbIX NAaHeNnew onepaTopa,
pabounx cTaHUuiA U cepBepoB.

HesHauuTenbHoe BNusHME Ha 3alimLLaemMoe YCTPOMCTBO 3a
cyeT MUHUMAIIbHOrO NoTpebneHNs pecypCcoB U MOAYIbHOIA
apXNTEKTYpbl peLleHns

KoHtponu uenoctHoctu MNJ1IK u painos SCADA

PacwmnpeHHas 3awumTa ot BpegoHocHoro [10:
LW poBanbLNKOB, SKCNIIONTOB, PYTKUTOB U T.A. BcTpoeHHbie

cpencTea aHanm3a XypHanos 1 ynpasneHnd cetTesBbiM 9KpaHOM.

NHCcTpyMeHTbI KOHTPONS Ans ynpasneHus JocTynom K
npunoXXeHnsam, nogknioveHHbim yctponctsam u Wi-Fi cetam

Bbicokuin ypoBeHb COBMECTUMOCTU C PELUEHUSIMU BEHAOPOB
ACY-TI1, noaTBep>XAEHHDbIV Hannyem cepTndPnKaToB
COBMECTUMOCTIN NOCJI€ COBMECTHbIX NCMbITAHUIA

Mopaeprxka Windows, Linux, Bkniouas yctapeswmne OC Ha
HU3KOMNPOU3BOAUTENBHOM 060pPYyAOBaHNN.

Hannumne rocypapcTBeHHo cepTndukaumm

14



3awuTta Beb6-Tpaduka

PeweHue

Checkpoint Secure Web Gateway (Nspannb)

Fortinet FortiGate (CLLIA)

Cisco WSA (CLUA)

ForcePoint Web Security - Websense (CLLUA)

Kerio Control (CLLA)

TrendMicro Web Security (9noHus)

Symantec BlueCoat (CLLUA)

Crartyc




Kaspersky Web Traffic Security

Kaspersky Web Traffic Security noctaBnaeTtca B Buae BUPTyanbHOIo ycTpomncTBa 6€30nacHOCTU, KOTOPOEe BKAKOYaeT
MPOKCU-CEpPBEpP M CPEACTBA €ro 3alluTbl.

* 3alULLAET KOPNOPATUBHYIO CETb OT MHTEPHET-YIPO3, CHUMKAET PUCK YTEYKU JaHHbIX U NOBbILLAET
NPOU3BOAUTENIbHOCTb TPYAa 3a cyeT ynpasneHusa aoctynom K WEB-pecypcam.

* O6pabaTtbiBaeT WEB-TpaduK, NnpoxoasaLLnii Yepes npoKkcu-cepsep, 1 6JIOKMpyeT BCe, YTO NpeacTaBAAeT ONacHOCTb
C TOYKM 3PEHUA KOPMOPATUBHOMN NONUTUKM.

/ 2
S —
- k Kaspersky
Web Traffic
Security

AHTU-BUpYC AHTU-OULWINHT KoHTeHTHasA URL- WEB-KOHTpO/b
dunnbTpauyma penyTtauma




Kaspersky Web Traffic Security

BO3MOXXHOCTWU

KopnopaTtueHbii wnio3 Web
6e30MacHOCTIN C pacLUNPEHHbBIMU
cpeAacTBaMu aHanusa v 3aLmThl,
npeanaraeT cpeAcTBa aHTUBNPYCHOM
3aWmThl, AMHAMUYECKOro aHanmsaa
Beb CTpaHuWL, N MOLLHbI
KaTeropusaTtop Beb pecypcos

MpoaBuHyTbie TeXxHONOrUN
aHTuBMpycHon sawmnTtbl (AM-
ABKOK, nHTerpaunsa ¢ KATA)

NHcnekuna SSL Tpaduka
URL/IP penyTauns

KoHTponb poctyna k Web-
pecypcam, npeaonpeaeneHHble
CMNCKWN KaTeropum

AHanuns KOHTEeHTa,
oBbHapy>keHne BpeaoHOCHbIX
CKpMNTOB

HacTpoiikn pocTtyna ang
NPWNOXXeHU (Mo user areHTy)

Mopaep>xkka paboTbl B
Knacrtepe

Heckonbko BapuaHTOB
pa3BepTbiBaHNS (FOTOBbIN
Virtual Appliance nnu
UHTerpauus c
cyuwecTtytowum Proxy)

PoneBast Mmopgenb pocTtyna K
anemMeHTaMm ynpasfieHus

PaspeneHne Ha paboune
obnacTtn

17



3awumTa noyroBoro Tpadpuka

PeweHue

Fortinet FortiMail (CLLIA)

Cisco IronPort (CLLA)

Barracuda Email Security Gateway (CLLA)

TrendMicro Email Security (9noHus)

Cratyc




Kaspersky Security pnga nouroBbix cepeepoB

MHoroypoBHeBas
sawmTa ot BMO n
duwmHra Ha ocHose ML

O6HapyxeHune
BPEAOHOCHbIX CKPUMTOB

BpenoHocHas
noyrta

o

Kaspersky
Security for Linux Mail Servers

Kaspersky
Secure Mail Gateway

N

KoHTeHTHas dunbTpaumns
LN 3aLWNTHl CHUXEHWNS
puycKa 3apaxeHuns

Mopnaep>ka obnayHol

oy

ABTOMaTNYECKUA aHTU-

@ YHunBepcanbHoe, roToBOE K
cnam c penyTtaumnen

NCMONb30BaHNIO PELLEHME
Secure Mail Gateway

MNoppepxka Linux n

YrnyBneHHblli aHanms yrpos ¢
MS Exchange

nomoupio Kaspersky Anti

@

vRcTanaun MOYTOBbLIX CEPBEPOB Targeted Attack
............................ Kaspersky
Kaspe.rsky Security for
Security Network ,
A Microsoft
. ' Exchange Server
- e \:
—| L V. g
- [ - N Use
— 7 —_— 4 AN
o | . (x X @—;
............................. OrpaHyyeHHas °
@ Email Mailbox Server nepefada KOHTeHTa Kéiggroslg
Gateway/MTA J. Security for
| ' Business
2 U

T

Kaspersky Kaspersky
Anti Targeted Security for Mail
Attack Platform Server



Kaspersky Security pnga nouroBbix cepeepoB

a

BO3MOXXHOCTWU

Kaspersky Security pna nourosbix
CepBepoOB 3awmLLaeT KOpNopaTUBHYIoO
no4Tty ot BpeaoHocHoro 10,
nporpamMm-BbiMoraTenen, cnama,
¢unwmHra n BEC-atak

MpoaBMHYTble TexHONOrNA
610KNPOBaHUS BPEAOHOCHDIX
ob6bekToB (MHTerpaunsa c KATA)

3awwmTa oT PuwmHra, cnama m
KOMnpomeTauumn
KOpnopaTNBHOW 3/1EKTPOHHON
NouYTbl

OunbTpaumsa NOYTOBbIX
BJIOXKEHUN

MpepoTBpaLLeHne NonbITOK
obmaHyTb Nonb3oBaTenein ¢
NMOMOLLbIO METOA0B
coumnanbHON NHXeHepun

CooTBeTcTBME TPebOBaHMAM
perynatopos, noanep>xka
otevecTBeHHbIx OC (KLMS)

Penns KSMG 2.0

KnactepHaga apxutekTtypa
ANg MacluTabupoBaHus
peLweHns

Ponesoe pasrpaHuueHue
npae [OCTYNa, NHTerpaumns
c AD;

LieHTpannsoBaHHbI NONCK
Mo XpaHNNULLY CobbITUiA;

Y cuneHbl TexHonormm
aeTekTuposaHus (IP-
penyTauns, look-like,
BbiiBNIeHNEe cnypUHroBbIX
aTak uT.4.)

20



[lpoaBUHYTbIE peLueHNs BbiBlIEHUS
CJTIOXKHbIX Yrpo3



Endpoint Detection and Response (EDR)

PeweHne CraTtyc

Cisco AMP (CLLA)

Microsoft ATP (CLLA)

PaloAlto EDR (CLLA)

Fortinet FortiEDR (CLLUA)

TrendMicro Apex One (9noHuns)

Checkpoint Sandblast Agent (3pannb)




Kaspersky EDR

‘ f===-=- >@ 3aBeplueHmne npouecca

1
1
MNepenosoe : !
obHapyxKeHue !
: I
‘ e >@ YaaneHue obbeKTa

Po--- >@ KapaHTuH | BOocCTaHOBNEHMe 06beKTa

: oA § 1
.............................. aHanu3 :

. @ 3anpeT 3anycka
C6op AaHHbIX MOHUTOPUHT K : PearnposaHue I
.................................. $ |
BU3yanmnsayma Ha UHUMAOEHT !
: A
H H 1
. H I
->@ 3anyck ckpunTa | nporpammbl

loC
----- @ MU3onauyma xocta

CKaHuUpoBaHUe

............................................................................................

&

PyyHoln nouck
yrpos



Kaspersky EDR

X-0

BO3MOXXHOCTWU

PeweHne knacca EDR akcnepTHoro
YPOBHS AN o6Hapy>XeHuns,
paccnenoBaHns N pearnpoBaHns Ha
CNOXXHblE Yrpo3bl U LiesieBble aTakn Ha
YPOBHE KOHEYHbIX TOYEK
(3awmaembix YyCTPONCTB)

MpoaBuHYTbie TEXHOMOrMN 06Hapy>xeHnsa (AM-pBuXoK,
Sandbox, 1oC, IoA)

O6HoBNsieMble NpaBuiia aBBTOMaTNYECKOro AeTEKTUPOBaHNS Ha
ocHoBe MITRE

ABTOMaTN3MpPOBaHHbI 1 py4YHoi nouck yrpo3s (Threat hunting)

ABTOMaTn4veckoe n py4yHoe pearnposaHumne (Response) Ha
3awmLl,aemMblix yCTponrcTBax (M3ongaums yCTPOMCTB, OCTaHOBKA
NpoLeccoB, N3baTrne obbekTa n gp)

API pnga pearupoBaHns N3 CTOPOHHNX CUCTEM

HononHeHne NDR-peweHuin ao knacca XDR (3awmTon ypoBHS
KOHeu4HbIx Touek (EDR))

Moanep>xka Windows n Linux cuctem, Bkniovas oTe4ecTBEHHbIE
OC.

NHTerpauusa c aHTMBMPYCHbIM peLueHnem gng obmeHa
uHpopmMaumein n Kpocc-cLeHapneB.

24



3awmTa oT ueneHanpaeneHHbix atak (NTA, Sandbox, AntiAPT)

PeweHne CraTtyc

Checkpoint Sandblast (3paunb)

Cisco Sandbox (CLUA)

FireEye NX, EX, FX (CLLUA)

PaloAlto WeldFire (CLLA)

TrendMicro Deep Discovery Inspector (AnoHuns)

Fortinet FortiSandbox (CLLA)




Kaspersky Anti Targeted Attack (KATA)

() Sandbox
@ Anti-Malware Engine

@ Intrusion Detection System

() YARA

@ GOSHA engine (Cloud APK sandbox)
() KSN/KPSN

o

InobanbHasA CTaTUCTUKA Yrpo3
(Threat Intelligence)

€

obanbHaAn

CUrHaTypHbIi

aHanus penytauua
LleHTp aHanumsa
{? aTak F
MHanKaTopbl aTak MNepeposasn
necoyHmua

(MITRE Framework) g@

BHelHMe UCTOYHUKMU
loC



Kaspersky Anti Targeted Attack (KATA)

BO3MOXXHOCTWU

PeweHne knacca NTA/NDR pns
obHapy>keHus, paccnenoBaHus n
pearnpoBaHus Ha CJIOXKHbIE YTrPO3bl N
LieneBble aTakn Ha YPOBHE ceTun

Pa3nuuHble BapnaHTbl MHTErpaunm B nHppacTpykTypy (inline,
mirror)

BbicTpoe macwTabupoBaHue, noaaep KKa PasnnUHbIX CXem
pa3BepTbiBaHNS

MpoaBUHYTbie TEXHONOrMN OBHapY>XKeHUs Ha ypoBHe ceTn (AM-
nemxok, IDS Sandbox)

BcTpoO€eHHbIV MHCTPYMEHTapuin g HanNnMcaHus CBONX
cobcTBeHHbIX npaBun obHapy>xeHusa(Yara, IDS)

ABTOMaTUueckoe 1 pyyHoe pearnposaHue (Response) Ha Beb n
noyToBbix wWnto3ax (uHterpaumsa ¢ KSMG n KWTS)

Mony4yeHune no APl 06bekTOB Ha NMPOBEPKY U3 CTOPOHHUX
cucTtem

HononHeHue EDR-pewennn po knacca XDR (3awmTtoin ypoBHS
cetu (NDR))

27



Security information and event management (SIEM)

PeweHue Craryc

IBM Qradar (CLLA)

Fortinet FortiSIEM (CLLUA)

MicroFocus ArcSight ESM (CLLA)

ELK




Kaspersky Unified Monitoring and Analysis Platform (KUMA)

Kaspersky Threat

Intelligence

KES Threat Lookup

/
/
®

Kaspersky Feeds

Research
Sandbox

KATA @

Secure Mail & Web
Gateways

NMpounssoaUTENbHOCTb
300k+ EPS Ha 00Hy HOOy

Huskune cucremHble TpeboBaHus

MbKana apxuTeKTypa
CospemeHHasa MUKPOCEPBUCHAA apXumeKkmypa

NHTerpauma «M3 KOpobKu»
C peweHuamu «/labopamopuu Kacrniepcko2o» u
CMOPOHHUX MocmMasw,uKko8



Kaspersky Unified Monitoring and Analysis Platform (KUMA)

I

—(111,)-

Y >

BO3MOXXHOCTWU

KUMA SIEM - 310 ueHTpanbHbIA
9NeMeHT egnHoi nnaTdopmbl
6esonacHocTun oT «JlabopaTtopum
Kacnepckoro», koTopbiii
B3aUMOAENCTBYET KaK C peLueHUsMU
JIK, Tak n c paspaboTkamy CTOPOHHNX
NOCTaBLUUKOB.

CuTyaunoHHasi ocBEAOMIEHHOCTb M aHaNNTUKa - gawbopabl N OTYETHI
no akTyanbHomy coctosHuio VIb pnsa otcnexxusaHuns Tpenpos (C-level)
N onepaunoHHOl paboTbl MO NOUCKY aHOManuia

MoHuTOpUHr 6e3onacHOCTU - HenpepbiBHas Koppenauuns noToka
Ccob6bITUIA OT UCTOYHUKOB A9 BbigBNeHns nHunaeHtos b

PearnpoBaHue Ha NHUNAEHTbI - eAMHas KOHCO/b No3BonsieT oboraTuTb
KapTO4K/N UHLMAEHTOB AOMNONIHUTENbHON nHopmMaumen (no
WHOMKaTopam KoMnpomMeTaumn, akTuBam, Nonb3oBaTensm) n
3anycTuTb 3apgaun pearnposanHus yepes KES, EDR, ASAP u ppyrue
peleHus

MpoakTuBHBI nouck yrpo3s - 6uicTpbiii nonck ClickHouse no Bceii
cobpaHHoI UH$OopMaLUUKM C NcNoib30BaHNEM BO3MOXKHocTeln SQL-
3anpocoB Wi NPUMeHeHNe PeTPOCNeKTUBHO Koppensauumn gns
BbISIBJIEHUS NOA03PUTENbHbIX LlenoYek cobbITulA

CooTBeTcTBUE TpeboBaHusam - KUMA nveet ceptudpukatr PCTIK,
CBNAETENbCTBO O PerncTpauunm, BKJIlOUEHa B peecTp OTEYECTBEHHOro
MO n no3BonsieT BbiNonHATL TpeboBaHus 187-P 3, npukaza PCTIK
Poccun N2 239, pekomeHpauunin LIB n gpyrux HIMA.

Mopneprxka oteuectBeHHom OC (Astra Linux)
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OcHoBHble koHKypeHTbl KUMA

BeHnpop, npoaykT

IBM QRadar

ArcSight

Splunk

FortiSIEM (Accelops)

ELK stack ($/free):

Elastic, Kibana, LogStash

*Bce, kpome ELK 6a3mpytotca B CLUA, Elastic — B Hugepnangax

CocTosiHue

https://newsroom.ibm.com/War-in-Ukraine-Supporting-IBMers

BusHec B P® octaHoBneH:

*OcTaHoBneHa Texnoaaepxka (B TOM Yncrne akTyanbHble kelicbl): IBM has suspended all business in
Russia. Therefore, we must close this case now

*Ha caiite IBM PO He pocTynHa ans Bbibopa npu co3gaHum y4€Tku/pa3mMeLleHun 3akasa

OduumanbHoro npecc-pennsa Her.
®dakTnyeckm BeHaop npuocTtaHoBun paboty B P® u PB. JInuHblie kabuHeTbl nonb3oBaTteneii PO
3abnokupoBaHbl (HeT BO3MOXHOCTU cKadaTb AUCTPUOYTUBbI NN 0OGHOBNEHNS)

B ¢peBpane 2019 nonHocTbio ywén ns PO
https://habr.com/ru/post/441004/

https://www.fortinet.com/corporate/about-us /newsroom/press-releases /2022 /fortinet-announces-

suspended-operations-russia
MpekpaTtun pestenbHocTn B Poccuu. B Tom uncne npuoctaHoBneHbl NpoaaXku, noaaepka.

https://www.elastic.co/blog/elastic-stands-with-ukraine
MpekpaweHne npogax B PP (B Tom uncne ycnyr nogaepixkn)
NB: Vicnonb3oBaHune nioboro open-source B PO — puck!*
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Kaspersky Managed Detection and Response
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Kniouesbie npenmyuiecTea cepsuca no KpyriocyTouyHou ynpasnsieMon 3awmre

BbicTpbIl cCTapT NpeaoCcTaBNEeHNS
cepBuca

YBepeHHOCTb B TOM, YTO Bbl HAXOANTECH
noa NOCTO9HHON 3alWmnTon gaxe oT
CaMbIX CJIOXKHbIX YFPO3

CokpalueHmne pacxonos Ha
6e3onacHOCTb N3-3a OTCYTCTBUS
Heo6XoAUMOCTN HaHMMAaTb HOBbIX
Nb-cneunannctos
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CepBuc okasbiBaeTCcs Ha pecypcax
pacnono>eHHbix B Poccum

Bo3mo>HOCTb HanpaBnTb BHY TPEHHNE
NB-pecypcbl komnaHnu Ha pelleHue
NO-HaCTOSLEeMY BaXHbIX 3apav

Bo3mo>xHoCTb nonb3oBaTbCcA
K/TIIOYEBbIMUN NPEeNMyLLEeCTBaAMU
ueHTpa SOC, He nmesq ero BHyTpu
KOMMaHnn



Murpunpymn

MonyunTte cknpky po 40% Ha NOKYMKY

nMUeH3nn npu nepexoae Ha Kaspersky
C peLlueHnn Apyrnx BeHAopoB.

[MpepocTaBbTE aBTOPU30OBAHHOMY
napTHepy Kaspersky konuto
NINLEH3VNOHHOrO CornalleHus.

Ecnu uctek He 6onee -30- 180 pHen
Ha3ag, ToXKe NpuHocuTe

Monb3ynTech HawmMMn NPOAYKTaMu AObLUE,
€C/IN CPOK AENCTBNS CTapoun IMLEH3NN eLle
He nctek https://migration.kaspersky.ru/
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