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3M10YMbILLUNEHHUKY MOSb3YHOTCA CUTYaLMEN

Coronavirus Domains Registered Weekly
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CHECK POINT’S
PELLUEHWA MO 3AWNTE

KPUTNYECKNX MHPOPMALIMOHHbIX MHOPACTPYKTYP

CYBER DEFENSE

KoHTponb
SCADA-Tpachuka




Field Devices

KoHTponb SCADA-Tpaduka

Enterprise Zone

Level 5
Internet DMZ

Level 4

Enterprise Zone

Control Zone

Level 3
Manufacturing Zone
Level 2
Cell/Area Zone
Level 1
Cell/Area Zone
Level O

Field Devices

CheCk PO i nt [Internal Use] for Check Point employees 14
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NoaaepXkka crneunanmanpoBaHHbIX MPOTOKOMNOB
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DA & UA
IEC 60870-5-104
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B Check Point Application Control

MonHbIK nepeyeHb: https://appwiki.checkpoint.com
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[leTanbHOeE XypHanupoBaHune Tpaduka

CrepyrnnmPOBAHO

[leTanbHaa nHGopmauma

Statistics
™ p ™ D g Gateways and Servers Qf 15 High Risk Attacks @ 2 Prevented Attacks . Infected Hosts
M H I I M ple H TO B Reported these events Distinct attacks not prevented due to policy Distinct attack types oy ‘With bots
Top Source and Destination Countries Top Protections Hosts Infected with Bots
Protection Name Severity v Blade Action Logs Source Machine Name Sever... Bots
GNU Bash Remote Code Execution m— Critical € s @ Prevent 13K - 12 10132565 © Walter-Win7  mmmmmm Cr 1 Prot...
MIT Kerberos kadmind RPC Library RPCSEC_GSS Authe...  mmmmmmm Critical ‘ IPS < Detect 100 B 192.168.20.30 (=] Win7-Taylor mmm— C: 1 Prot..
Exploited doc document mm— (Critical @ Threat Emulat.. W Detect, Prevent 74 S 192.168.10.115 © Wing-Brown  mmmmmm Ci 1Prot...
o o Exploited pdf document mmm Critical @ Threat Emulat.. W Detect Prevent 24 B 192.168.52.9 © Lisa-desktop ~ mmmmmm Cr 1 Prot...
©
O ° Backdoor.Win32.Taidoor.A m— (Critical g Anti-Bot @ Detect, Prevent 19 &5 192,168.55.81 O Steven-lapt.. s Cr 1 Prot.
‘ H E‘ K P OI N I Cisco Unified Communications Manager CTL Provider... ~ mmmmmm Critical € s @ Prevent 12 B 192.168.5.18 = Hi 1 Prot..
® ® Microsoft Windows RASMAN Service Memory Corrupt... s Critical € s @ Detect, Prevent 10 10.82.92.30 mmmmc Hi 1 Prot..
S MA R I LOG & Malicious Binary.balmblj mmm— Critical @ Anti-Virus T Detect, Prevent 5 2110353.12 In 0 Prot...
MS-SQL Server Sp_replwritetovarbin Stored Procedure...  mmmmmm Critical € s ' Detect 4 1 8 Sources © 5Names mmm— C: 1Prot...
S M A R I EV E N I Microsoft Windows Remote Desktop Protocol Denial o...  mmmmmmm Critical ‘ IPS Tm Detect, Prevent 3
DNS Data Overflow m— Critical Q IPS 0 Detect 3
e PP - = -~ . .o~ - ~n M
Activity Timeline
@Critical  @High Medium @Llow @ Informational
------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------ 19K
T T T T T T T T T T T T T
Oct 16, 2018 Nov 15, 2018 Dec 15, 2018 Jan 14, 2019 Feb 13, 2019 Mar 15, 2019 Apr 14, 2019 May 14, 2019 Jun 13, 2019 Jul 13, 2019 Aug 12, 2019 Sep 11, 2019 Oct 11, 2019

CheCk PO i nt ©2020 Check Point Software Technologies Ltd. 17
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Apxutektypa Check Point AAD

SCADA:
- Logs
- Assets
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NHdopmaumna ob yctponucTae

[leTanbHaa nHpopmaums ob ycTpomncTse — TUM, NPOMU3BOAUTE b, BEPCUA NPOLLUNBKU N NpoYee

Viewing: Default J&] Check Point
i Assets View ew Type =] [+ Reset
—
I O(S Class Type Vendor Protocol Criticality Search By i
Select Class... Select Type... Select Vendor... Select Protocol... Select Criticality... 2 ‘
Q CLEARALL QUERYVIEW ADVANCED OPTIONS»
S
<@ o = L = RESULTS (516) B: : -
NAME P < MAC = CLASS ¢ TYPE = CRITICALITY 2= RISK LEVEL VENDOR % NETWORK 2 LAST SEEN 2
m} 10.1.30.3 10.1.30.3 F4:54:33:92:89:96 oT PLC ® High ® High Rockwell Automation Default 07/05/20, 14:25
m} 10.1.30.6 10.1.30.6 00:1D:9C:A1:60:4E oT PLC ® High ® High L3 Rockwell Automation Default 07/05/20, 14:25
m} 10.1.30.5 10.1.30.5 00:00:BC:03:44:C0O oT PLC ® High ® High Rockwell Automation Default 07/05/20, 14:25

Pam—
o=
o=

00:1D:9C:C0:04:9

{§} m} Chemical_plant (Active) 10.1.30.1 D, 00:1D:9C:CF:3 oT PLC ® High ® High Rockwell Automation active 07/05/20, 13:25
D:FD
00:1D:9C:C0:04:9
O Chemical_plant (Passive) 10.1.0.40, 10.1.30.1 D oT PLC ® High ® High Rockwell Automation Default 07/05/20, 15:37
m} 10.1.0.10 10.1.0.10, 10.1.30.4 E4:90:69:A7:70:0F oT PLC ® High ® High Rockwell Automation Default 07/05/20, 14:25

00:00:BC:C7:8F:0

10.1.0.41, 10.1.30.2, 1 6, 00:1D:9C:BD:A . " i
(m} Data_Transfer oT PLC ® High ® High Rockwell Automation Default 07/05/20, 15:37

0.1.30.30 9:4F, 00:1D:9C:C3:

88:9E

m} QOil-Gas 10.1.31.5 00:0E:8C:84:9C:5C oT PLC ® High Medium Siemens Default 07/05/20, 12:55
m} Suger 10.1.31.3 28:63:36:38:FE:9D oT PLC ® High Medium Siemens Default 07/05/20, 14:55
m} RO 10.1.31.1 28:63:36:26:F0:74 oT PLC ® High Medium Siemens Default 07/05/20, 15:55
(m] 10.1.31.16 10.1.31.16 08:00:06:93:8C:DA oT PLC ® High Medium Siemens Default 07/05/20, 12:55

Check Point
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NHdopmaumna ob yctponucTae

[leTanbHaa nHpopmaums ob ycTpomncTse — TUM, NPOMU3BOAUTE b, BEPCUA NPOLLUNBKU N NpoYee

jes)

Viewing: Default

RISK LEVEL: HIGH

Vulnerability

100,

Y/

50

Infection |

25

0

Accessibility Criticality

Check Point

SOFTWARE TECHNOLOGIES

Threat

Bl &hecs Dot

RISKS & VULNERABILITIES

€ RISK SCORE: 66

Vulnerability

- Chemical_plant (Passive) Risk Threat

Criticality

Accessibility

Infection

S N
16 unpatched

A No low priority unpatched CVEs
5 unsecured protacols and 3 risky category assets

No related important insights

1 Host Scan, 1 Configuration Download.

PLC

1 OT alerts performed on the asset

1 management protocols, 1 risky access types

24 zones that communicate with an external asset

1 Assets that highly connected assets talked to, 1 Open Ports, 3 Privileged Operations (Operated PLCs), 2 Data
Acquisition Write (Operated PLCs), 1 PLCs talking IT protocol insights related to source and destination assets

No OT alerts performed by the asset
1 discovery protocols, 1 risky access types
Communicating with 1 important zones and with with 8 zones that communicate with important zones

3 Privileged Operations (Operated PLCs), 2 Data Acquisition Write (Operated PLCs), 1 PLCs talking IT protocol

20



MHdopmaumna ob yCTpoOUCTBE — nepapxmyeckas Kkapra

Viewing: Default

¥ Check Point

.
admin @B

jes)

Layered Graph

Class

Select Class...

Check Point

SOFTWARE TECHNOLOGIES

Type

Select Type.

"+ Y Reset

[
Vendor Protocol Criticality Search By
Select Vendor... Select Protocol... Select Criticality... \ 2 ‘
CLEARALL QUERYVIEW ADVANCED OPTIONS» GRAPH OPTIONS»
ASSET RESULTS (516) @ m
& > & 3 & > S S S
& > > '~
v » 5 $ 3 = 5>
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OnoBelleHna Ha 6a3e noBegeHYeCcKoro aHanmsa

Viewing: Default

jes)

Insights View
Class Type Vendor Protocol
Select Class... Select Type... Select Vendor... Select Protocol...
et [EX
9 6 assets were communicating with 5 external IPs
Q 17 assets are using 4 unsecured protocols: FTP, SCHNEIDER-NETMANAGE, SMB, SNMP
1% 1 asset has 149 unpatched vulnerabilities - Windows Full Match
9 52 assets have 79 unpatched vulnerabilities - Full Match
1% Top 7 Risky Assets

5 OT-assets performed privileged OT operations on 3 PLCs/Controllers/RTUs/IEDs

9 assets are using default passwords

4 assets using IT protocols: EPM, PHYSICAL, RDP, with 10 PLCs/Controllers/RTUs/IEDs

7 assets have 26 unpatched vulnerabilities - Vendor and Model Match

1 asset managed 1 asset remotely using protocol: RDP

12 assets have multiple network interfaces

11 OT-assets performed data-acquisition write operations on 8 PLCs/Controllers/RTUs/IEDs

4 USB devices were connected to 1 asset

Check Point

SOFTWARE TECHNOLOGIES

Criticality

Select Criticality...

INSIGHTS (21)

|

CLEARALL QUERYVIEW ADVANCED OPTIONS» INSIGHTS OPTIONS»

¢ € € € € ¢ € € ¢ ¢ < < (<
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ABTOMaTH4Yeckoe aobdaBrneHne yCTPOUCTB U co3gaHmne NONUTUKN

Standard -+
«
~ Access Control
[Ag Policy
5 NAT

+ Threat Prevention

SECURITY
POLICIES

[Ag Policy
:@ Exceptions

+ HTTPS Inspection
[Ag Policy

Shared Policies

+ ) Geo Policy
(g Policy
& Gateways

Access Tools
¢ VPN Communities
) Updates
X UserCheck

ngg Application Wiki e

@ Installation History

Check Point

SOFTWARE TECHNOLOGIES

rﬁ Client Certificates &

= —
=

o«

General
Gateways

Policies

Enter Object Comment

Destination

Qe x

Source

A Changes will be applied after publish.

Hostname: 192.168.101.3
Port: 9000

Pre-shared Key: eee

020 7:43 AM

Test Connection Connected
@ Add Tag
bOK Cancel
A4
-
—— 10

a 127 (100%, Very high)

“

Q Search...

EE -+- New... ¥
Object Categories

& Network Objects

% Services

o® Applications/Categories
& VPN Communities

Ao Data Types

gL Users

W Servers

© Time Objects

R UserCheck Interactions

© Limit

19
547
7508

62




ABTOMaTH4Yeckoe aobdaBneHne yCTPOUCTB KU co3aaHmne NONUTUKNM

Standard or
Q Search...
«“
— —_— o~ —
- - : = \( o= *- New..~
~ Access Control * = *
[Ag Policy No. Name Source Destination VPN Object Categories
se= Cleanup rule * * * A
6 NAT ] - A i i & Network Objects 19
~ Threat Prevention 4 Services 547
SECURITY
POLICIES g Policy a® Applications/Categories 7508
i@ Exceptions % VPN Communities 2
+ HTTPS Inspection Ae. Data Types &2
4t Users 1
Recent Tasks [@) | X
W Servers 1
All < Q b 3 agt ﬁ loT Controllers 1
© Time Objects 3
Updating loT Layer Llear T N UserCheck Interactions 13
10% Arranging rules structure 2 Logs istang @ Limit 4
= |oT Assets 1,1\
08:38 Details
£ \ile 1 Created by: System 2%y
Updating loT Layer Clear Date created: ~ 1/20/2020 7:43 AM
o : je
@ Finished Updating loT Layer ® Expiration time: Never
4/6/2020 07:47 Details
@ Hit Count: 127 (100%, Very high)
Policy installation - Standard Clear
@ |Installation succeeded on check-point-
gateway
ing loT Layer NG I ed | admin | X 1+

Check Point

SOFTWARE TECHNOLOGIES



ABTOMaTH4Yeckoe aobdaBneHne yCTPOUCTB KU co3aaHmne NONUTUKNM

Standard +

"

3.2 Cleanup *

SECURITY
POLICIES

4 v v
(o2} w £

(=) Claaniin sz

Summary Details Logs History

Rule 6.1

& Updating loT Layer Succeeded »

Check Point

SOFTWARE TECHNOLOGIES

o(, Shared 2= X T =

Source

Any

Function=SCADA Client: Cl...

Function=Engineering Stati...

Install Policy 3 Actions »

Function=HMI: Rockwell -...

Any

OOEMm

Destination

* Any

*  Any
* Any
* Any

(& Fun

Created b!
Date crea
Expiration

Hit Count

I

[,

Meodbus Protocol - CANOpen General Reference
Medbus Protocol - diagnostic

Medbus Protocol - encapsulated interface transport
Medbus Protocol - get com event counter

Medbus Protocol - get com event log

-~ _._ __ TR TS, YT

Y
Services & Applications Action
| Accountit =
*  Any * Any (D Accept @ Detailed Log
B Accountit
¥ Any * Any € from SCADA Client: ( = N/A
*  Any % Any € from Engineering Sta == N/A
* Any * Any € from HMI: Rockwell - = N/A
chon sl Daclkuall D S A i 44818 &) Accent : Datailed log
* Al+ | Q mod| Y- #-
+ 2# Common Industrial Protocol - RMW (Read/Madify/Wri &8¢ Common Industrial Protocol - RMW (Read/Modify/V
&L dhcp-rep-localmodule Primary Category: SCADA Protocols
uop  dhcp-reg-localmodule ‘
ﬂ} The Common Industrial Protocol (CIP) is a protoco
% ftp-pasv o : :
applications. It is supported by ODVA. This protocc
<% ftp-port Modify/Write) command.
& LDAP-modify
< Nigdbus Maten By
& Bbus Protocol Application Signature

Services:
% tcp/44818

More Info

25



ABTOMaTU4eckoe fobaBneHne ycTponucTB U co3gaHune NONUTUKViEE
eck Point

SOFTWARE TECHNOLOGIES LTD.

Host Q@O X
. Fire Alarm Panel
Enter Object Comment
«
General * IDR-6A
Network Management m
NAT
Advanced
Servers 3
Security Camera
Ente Comment
“«
General
Network Managqeass
Il NaT
Advanced ; . MG_172.16.21.50_PatientMonitor_
Enter Ob "
Servers
“
Musing cearis e - Urrabcred sl e scepted and it copecs General = m ® |ntelliVue MP50
Network Management .
= #1D:31452156
NAT ’ ’
Sdhancec 1038050 000320038C:4F
Groups Servers
Philips Patient Monitor
Intellivue MPSO Windows Embedded
7031 vi2
£9-0526 OEC#
Information provided by
Groups
& AddTag @ VendorPhil.. @ Device type...
OK Cancel
0]
-

Check Point 26
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PELLUEHWA MO 3ALLANTE

KPUTUYECKUX MHPOPMALMOHHbBIX MHPPACTPYKTYP
CYBER DEFENSE




KomnoHeHTbl KU penko obHOBRAKOTCS

» 4% Siemens Global Website

ProductCERT Security Advisories

Siemens ProductCERT is the central team for respondin

s®On | Schneider

Life
gEIm:ric

all the site

Products a

Cyber security al

Latest alerts and

notifications

Archived alerts and

erts and notifications

)

notifications

Subscribe to emai

Altivar Drives

Wodfication of Drive
Parameters

See disclosure

MiCOM C264

Integer Overflow

See disclosure

M340 PLC

Buffer Overflow

See disclosure

security incidents and vulnerabilities related to Siemen> You are here: Home > Support > Cybersecurity > Vuln
solutions and services. In the following, Siemens secur]
bulletins issued by ProductCERT are listed Securi
2016 World presence ﬁ
> SSA-751155 (Last Update 2016-04-08): Denial-of-Service Vulnerabit) —
> SSA-623229 (Last Update 2016-04-08): DROWN Vulnerability in Induf CUStomer Care Centre 14/03/2016
> SSA-301706 (Last Update 2016-04-08): GNU C Library Vulnerability i{le Contact
2/03/2
> SSA-151221 (Last Update 2016-03-18): Incorrect File Permissions in 12/03/2016
> SSA-833048 (Last Update 2016-03-14): Vulnerab!lft‘{ In'SIMATIC S7-1 Cybersecurity -
> SSA-253230 (Last Update 2016-02-08): Vulnerabilities in SIMATIC S7 29/02/2016
> SSA-743465 (Last Update 2016-01-15): Cross-Site Scripting Vulnerall® News
0ZWT772 « Report an incident 17/02/2016
2015
Substitution tool 04/02/2016
> SSA-472334 (Last Update 2015-12-18): NTP Vulnerabilties in RUGG
Vi . 25/01/2016
Devices ) ) o _ .| Counterfeiting
> SSA-763427 (Last Update 2016-04-29): Vulnerability in Communic atid
modules SIMATIC CP 343-1, TIM 3V-IE, TIM 4R-IE, and CP 443-1 |* Counterfeiting 20/01/2016
> SSA-921524 (Last Update 2016-04-29): Incorrect Frame Padding in Hs pefinitions 12016
> SSA-720081 (Last Update 2015-09-01): IP Forwarding in RUGGEDC _ e
. * Report a counterfeit
Devices 1011272015
SSA-134003 (Last Update 2015-08-27): Web Vulnerability in S7-1200
Idea Submission 25/11/2015

< Check Point

SOFTWARE TECHNOLOGIES

ProClima SW

Remote Code Execution

ProClima, all versions prior to
V6.2

@

alerts

i

\&

Report a vulnerability

ABD




. e | g
BupTyanbHbIN naTwr e h ,._q——-'

bornee 350 cneqmanmmposaﬁmx IDS/IPS cuUrHaTyps

-—-.eas -
Protection ull Sever...
' Citect SCADA ODBC Overflow Attempt w10] Medium
' Rockwell RSLogix Denial of Service Vulnerability w111 Critical
WU SCADA Engine OPC Client Buffer Overflow Vulnerability w210 High
BaLU,VlTa oT yF|3B|/|MOCTe|7| CHECK POINT ‘ l Schneider Electr.ic UniteIWa).' Windows Device Driver Buffer .O?/erflow aall Cntscal :
W Siemens Tecnomatix FactoryLink Stack Overflow Vulnerability 1l Critical
n O6Hapy)KeH ne I P S U Siemens Automation License Manager Multiple Vulnerabilities .1 Critical
WU ScadaTEC SCADAPhone and ModbusTagServer Buffer Overflow «11] High

aHoMasibHOro Tpaduka

' RealWin HMI Service Buffer Overflow 2 High

WU Automated Solutions Modbus/TCP Master OPC server Modbus TCP Header 310 High
W RealWin INFOTAG/SET_CONTROL Packet Processing Buffer Overflow High
W Unauthorized Miscellaneous Request to a PLC w11 Critical
NSS Labs W Broadcast Request from an Authorized Client w11 Critical
ég NSS Labs WU IGSS SCADARMS Report Template WriteFile Command Buffer Overflow 151l Critical
f__- ngheSt Ratlng | IGSS SCADA STDREP Request Buffer Overflow ‘:], H?Qh
W lconics Genesis SCADA Freeing of Unitialized Memory Trigger w21 High
pu W Rockwell RNA Message Negative Header Length «ull Critical
; U Intellicom NetBiter Config HICP Hostname Buffer Overflow .01 Medium

W' WonderWare SuiteLink DOS Attempt
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CHECK POINT
PELLUEHWA MO 3ALLANTE

KPUTUYECKUX MHPOPMALMOHHbBIX MHPPACTPYKTYP
CYBER DEFENSE




Check Point 1570R
C

jes)

1570R Wi-Fi, LTE model T Y Tl ] e
;L i =T e

. 802.11 n/ac Wi-Fi (optional) s o _]l_— } | ! =" ee

. 1x 1GbE WAN interface L b L oo e 8 k) @0

. LED tower CONSOLE OCAN 12V oca 12;72:.:3&'

. 8x 1GbE LAN switch Namy: | = o

. 1x 1GbE DMZ interface ‘ | \

. USB-C console port L. I8 Check Point = ?

. DB9 RS232/422/485 to PLCs i 0 b4

. USB 3.0 port

. GPS connector

GPS LYE

W 00 N O O A~ W N =

10. AC to DC power adapter connection
11. Ground screw

12. DC power connector

13. Embedded LTE modem (optional) 8x1GbE portS
400 Mbps Threat Prevention Dual band 802.11ac 3X3 MIMO

Check Point
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[ocynapcTBeHHbIN peecTp cepTUdPULMpPOBaHHbIX
cpencTB 3alnTbl MHdOpMaL MK

CUCTEMA CEPTUOUKALIMU
CPE/ICTB 3ALIMTHI MTHOOPMAIUN

s 110 TPEGOBAHHAM BE3ONACHOCTH HHOOPMALIHH
= Ne POCC RU.0001.01 5400

CEPTHOUKAT COOTBETCTBM"
Ne 4209

Brecen n rocyaapc inenmniil peectp CHCTemil” @
CPEACTH 32T MdopMaLm No Tpebosanmam b7
28 sumapn 207

4

Banan: 28 sunapa 2020 .,

Jeficrnmrenes po: 28 sunapa 2025 ¢ 0 0 eb 4

Hactomumi ceprudumnar yaor \I\q\ 0@0 «Q ?@
Loy besonacuocin «Check P OM \l~ (®) \
xomnanmel Check Point Sof* OC) \I\ J 0 % -
CODTe B COOTRETCTRIK © Q \ 0 ~01,

AIVETCH MPOTPAMMNO. > e «‘e\\o \e\\o\\b b( ° AOCTYTIA
K wndopsacpm, v ¢ @, % 70 TaMNny,
peanayroumm - e A\ QQ'Q e@. e S MO0 HKPaMa,
COOTBETCTY” “S\ M B AOKYMEHTAX
« | pebop” Q O . «llpogmms  sauprru
s~ <\® ’bg\ \]\Q \I{‘ 4T3 (PCTIK Poco,
2016), \I\O\ Q\ ATHEPTOND  KAMCA  Saspem
NTMI A & g\ A K CHOTOMAM  OBMapy»ems
BTOPMCHMA. \I\ \b of CHCTeM 00Mapysenn nropaesit
YPORMS CeTH

BLNOINCHHN eQ AN, DPHBeCHI X "
AJIMIO. 501410 0 (\Q

AN (PCTIOK Pocoim, 2012) npu
Gopmynpe

Cepradmnar SOMMM TEXHMMECKOID  Jamovesns or  12,11.2019,
opopmaenmoro  no | COPTHAMKAIIMOMMBIX  MCTTMTAMMI  HeIMTaTe MOl
naboparopuedt 000 oM (arrecrar AKKPeAMT AL o1 11.042016
Ne CIM RU.0001.015H00,, M), n sxcrieprioro saxmouessm or 2512 2019, odopmacnmoro
opravore  no  ceprudmxaipie . GAY  «THHUM TIT3M CTOK  Pocowms  (arrecrar
axxpespraipin or 05.05.2016 Ne CIM RU.0001.015M00.ADD2)

Jamurens: AD «AJTTIKC-CODTw

iCheck Point
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' CUCTEMA CEPTHUOUKALINU
. CPEJACTB 3AHIATHI MTHO®OPMAIIUU
e 110 TPESOBAHHSM BE3OTNACHOCTH HHOOPMALIHHA

Ne POCC RU.0001.015H00

CEPTHDOUKAT COOTBETCTBHUSA
Ne 4208

Brecen B rocyapcraenmiii peectp CHCTEMEI CEPTHMKALIN
CPe/ICTB 3myuTH HHGOpMaLMH no Tpebosanmam besonacHocT Kudopmau
28 smpapa 2020 r.

Buiaan: 28 susaps 2020 r.
Jlefcreurenes po: 28 susapa 2025 1

Hactoaumi  ceprudusar yaoctosepsier, wro nporpammusit xommnexc [1laos
Gesonacwocrn «Check Point Security Gateway seponn R77.30w, paspaborasnsit
womnanmer Check Point Software Technologies Lid. u npowssommmsin AO «AJITIKC-
CO®T» b COOTBETCTBMH ¢ TEXMHUCCKHMM YonoBuaMH TY AJIMIO.501410.4MIIIE7730-02,
SBAAETCA  NPOrPaMMILIM - CPEACTBOM  JMUMTLL  OT  HECAMKUHMOHMPOBAHHOTO  AOCTYNA
K MNQOpMaLK, He COACPKAeH CBEACHMHA, COCTARASIOWMX POCYAAPCTBEHHYIO TaiHy,
peamayoumM QYHKUMH CHCTOMIE  OBHADYHMCHMA BTOPKCIMA M MEKCETEBOro IKpama,
cooreercisyer TpeboBanuam No Ge30nacHocTit MHGOPMALMK, YCTAHOBIBHHLIM B JOKYMEHTaX
oTpeGorarms K memceressim 3kpasam» (OCTIK Pocouw, 2016), «lpodwans saupsen
MEAXCETEBLIX Mpanos Tuna b uereeproro knacca 3auprs, UTMD.B4.113» (PCTIK Poccus,
2016), «Tpebopanma x cucTemam obmapysemus stopsenmite (OCT3K Pocoum, 2011),
allpodins saugurnl cucTem 0OHAPYREHMA BTODKEHHH YPOBHY CETH Werseproro xaacca
saupre. UT.COB.CAT3» (®CTOK Pocoun, 2012) npu BuMONHeHWH  yXasaHui
10 IKCIUTYyaTaLpm, npusegeinx 8 gopmynspe AJIMIO.501410.4911LLIE7730-02.30.

Ceprudmkar BHIAH HA OCHOBAHMM TEXHHYECKOrO 3aKmouciosn or 12.11.2019,
OPOPMAEHHOIO N0 Pe3yLTaTaMm  CEPTHOMKAIMOMMMX  MCOBITANMI  HCILITaTeNLHOM
naboparopuedt 000 «llBHw (arrecrar AKKPeAMTALIMM or 11.04.2016
Ne C3H RU.0001.015M00.5004), 1 3xcnepTHoro saxmouesus or 25.12.2019, odopmaenioro
oprasom no  ceprmpusapm DAY  «THUMM TIT3M ®OCTOK  Pocoums  (arrecrar
akxpemTaipm or 05.05.2016 Ne C3M RU.0001.015H00.A002).

Jasmurens: AQ «AJTTOKC-COD '
. 1067 v

©2020 Check Point Software Technologies Ltd.
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[ocynapcTBeHHbIN peecTp cepTUdPULMpPOBaHHbIX
cpeacTB 3aluuTbl MHOPMaLU UK

Coorsercrayer
Tpebosannam
AOKYMEHTOB:
TpeGosanms k M3,

28.01.2020 NPOrPaMMHBIA Mpohune 3awmTel ;‘?&67' ,
KOMNNeKc Wmos M3(B  verseproro DAY HAUM r. Kopones
4208 BesonacHocTn o KNacca - 3aUMTLL o0 000 «L{EU» NTan OCTIK AO «ANTIKC- Eonuweso,
: 'oint UT.M3.64.N3), Paooaas CO®T» S R
28.01.2025 curity  Gateway TpeGosanuns k COB, {1 '10A
¢ R77.30» ggad(mm 3aWMTHI (4'95) 5"‘3_31
cetm
4YeTBepToro Knacca
3AWMTHI,
UT.COB.C4.N3)

4209 28.01.2020 28.01.2025 NPOrPaMMHO- Coorsercrayer cepus 000 «LiBU» DAY «MTHAUKN AO «ANTIKC- 141067, 31.12.2023
annaparHbii Tpebosarmuam nT3aun OCTIK CODT» Mockoeckas obn.,
xkomnnexc W03 gokymerTos: Poccumn» r. Kopones, mxp-H
BGesonacHocTn TpeGosarma k M3, Bonweso,
«Check Point MNpodune  3awmTel yn. Maskoecxoro,
Security Gateway M3(A  wverseproro A. 10A, nom. VII,
sepcum R77.30» Knacca 3AWMTHI. (495) 543-3101

(1 Check Point
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UT.M3.A4.N3),
Mpodune 3awmTel
M3(1 werseproro
Knacca 3aWMTLI.
UT.M3.04.N3),
TpebGosanus x COB,
Mpodwm  3awmTel
COB(cemm

“Yerseproro Knacca

33WMNTSI.
UT.COB.C4.N3)
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PewweHna ®CTIK Poccum o nposeaeHun
cepTndukaummn Security Gateways R80.xx

DeflepasibHas C1yx0a 110 TEXHUYECKOMY H SKCIIOPTHOMY KOHTPOJIO

PELHIEHHUE

0 NPOBE/IeHUH CePTH(HHKALMH CPeICTBA 3aLUThI MH(OpMaIUH

HaumeHoBaHue cpezicTBa
3alUThI THGOPMAIIUH:
Hasnauenue CpeicTBa
3alUThl UHGOPMALIIH:
3asBUTe/B:

Azlpec  MeCTOHAXOXKIEHHs
3asBUTEII:

WcrertarensHast
naboparopust:

OpraH 110 cepTHUKaLmH:

JIOKyMeHTBI, Ha
COOTBETCTBHE KOTODBIM
TIPOBOJMTCS CepPTU(UKALIHS:

Check Point

SOFTWARE TECHNOLOGIES

Ne 6423 ot 8 urons 2020 r.

NPOrpaMMHO-armapaTHeii ~ Komruieke  «llmo3  6GesonacHocTH
«Check Point Security Gateway Bepcuu R80.XX»
A 3aUTEl  MHQOPMAIMH, He  COAep)Kaljed  CBeJeHus,

COCTaB/SIIOIME IOCYAAapCTBeHHyI0 TaiHy, B ['MC 1 Kiacca
saupareHsoctd, B ACY TIT 1 kmacca 3aliuiieHHOCTH, Ha
3HauMMbIX 00bekTax KWW 1 kareropuu, i obecriedenus
0e30aCHOCTH TIepCOHABHBIX JAHHBIX 1 YPOBHS 3aIIMIIEHHOCTH

Axnoneproe obijectBo  «AJITOKC-CODT» (AO «AJITIKC-
CODT»)

141067, MockoBckass 061, . Koposes,
y/1. MaskoBckoro, . 10A, mom. VII

000 «IIBW»,

141090, MockoBckass ofmactb, I. Koposes, MKpH. FOGumeHHEIH,
ya. JlenuHcKas, 1oM 4, TIofBaIbHOe romMerrenve 10

DAY «'HUWU I1T3U GCTOK Poccum»,
394030, . Boponex, yi1. CtyzieHueckas, oM 36

MKp-H Bomuego,

TpeboBanust 1o 6e30rmacHOCTH HHGbOPMALMH, YCTaHABTHBAIOLIHE
VPOBHH /JIOBEDHSI K CDeICTBAM TeXHHUEeCKOH 3aufuThl MH(OpMALMK
4 cpefctBaM obecreueHust 0e30MaCHOCTH  MH(OPMALMOHHBIX
TexHomoruit (PCTIK Poccum, 2018) - 1o 4 ypoBHIO JOBepHs,
TpeGopanust K MexkceTeBbIM 3kpaHaM (PCTIK Poccum, 2016),
IIpodunb 3amUTEI MEXKCETeBBIX 3KPAHOB THIA A UeTBepPTOro
knacca 3auurel.  UT.MO.A4I13 (PCTOK  Poccum, 2016),
TIpodub 3alTUTBI MEKCETeBBIX 5KPAHOB Tvma [l 4eTBepToro
kinacca 3awurel. UT.M3.I4.I13 (PCTOK Poccum, 2016),
TpeboBaHus K  CHCTeMaM OGHapy)XeHHs  BTOD)KeHMi
(PCTIK Poccum, 2011), TIpoduiIb 3aIHTBI CHCTEM 0GHAPYIKEHHS
BTOD)KEHMM  yPOBHA CEeTH  WYETBEPTOr0  K/Iacca  3alfyThL

|

DeprepanbHas cayxba 10 TeXHHUECKOMY U SKCIIOPTHOMY KOHTPOJIK0

PEIIIEHUE

0 MpoBeJieHHH cepTUQHUKALMH CPeCTBA 3aLUTHI MH(opMaLuu

Hanmenopanue cpeAcTBa
3alUThl HHOOPMALMH:
HasnaueHue CpejicTBa
3aIUThl UHPOPMAITH:
3asBUTeIIb:

AJzlpec  MeCTOHAXOXKZEeHHUsI
3asBUTEJI:

WcnbiTarenbHas
naboparopust:

OpraH 110 cepTUdUKAIIH:

JIOKyMeHTBI, Ha
COOTBETCTBHE KOTODBIM
IIPOBOJUTCS CePTHDUKALIHS:

Ne 6422 ot 8 urons 2020 r.

nporpaMMHBIH KomIuteke «IIlmo3 6esomacHoctu «Check Point
Security Gateway Bepcuu R80.XX»

UL 3auThl  MHGOpPMAlMM, He  COfepyKalled  CBeaeHus,
COCTAB/IIIOIIME TOCYJApCTBeHHy0 TaiHy, B ['MIC 1 xiacca
samumieHHoctd, B ACY TII 1 kiacca 3aujuilieHHOCTH, Ha
3sHauMMbIX oObexrax KWW 1 xareropuu, ama obecrieveHus
6e30MacHOCTH MePCOHAJBHBIX JaHHBIX 1 YDOBHS 3alUIeHHOCTH

AxipioHepHOoe o6mmectBo «AJITOKC-CODT» (AO «AJITOKC-
CODT»)

141067, MockoBckas 061, 1. Koposes,
y/1. MasikoBckoro, zi. 10A, mom. VII

000 «I1BU»,
141090, MockoBckass obmactb, T. KopomeB, MKpH. HOOuIeHHbIH,
yn. JIeHUHCKas, oM 4, IoZiBaJIbHOe roMelrenye 10

DAY «'HUUU TIT3U PCTIK Poccum»,
394030, r. Boponex, yn. CTyzeHueckast, oM 36

MKp-H DBosmueso,

TpeGoanusi 1o 6e30MacHOCTH HMH(OPMALH, yCTaHABIUBAIOLLHE
YDOBHH JIOBeDHs K CPe/ICTBAM TEXHUUECKOH 3allUThI MHGOPMAaLHH
u cpescTBaM obecreveHnst 6e30MacCHOCTH  MH(OPMAIMOHHBIX
texHonoruii (PCTOK Poccum, 2018) - mo 4 ypoBHIO [JoBepus,
TpeboBanus K MexceTeBbIM 3kpaHam (PCTOK Poccum, 2016),
Ipoduns 3alUTEI MEXCETeBBIX S5KDAHOB THIIA B UETBEPTOro
kiacca samurel. UT.M3.B4.II3 (PCTOK Poccum, 2016),
TpeboBanua K  cucremaM  OOHapy)KeHHsl  BTOD)KeHMH
(®CT3K Poccun, 2011), [Tpoduis 3amuTsl cucteM 00HAPYKeHUs
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