poBeaeHnA ayauToB Knbepo6e3onacHOCTH
aencrteyowmnx A9C

quuK: HayanbHUK oTAena HoOpMaTUBHO-TEXHUYECKOIro
BYyeHus KubepbesonacHoCTH

eB [leHuc UropeBuv



O0630p HOpMmaTUBHOM Oa3bl NO KNOepbe30nacHOCTH

TN A3C n 6esonacHocTn KUU

Bbe3onacHocTb KUU
®dedepanbHbii 3akOH om 26.07.2017 Ne 187

«O 6Ge3onacHOCTU KpUTUYECKOW WHGOPMALMOHHON WHMPACTPYKTYpbI» W
NOA3aKOHHbIE EMY aKTbl:

» [lpukaz ®CTIK om 21 Oekabpss 2017 2. Ne 235
«O6 yTBepxaoeHun TpeboBaHUM K cO3gaHM0 cucteM 6Ge3onacHoCTH
3Ha4YNMbIX OBOBLEKTOB KPUTMYECKOM WMH(OPMALMOHHOM MHMPACTPYKTYpbI
poccumnckon pegepaumm n obecnedeHunto Nx PyHKLMOHNPOBAHNSAY;

= [lpukaz PCTIK om 25 OJdekabpss 2017 Ne 239

«O6 yTBepxageHun TpeboBaHMn No obecnedyeHnto BHGesonacHOCTH
3HaYNMbIX OOBLEKTOB KPUTUYECKOW UHGOOPMaUyUOHHOU UHGhbpacmpyKkmypbl
poccutickou ghedepauyuu.

Be3sonacHoctb KBO

lMpukaz ®HCTIK Om 14 mapma 2014 e. Ne 31

«O6 yTBepxaeHun TpeboBaHMM K obecrneyeHuto 3alnTbl MHoOpMaumn B

dBTOMAaTU3NpoBaHHbIX CUCTEMax YyhpasBJieHNnA TNMpon3BO4CTBEHHBIMA

TEXHOJIOTM4eCKMMn  ripoueccamm Ha KPUTUYECKN  BaXHbIX obbekTax,
NoTeHUManNbHO ONacHbIX OObEKTax, a Takke obbekTax, npencrtaBnAarLLnNX
NOBbILLUEHHYKO OMAaCHOCTb AJ14 XU3HUN U 340POBbA nogen n ans OprH(aFOLLI,eﬁ

NPUPOAHON cpeabl»

IEC 62645:2014 «Nuclear power plants -

Instrumentation and control systems - Requirements for
security programmes for computer-based systems»

IEC 62859:2016 «Nuclear power plants -

Instrumentation and control systems - Requirements for
coordinating safety and cybersecurity »

¢ )\
NV

——a—

IAEA

International Atomic Energy Agency

IAEA Nuclear Security Series No. 17
«Computer Security at Nuclear Facilities»
(«KomnbloTepHas 6esonacHoCcTb Ha A0EepHbIX
yCTaHOBKax»)

IAEA Nuclear Security Series No. 33-T.

Computer Security of Instrumentation and Control Systems
at Nuclear Facilities. Technical Guidance



KnbepoesonacHoctb ACY TI1 A3C

KubepbesonacHoctb ACY TIl ASC - coctosiHne ACY Tl ASC, npu KOTOpoMm
PUCKU HapyLLEeHNa TEXHONOIMYECKOoro npouecca n3-3a knoeparak Ha ACY TT1
ASC MMHUMUN3NPOBAHBI.

[CTO 1.1.1.06.1186-2016 |

KubepbesonacHoctb ACY TI1

»Uenb obecneveHna kubepbesonacHoctn ACY Tl ADC - coxpaHeHue
YCTONYMBOro pyHKumoHmnposaHus ACY TI1 B YCIOBMAX BO34ENCTBUSA
pasfnn4yHOro Bmnaa yrpos, B TOM YMCIiE KOMMbIOTEPHLIX aTtak, 1, COOTBETCTBEHHO
coxpaHeHne besonacHocTn N 3OMPEKTUBHOCTM TEXHOSMOMMYECKMX MNpoLEeCcCcoB
ASC.

dPyHaamMeHTanbHble NPUHUMNbLI 0becneveHuns kmbepbesonacHocTn ACY TT1.
» BE3YCIIOBHbIU NMPUOPUTET AOEPHOMN, PAOUALUNOHOU
BE3OMACHOCTW! [170-®3, IAEA NSS 033-T ]

»OundpcpepeHumpoBaHHbIN noaxon [IEC 62645, IEC 62859, IAEA NSS 033-T,
Mpuka3el ®CTIK Poccuu Ne 13,239 |

PYHKUMOHANbHAA
be3onacHocCTb

CneunduyHbiM B KnbepobesonacHoctu ACY Tl ASC aBnseTcs:
> BepHoe uenenonaraHue npu co3gaHMm cucteMbl odbecnedveHmnsa knbepobesonacHoctn ACY TI.
> Y4yeT pUCKOB, CBA3aHHbIX C A4ePHON N paanalMOHHOMN 6e30NacHOCTLIO.



LleHTp KOMneTeHUMN No KMbepbesonacHocTn A
A3C Ha 6a3ze AO «BHHUNAIC»

»LleHTp koMneTteHumn AO «KoHuepH PocaHeproatom» no
knoepbesonacHoctu ACY T A3C
rocanerroatom  ([Mpnkas KPIA Ne 9/464-T1 ot 10.04.2017)

» OpraHnsyet Hay4HO-MeToau4yeckoe obecnevyeHrne M KOoopAuHAaLUIo
BCeX BMAoB paboT no obecneveHuto knbepodesonacHoctn ACY TI1 Ha
ADC.

> OopMUpyeT NPOMbBILLUMIEHHYIO U HAYYHO-TEXHUYECKYID MOSIUTUKY MO
knboepobesonacHoctn ACY Tl ASC.

> dopmupyet KoHuenuuio KmbepbesonacHoctn ACY Tl A3C B
obecnevyeHne a3MPPEKTUBHOCTU, HaAOEKHOCTM U  ©Be3onacHoCcTH
akcnnyaTtaumn ASC.

» OpraHu3yeT 1 NpoBOAUT SKCNEPTU3Y NPOEKTHOW MU JKCMyaTauMOHHOM
gokymeHTaumm ACY TIl A3C Ha cooTBeTcTBME TpPeboBaHUAM
KndepbesonacHoCTH.

» OpraHunsyeT n nposoauT ayauTtbl knbepbesonacHoctn ACY T ASC.

> W op. pyHKUMN 1 3agadm B cooTBeTCcTBMU C [lonoxeHnem o Ll,eHTpe
KomneTeHuun.




Ob6waa nHpopmaumsa o LLeHTpe KOMNeTeHUUN

'L
»5 cOTpyAHUKOB LieHTpa ABNATCA akcneptamu M3K
TK 45A
e o, ST L » COTPYAHUKN NPOXOAAT perynspHoe oby4vyeHue u
e ~ # noBbllueHMe KBanudMKauMM no  nporpamMmam
cornacoBaHHbIM ¢ ®CTIK Poccun.
»COTPYAHUKN Ha perynspHoOM OCHOBe Yy4YacTBYHT B

MeXOYHApPOoOHbIX KOHdepeHUMUAX U CceMUHapax
BAHO, MAIAT3 n M3K.

Jluuyen3uu POCTEXHA/L30P

MapTHepbl U coTpyaHn4yecTBo - OpraHnsosaHo Bzaumogencreme ¢ MUOU, MOPTU, THUU NT3U PCTIK
Poccuu n paspadbotunkamum cpeacTB 3anUTbl MH(poOpMaLumn
INDUSTRIAL

1| — @ CYBERSECURITY
viuce= RGP

Kaspersky®

! /\Md’TM

s
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[lepeyeHb BbINOMHAEeMbIX paboT LleHTpoM Kc

Ayaut kubepoesonacHoctu ACY Tl A3C (Bknro4aa TeCTbl HA NPOHUKHOBEHUE)

MopgenupoBaHue yrpo3s

lNMpoekTupoBaHme cucrtem obecnevyeHns knbepoesonacHoctu ACY TI1 (Bknrovas
pa3paboTky AokymeHTauuu: NMonutuk, npouenyp, pernaMmeHToB, TpedboBaHUN)

NMocTtaBKa cepTUPMLUMPOBaAHHBLIX CPeaAcTB 3aluTbl UHopMauuun.

OG6y4yeHne ¥ NnoaroToBKa NepcoHana. 6
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BBogHbIe NONMOXeHus

PykoBoACcTBO NO NpoBeAeHUI0 ayauToB
6e3onacHocTn uHcpopmauum ACY TI1.
MeToaunyeckune pekomeHgauum

3aKka3uuk — LleHTpanbHbIX annapart
AO «KoHuepH PocaHeproatom»

HoBopoHexckasa AJC 3/6 Ne4,5,6

Uionb 2019 4

KPUTEPUN:
KO"bCKaﬂ ASC 3/6 Ng 1,2,3,4 Tpe OBaHUA K npOBe,quVIe OLIeHOK
Aegaycm 2019 npoueccam, TeXHONMOrnAM KOMNbHOTEPHOIA

n nogam 6e3o0nmacHOCTH Ha

AOepPHbIX
CTaHOBKa

NNenunHrpaackaa AJC 3/6 Ne 2, 3,4,5
CeHmsibpb 2019 \

TpeboBaHMsA no o6ecnevyeHUro
KanuHuHckas ASC 3/6 Ne 1,2,3,4 6esonacHocT KUU

Okmsibpb 2019




[lpuHUMNBbI NpoBeAeHNAa ayauTa

MNMpuopurteTt apepHon, pagnauuoHHON 6e30nacHOCTMU.

He3aBucumocTb ayauTOpOB.

SAFETY
FIRST

OTBeTCTBEHHOCTb U KOHPMAEHUNANbHOCTb
ayauTOpPOB.

BecnpucTpacTHOCTbL ayAUTOPOB.

OudcepeHumnpoBaHHbIN Noaxoa K BbIOOpY
BUAOOB ayauTa.




Tunbl 1 BUOLI ayaAUTOB

[Mpoeodumcs
compyOHUKaMu, He
BHewHUMn aensarouumMucs
Paccmampueatomes ece pabomHuKkamu
unu 6onbLWUHCMBo nposepsiemoli ASC
80r1POCco8 .
KoMnnekcHbIN Mposodsimes
Paccmampusatomes ece compydHukamu ASC, npu
unu 6onbWUIHCMeo ( ) BHyTpeHHUH ycrnoeuu cobrnodeHust
nodcucmem ACY TTI1 = npuHyuna
Paccmampueaemcs o0Ha S EEsastcuMocTy
Usiu HecKosbKo \ AyaOuT lNposodsmcs 8
nodcucmem ACY TI1 LleneBon KUBEPBE30OMNACHOCTH coomeemcmeuu ¢ paHee
Paccmampugaemcsi 00uH ACY TN MnaHoBLIN OnpedeneHHoU
Uru HECKOIBKO 80IPOCO8 - g MEPLOOUMHOCTIbIO U
obbemom

B Criy4ae 8HerliaHoebIX

0CMaH0B808 8bI38aHHbIX Mposodsmes no

uHuyuamuee 30, 8 mom

OnepaTUBHbLIN

KOMITbIOMEePHbIMU

uHUudeHmMamu HennaHoBbI 4ucrie MU HapyweHUsX
HOPMarbHOU
akcrinyamayuu

aHepaobnoka ASC
NcTouHnk: PykoBoacTBO Mo npoBedeHunto ayautoB 6esonacHocTn nHpopmaumm ACY TI1. Metoguyeckme

pekomeHgaumm AO «KoHuepH PocaHeproatom»



JTanbl ayamuTa

JdTtan 1. NnaHupoBaHue padoT

>
>

>
>

dopmumpoBaHmMe rpaHuLbl NpoBeAEHNS ayauTa,

HasHauyeHne OTBETCTBEHHbIX pykoBoaunTeneu
noapasgeneHun co ctopoHbl AQC 3a obecnedeHne ycrnosum
ANs NpoBeAeHus ayamta 1 Bblaavy UCXOOHbIX OAaHHbIX;
[MogrotoBka WcnomHutenem  nporpaMmmbl  NpoBeaeHusd
ayaumTa

Pa3paboTka OnNpOCHbIX NIMCTOB

CornacoBaHune ¢ 3akasymMkom nporpamMmbl ayauTa.

Jtan 2. [logroTtoBKa K ayauTty

>

COop 1 aHann3 NCXoaHbIX JaHHbIX

Jtan 3. [NpoBeaeHne ayauTa

>
>

>
>

AHanus OP[;

[MpoBepka peanu3oBaHHbIX MeEpP 3aluTbl HA COOTBETCTBUE
TpeboBaHNAM HOPMATUBHbIX JOKYMEHTOB;

AHanus pesynbraTtoB aHKETUPOBAHUSA U MHTEPBLIOMPOBAHUS;
[MpoBeaeHne NHTEPBbLIO C NEPCOHAroM;

Jdtan 4. DopmMmmpoBaHMe oTyeTa

>
>

dopmmpoBaHMe aHaNNTUYECKOro OTHETA;
Ob6cyxaeHne OCHOBHbIX MOMOXEHNN oT4yeTa ¢ 3aKazymKoM;

OpneHTUPOBOYHLIE
CPOKU npoBeaeHUsA

ayauTa

2 Mecsiua

1 Mecsiy,

4 mecsua

(14 pHen Ha
kaxxgon A3C)

2 Mecsiua

Od)HuHaﬂthlﬁ OpraHusaumorHans paboTta —— HoopauHatop rpynnel
sanpoc MoAroToBUTENEHOR Dbasarenscraa
coBellaHue MPMHUMEIOLLEH CTOPOHSI
2-3 mecAua . / KoopauHatop rpynnsl
A OLIEHKH { PYKOBOAMTENL FPYANLl
®Popmupoesarne MpodmuAabHbIE IKCNEPTHI
rpynnbl CoBellaHWe rpynnel nepes
Hauanom oLeHKM
0y
CHop foKyMEHTaLNK
Chop uHdopmaLuu (3aKoHOAETENLCTED, NPaBMAE,
HOPMbI, YCTaHOBKE)
N )
(" Crpatervs
Pa3paboTka cTpyKTYpbI OUEHMBAEMbIE CUCTEMbI
OLEHKN MpepsapuTensHuii Habop
\ BONPOCOB
L A
—_————
5-14 pHe# n 0630p AOKYMEHTALLMK
0OBEOeHHne
OueHka S posen Cofecenosanmn
YCTaHOBKKW PacCMOTPEHHA MNpamble HabnwoaeHua
R —
MpoeKT oTueTa Paboumit npoekT otyeta
~ | 3akniounTensHoe MpesexHTaumns pyKosoauTens rpynnbl
Cd
?gseouegl:#go““oe PeKoMEHAaLNN, NPELNDHEHHR,
B revenmne 1 nnm ——————————/ Hajnemallan npaxTuka
2 mecAues nocne Y OdmumansHan 0TNpaBKa NPOeKTa
oT4eTa NpUHUMEIoWEH cTopoHe
3ARNOUMTENEHOTD = g_?qoe?a“ Carelate s OdmupnansHbie
MHOPMELMOHHOO 3ameuanHuA/sonpocel
COBELAHNA L J np JUEN CTOPOHBI
o OTnpaska NPMHAMAIOWER
B Teuerme 1 unm WToroBblit OTYET U cropoHe
2 MECAUEE nocne « | KOOpAWHALMA P ——
paccmaTperna | nocneayiowix Meﬂﬂnpunmﬁ co cr'q: oL:ul
MPUHUMEIOLLEH CTOPOHO MEPONPHATHH panp P
\_ MATATS (ecam tpebyetca)

PHC. 1. Dmanwt u cpoku oyenxu. Cpoku Mozym ObImb CKOPPEKMUPOBAHb] € COOMEEMCMEUU
€ UMENUUMIUCA PECYPCAMU U BPEMEHHBIMU OZPAHUMEHUAMY.

Uctounuk: |IAEA-TDL-006



Paboyasn nporpamma ayauTa

\l THO HOE 0DIIECTE
«Bceepoccuiickuii Hay CCITEIOBATENLCKHE HHCTHTY'T
0 3KCIMYATAIIHH ATOMHEIX 3IEKTPOCTAHIHID
(AO «.BHHHADC»)

POC3HEPIOATOM

BHUUNASC

LeHTp KOMNETEHUMA NO
kubepbeszonacHOCTH

s
G

HNEHTP KOMIOETEHIHIA AO « KOHIIEPH POCOHEPTOATOM»
MO KHBEPBEZOMMACHOCTH ACY TII A3C

Y¥TBEPKJIAK

JaMecTHTENE FEHEPANLEHOTO JHPEKTOPE —
JHPEKTOP 00 NPOHIB0ACTEY H IKCIUTYATallHi
A3C AQ «Konuepu Pocaneproarom»

A A JlemenTnes
2019

MNPOTPAMMA
ayanTa kabepbezonacnocTn ACY TII
Punnana AQ «Konuepn Poconeproarom» «/lenunrpanckas AJC»

HanmeHoBaHHE 00BEKTA, HOJIEKANIET0 NIPOBEPKE:
ACY TII sneprodaoxor Ne2, 3, 4, 5

CocTaB paspenoB [porpammbl ayauTta

1. OCHOBHbIE NOSIOXEeHUA

1.1 OcHoBaHue ona ayauTa.

1.2 3aka3uyuk ayauTa.

1.3 UcnonHuTtenb padboT no ayaury.

1.4 ObGecneyeHue paboT no ayauTy.

1.5 Uenu ayaura.

1.6 Cpoku npoBegeHust ayauTa.

1.7 MnaH paboTbl KOMUCCUMN.

1.8 NMpumepHoe pacnucaHue paboyero AOHA
KOMMCCUMN.

1.9 CocTtaB, ponu 1 (pyHKLUUN KOMUCCUMN.
2 O6vbem ayauTa.

2.1 ObnacTtb ayauTa.

2.2 OCHOBHbI€ BOMNMpPOCbI ayauTa.
lNMpunoxeHus:

» [lepeyeHb UCXOAHBLIX AAHHbIX.

» Yek-nuctbl ayauTa.



[MpmepHbIN COCTaB KOMUCCUU OpraHu3aLuu
npoBoasdLwlen ayguT

I
n/n

PykoBoauTenb KoMmmccum Ob6uwee pykoBOOCTBO MPOLLECCOM ayauTa.
KoHTponb BbINOMHEHWE NlaHa ayauTa.

728 3amecTuTenb pykoBoauTtena PaspaboTka nnaHa ayauTta n doopMmpoBaHne OHEBHbIX NporpamMmm ayamTa Ha nnowagke AC.

KOMuUccuu KoHTponb BbINOMHEHNS paboT.
KoopanHauus pabot Komunccumn.

<f " TexHU4YeCcKnmn akcnepTt BegeHne getanbHbIX 3anucen no ayguTy.

AHann3 TeXHNYEeCKNX 3anuncok;

[MogrotoBka aHaNUTUYECKOro OTYeTa No ayauTy.

Pa3paboTka onpoOCHbIX JINCTOB.

2B YrieH KoMuccum BegeHve pgetanbHbIX 3anucen no ayauTy.
[MogrotoBka aHaNUTUYECKOro OTYETa NO ayauTy.
[MpoBeneHne aHanmsa NCXOAHbIX AAHHbIX;
[MpoBeneHne nHTepBblonpoBaHma nepcoHana AC;
[MpoBeageHne ocmoTpa obbeKTa.

YneH Kkomuccum BegeHve pgetanbHbIX 3anucen no ayguTy.
[MoarotoBka aHaNMTUYECKOro OTYeTa No ayauTy.
[MpoBeneHne aHann3a NCXo4HbIX OaHHLIX;
[MpoBeneHne nHTepBblonpoBaHma nepcoHana AC;
[MpoBeaeHne ocmoTpa obbeKTa.




UcxoaHble gaHHble And npoBeAeHUda ayauTa

OpraHun3aunoHHas CTPpyKTypa

OT4yeT N0 0OOCHOBAHUIO 6€30MacHOCTMU.

TexHn4yeckue ycnoBus /TexHn4yeckme sagaHus Ha NOACUCTEMbI
n komnnekcobl ACY TI1.

> JKcnnyatauuMoHHass AOOKYMEeHTauua Ha MNOoACUCTEMbl M
komnnekcbl ACY TIN.

OpraHusaunoHHo-pacnopssauTenbHaas  OOKyMeHTauus Ha
cuctemy 3awmntbl ACY TI ASC.

Mopenu yrpo3 nogcuctem u komnnekcos ACY TI1.
JKcnnyaTtauuoHHasa AOKYMeHTauua Ha cpeaAcTBa 3aliUThbl.
Pe3yneraThl paHee NnpoBeAeHHbLIX ayaAUTOB.

BuptyanbHble  ob6pas3bl KomnoHeHtToB ACY TN n
KOH(UrypauumoHHble pannbl cpeacTB 3aliUThbl.

YV V VY

A\

V VYV



OpzaHu3ayUOHHas cmpykmypa

PaccmaTpuBaembie BOMNPOCHI

AQMWHUCTPATUBHLIA YPOBEHb
(Mpukas ®CTIK Poceun Ne235)

N

N

CucrteMHbin ypoBeHb (Mpukas
®CTI3K Poccuu Ne239)

TpeboBaHus K cunam
Keanuguxauus

Monumurka (Uenu u 3a0a4u obecneyeHus

bea3onackocmu)
HOKVHEHTau"H [naHsl Meponpusmut
[pasuna GesonacKol pabome
[pedomapatyerue HCL, HapyLweHUs LERnoCMHOCTU,
docmynHocmu, KOHGUABHYUATBHOCMU
TpeGOBaH“H K CpeacTeam HedonyweHue eozdelicmeus Ha TC

BoccmaHoaneHue yHKLLOHUPOBAHUS

YemawoaneHue mpeboearul
Paspafiomka mep
BHedpeHue mMep

TpeboBaHusa Ha atanax XL
ObecneyeHue besonacHocmu 8 xode
JKCnnyamatiuu

ObecneyeHue GesonacHocmu fpu ebleode U3
akcnnyamauuu

HdeHmucbuxayua u aymesmucbukayun

Ynpaenexue docmynom
TPEGOBaHHH K MepaM 3alluThbl OzpaHuYeHue npoapammHoU cpeds!

3alyuma MaLLUHHLIX Hocumened

Aydum u dp

NpoBepka oowen OPA no
knbepobesonacHoctu ACY Tl

MpoBepka ypoBHA KBanudukauum
nepcoHana

MpoBepka roTOBHOCTU NMepcoHana
K pearmpoBaHuI0O Ha UHUUOEHTbI

NMpoBepka peanusauumn mep
3alMnThbI

OueHka peanusaunn COKB ACY
™

OL|EHKA TOrO,
KAK HA CAMOM

OENE




[MpoBepka peanusauuu mep (MpuMep OrMpPOCHOro fn1ucTa

<
10

HawnmeHoBaHue rpynnbl Mep

2

I. MoeHTndoukaumns m
ayTeHTMdukaumsa (MAD)

I. MoeHTndoumkaumns m
ayTeHTMdukaumsa (MAD)

I. MoeHTndoukaumns m
ayTeHTMdukaumsa (MAD)

|. MoeHTndomkaumns m
ayteHTudukauns (MAD)

I. MoeHTndoumkaumns m
ayTeHTMdukaumsa (MAD)

|. MoeHTndumkaumns m
ayteHTudukauns (MAD)

I. MoeHTndoumkaumns m
ayTeHTMdukaumsa (MAD)

|. MoeHTndoumkaumns m
ayteHTudukauns (MAD)

E II. YnpaBnenue goctynom (YT1[)
II. YnpasneHue goctynom (YI14)
II. YnpasneHue goctynom (YI14)

HanmeHoBaHWe Mepbl B rpyrnne

3
PaspaboTka nonnTtukn ngeHtudmnkaumm mn
ayTeHTuunkaumm
NoeHTndpukaumnsa v ayteHTuukaums
nosib3oBaTesnien  UHULMNMPYEMbIX MU MPOLECCOB
MpoeHTudukaumsa n ayteHTudukaumnsa yCTpomucTs

YnpasneHue ngeHtuukatopamm
YnpasneHve cpeactesamu ayTeHTUdukaumm

MoeHTudukaums n ayTeHTUuduKaums BHELLHNX
norb3oBaTenemn
[1ByCTOpPOHHSAS ayTeHTumkauuns

3awmTa ayTeHTUdUKaLUMOHHON HopMauumn npu
nepegaye

PaspaboTka nonutukn ynpasneHns 4OCTYNoM
YnpaBrieHne y4eTHbIMM 3annucamu rnosib3oBaTenem
Peanusauns nonutuk ynpaeneHus JOCTYNom

Bec mepbl
B rpynne

100

30

19

10

10

22

100
11
12

4

OueHuMBaeTcs1 YypoOBeHb peanu3auuu
3alMTHLIX Mep B npoBepseMbIX
noacucrtemax ACY TIM. Ona oueHKu
YPOBHA peanu3aumm 3alWUTHbIX Mep

cchopmMupoBaH Habop MeTpUK Ha
OCHOBE nMNepeyHA 3aWUTHbIX Mep,
npuBeaeHHbIX B HOPMaTUBHbIX

nokymeHtax PCTIK Poccun. B cBomwo
oyepeab Mepbl CrpynnupoBaHbl Mo
KaTteropusm B COOTBEeTCTBUU c
HanpaBfieHHOCTbIO 3alUTHBLIX Mep.

Kaxxgon mepe B rpynne npucBavBaeTcs
BeC Mo NO 3HAaYMMOCTU ANSA 3aLUTDI.



UHCTpyMeHTanbHbIN KOHTPOMb 3alULLeHHOC
OCHOBHbIE NMONOXEeHUS

UHCTpyMeHTanbHbIN ayaAuUT He AO0MKEeH OKa3biBaTb OTpULATEeNbHOro BAMAHUA Ha
TEeXHOJIOrM4YeCcKuu npouecc.

UHCTpyMeHTanbHbIU ayanT AOIMKeH npoBoautbcs Tonbko B MNP wnu B nepunoa
BHeNMaHOBbIX OCTAaHOBOB.

CpeacTBa MHCTPYMEHTaNbLHOro ayauTta AO0MKHbI ObITb cepTUPULUMPOBaHHbLIMM.

3anpeLyaeTca NpMMeHeHMe cpeacTB MHCTPYMEHTaNbHOro ayamta B ynpaBnsoWwmux
cucrtemax 6e3onacHoOCTM.

PekomeHAayeTca opraHnsauusa TeCToBbIX cpe B AOCTAaTOYHON Mepe NMOBTOPAIOLMX
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BmMmecTo pe3ynsratoB ayauta — nepevyeHb U3BEeCTHbLD
KOMNbIOTEPHbIX MHUNOAeHTOB Ha OUAD

Mecsiu/lTon HaunmeHoBaHue o6bLeKTa CrtpaHa OnucaHue Tun nHUMOeHTa
UioHB 2010 3aBoa no oboralleHuo ypaHg_B HeTteHse (Natanz VpaH Bupyc Stuxnet, npegHasHayYyeHHbIN ons HaMepeHHbIit
Nuclear Facility) YHUYTOXEHNS LEHTPUQYT
Anpent 2011 HaunoHanbHas na(_SopaTopmsl Ok-Pnpx (Oak Ridge CLUA Kpaxka gaHHbIX C MOMOLL IO uer_leH_anpaBneHHoro HaMepeHHbIiA
National Laboratory) douwmnHra (spear-phishing)
CeHTA6pL 2011 Areva dpaHuus CeTteBble aTaku (CeTeBOE MPOHNKHOBEHNE) HenssecTHO
OKT6pL 2011 3aBog no oboralleHmnto ypaHg_B HeTeHse (Natanz VpaH Bupyc Duqu, ncnonb3yembin ans npoBeaeHus HamepeHHBI
Nuclear Facility) LUNMOHaxa
Maii 2012 3aBog no oboralleHmnto ypaHg_B HeTteHse (Natanz VpaH Bupyc Flame, ncnonb3yembin ons npoBeaeHus HamepeHHBI
Nuclear Facility) LUNMOHaxa
Hosi6pb 2012 A3C CackyaxaHHa (Susquehanna Nuclear Power CLUA TexHUIECKUN CEOb CnyyanHbin/ )
Plant) HeyMbILLINEHHbIN
AuBapb 2014 ASC MoHasto (Monju Nuclear Power Plant) AnoHnsa [My6nukauna (pasrnawleHune, ytevka) AaHHbIX HewnssecTHO
Hekabpb 2014 KHNP (Korea Hydro and Nuclear Power Company) FOxHas Kpasa v nybnukauus (pasrnauienue, yreua) HamepeHHbIn
Kopesi OaHHbIX
®espans 2015 SANOHCKMI LEHTP KOHTPOIS AAEPHbIX MaTepnarnos ANOHMUS AnepHbin 06‘bevKT MCMOnb30BArCA B KadecTse Henseooh
(Japanese Nuclear Material Control Center) NPOMEXYTOYHON TOYKM B KOMIMbIOTEPHOW aTake
CoTpyaHuK NbiTancs 3apasntb
®espan 2016 NRC (Nuclear Regulatory Commission/U.S. CLUA npaBUTENbCTBEHHbIE KOMMNbLIOTEPHLI BUPYCaMMU, HamepeHHbI
Department of Energy) LerieHanpaBieHHO pacnpocTpaHsieMbIMn
Nno 3N1IEKTPOHHOM noyTe (spear-phishing emails)
Anpenb 2016 ASC l'yHgpemmuHreH (Gundremmingen Nuclear FepMaus [1Ba BMpyca NpoHWKNN B CMCTEMY MOHUTOPUHIa Hen3BecTHO
Power Plant) TONNUBHbIX cTepxxHen (TBAJ1oB) cTaHUuu
YHuBepcuteT Tosama, ViccnegosaTenbCKUn LEHTP KD&Ka AAHHBIX C HOMOLLLIO LIENEHANDABIEHHOM
MNioHb 2016 no uccnegosaHuo n3oTtonos Bogopoaa (University of|  AnoHus P A tisfo P HamepeHHbIn

Toyama, Hydrogen Isotope Research Center)

dommHra (spear-phishing)

NctouHnk: MY 1.1.4.01.1541-2018 AO «KoHuepH PocaHeproatom»
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