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KnbepnpecTynHmKK
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= CoumanbHaa NHXeHepuA
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| @ source="traffic log' AND dayOfWeek=2 Vd 0| Q @ pfo6aeutk npaeuno € Ao6aeuTs ycnoeme

Bpemn Y3en WcTou... UmAa nonb3o... Mpaeuno HeicTBHe Mpu... Mpor... 30Ha HUCTOM... IP NCTOYHMKA MopT... 30Ha Ha3Ha... IP Ha3Haue... MopT... NAT agpec ... NAT ... NAT apgpec ... NAT ... B
17:08:29 utmcor... E,;; XypHan - Unknown Allow all (] PazpelmTs TCP L) External @ 192.168.95.55 57036 £ Trusted © 192.168.... 80 0 0 6
17:08:29 utmeor...  [zL XypHan - Unknown Allow all @ Paspewnts TCP L3 External ® 192.168.95.55 57042 L Trusted @ 192.168.... 80 0 0 6
17:08:28 utmcor... E:l_ XypHan - Unknown To Logan < DNAT TCP L3 External @ 192.168.95.245 56132 Ld Unknown ® 192.168.... 8010 192.168.95.2... 56132 192.168.2.101 8010 6
17:08:24 utmcor... E}':; XKypHan - Unknown Allow all (] PaspeluuTs TCP L External @ 192.168.95.55 57040 £ Trusted @ 192.168.... 80 0 0 6l
17:08:23 utmcor... E:L XypHan - Unknown Allow all o PaspelwmTb TCP L External ® 192.168.95.55 57034 £ Trusted © 192.168.... 80 0 0 6
17:08:16 utmcor... Er:L XKypHan - Unknown Allow all (V) PaspelwmTs TCP LJ External @ 192.168.95.116 60077 L Trusted © 192.168.... 7680 0 0 5
17:08:16 utmcor... E,;; XypHan - Unknown Allow all o PaspelmTs TCP L External @ 192.168.95.55 57032 £ Trusted © 192.168.... 80 0 0 6
17:08:14 utmeor...  [=L XypHan - Unknown Allow all @ Paspewnts TCP L3 External @ 192.168.95.129 62676 £ Trusted ©® 192.168.... 7680 0 0 5
17:08:14 utmcor... E}:L XypHan - Unknown Allow all o PaspelmTs TCP L External @ 192.168.95.55 57036 L Trusted ® 192.168.... 80 0 0 6l
17:08:07 utmcor... E:E XKypHan - Unknown Allow all Q PaspelumTs TCP E, External ® 192.168.95.55 57034 ,E, Trusted © 192.168.... 80 0 0 6
17:08:07 utmcor... E,}; XKypHan - Unknown Allow all (] PazpelumTs TCP LJ External ® 192.168.95.55 57030 L Trusted © 192.168.... 80 0 0 6
17:08:07 utmcor... E}:L XypHan - Unknown Allow all o PaspelwmTs TCP LJ External ® 192.168.95.55 57028 L Trusted ® 192.168.... 80 0 0 6
17:08:00 utmcor... E‘T:E XypHan - Unknown Allow all (] PaspewmTs TCP L3 External @ 192.168.95.55 57032 L Trusted ® 192.168.... 80 0 0 6l
17:08:00 utmeor...  [=L XypHan - Unknown Allow all @ Pazpewnts TCP L3 External @ 192.168.95.55 57026 £ Trusted @ 192.168.... 80 0 0 6
17:07:54 utmcor... E}:L XKypHan - Unknown To Logan < DNAT TCP LJ External © 192.168.95.245 56128 L£d Unknown © 192.168.... 8010 192.168.95.2... 56128 192.168.2.101 8010 6
17:07:54 utmcor... E‘T:E XKypHan - Unknown To Logan < DNAT TCP L3 External @ 192.168.95.245 56127 L3 Unknown ® 192.168.... 8010 192.168.95.2... 56127 192.168.2.101 8010 [
17:07:53 utmcor... E,;; XypHan - Unknown Allow all (] PazpelmTs TCP L) External @ 192.168.95.55 57024 £ Trusted © 192.168.... 80 0 0 6
17:07:52 utmeor...  [zL XypHan - Unknown Allow all @ Paspewnts TCP L3 External @ 192.168.95.55 57030 £ Trusted ® 192.168.... 80 0 0 6l
17:07:51 utmcor... E:l_ XKypHan - Unknown Allow all o PaspelumTs TCP L3 External © 192.168.95.55 57028 L Trusted © 192.168.... 80 0 0 6
17:07:45 utmcor... E}':; XKypHan - Unknown Allow all (] PaspeluuTs TCP L External @ 192.168.95.55 57026 £ Trusted @ 192.168.... 80 0 0 6l
17:07:44 utmcor-... Er:L XypHan - Unknown Allow all o PaspelwmTb TCP L External @ 192.168.95.55 57018 L Trusted ® 192.168.... 80 0 0 6l
17:07:38 utmcor... Er:L XKypHan - Unknown Allow all o PaspelmTs TCP L3 External ® 192.168.95.55 57016 L Trusted © 192.168.... 80 0 0 6
17:07:37 utmcor... E,;; XypHan - Unknown Allow all o PaspelmTs TCP L External @ 192.168.95.55 57024 £ Trusted © 192.168.... 80 0 0 6
17:07:37 utmeor...  [=L XypHan - Unknown Allow all @ Paspewnts TCP L3 External @ 192.168.95.55 57022 £ Trusted ©® 192.168.... 80 0 0 6l
17:07:37 utmcor... E}:L XKypHan - Unknown Allow all o PaspelmTs TCP LJ External ® 192.168.95.55 57020 L Trusted © 192.168.... 80 0 0 6

Crpanmua 1 n3 5104 ) )) C
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CBOICTBa YCNIOBUA NPaBwU/ia aHaNUTHKH Q

HazgaHwe: Mimikatz

Onucanwe:

OrpaHnu1TL BPEMS BbiMOHEHNS
YCNOBMA:

BpemMs BbINOMHEHWSA YCNOBUS,
(cek):

3anpoc dunbTpa: @ source = 'wmi log' AND (data ~ 'mimikatz' OR data ~ 't s 0

IpynnupoBaTtb Mo: | action

address

application
applicationCategory
applicationTechnology
applicationThreat
bytesRecv

bytesSent

MoBTOpeHwiA WwabnoHa: 1 =

[comr | _omens

Haitu:

Display a menu
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| AvarHoctvka u MonuTopuHr | TwkeTsl | Hacrpoliku | [omouwp | mmm Pycckwii » | Admin «

01 Mapt 2021 r. 00:00 — 25 Mai1 2021 r. 23:59 ~ ID: Bce ~ Mpasuna: Bce ¥ Craryc: Bce ~ Mpuopurer: Bce ~ Ewé ~ Q PaclumpeHHbI CoxpaHuTb Kak
¥Y3en Bpems ID Bpemsa nepeoro co... Bpems nocnepgHero... Mpasuno KaTeropus Cratyc Mpuopurer ¥ | AAMHHMW... Monb308.... CurHaTtypsl
loganalyzer@ugutm 15:36:58 SEC-20 15:16:19 15:19:48 Download Mimikatz by Certutil.exe Security Active (V) HopManbHb| CopTpoBaTb Mo BO3pacTaHWo fer
loganalyzer@ugutm 15:36:36 SEC-19 15:24:35 15:24:35 Mimikatz Use (credentials access) Security Active © HopManbHbl CopTupoBaTe No yBbIBaHUIO  for
loganalyzer@ugutm 15:36:36 SEC-18 15:21:10 15:21:10 Mimikatz Use (credentials access) Security Active © HopmManbHbl [ CTon6us p ler
loganalyzer@ugutm 15:36:36 SEC-17 15:21:10 15:21:10 Mimikatz Use (credentials access) Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-16 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active 9 HopManbHbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-15 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active © Hopmanbhbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-14 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active 9 HopManbHbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-13 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active () HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-12 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active o Hopmanbhbidi  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-11 15:20:35 15:20:35 Mimikatz Use (credentials access) Security Active © Hopmanbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-10 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-9 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active 9 HopManbHbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-8 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active © HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-7 15:20:34 15:20:34 Mimikatz Use (credentials access) Security Active 9 HopManbHbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:36 SEC-6 15:19:48 15:19:48 Mimikatz Use (credentials access) Security Active 9 HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-5 15:05:51 15:16:09 Possible RDP Brute Force Security Active () Hopmanbhbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-4 15:05:43 15:06:07 Possible RDP Brute Force Security Active © HopmanbHbii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-3 15:05:35 15:06:06 Possible RDP Brute Force Security Active 9 HopManbhbiii  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-2 15:05:19 15:06:05 Possible RDP Brute Force Security Active 9 Hopmanbhbid  Administr... Unknown Her
loganalyzer@ugutm 15:36:11 SEC-1 15:00:45 15:02:06 Possible RDP Brute Force Security Active © Hopmanbhbiii  Administr... Unknown Her




CpabaTtbiBaHve Cratyc . TukeTsl
Y3en: logan_core@stiothhesese
SEC-15 v Bpemsi: 15:36:36 MokasaTtb Cratyc: Active MNpuoputeT: €@ HopManbHb! El Ao6aBnTb B TMKET
Bpems: 15:20:35
Bpemna Bpems n... Bpems n... Y3en WUcTom... Bax<Ho... KoMnoHeHT Tun cobbiTns WUmsa n CeHcop: Win10 Mpw... Mpor... HTTP
:20: \ Inkn I
15:20:35 logan_. o KypHan Unkno CuBTaMK: Sysmon
®daiin xypHana nora: Microsoft-Windows-Sysmon/Operational
YpoBeHb nora: @ Information

WCTOUHMK XypHana cobbiThid:  Microsoft-Windows-Sysmon

Kateropus nora: 2

KaTeropus 3agaum: File creation time changed (rule: FileCreateTime)

MmMs koMnbloTepa: MSEDGEWIN10.usergate.demo

Koa cobbitua nora: 2

MoeHtndukatop cobbitus 2

nora:

Tun cobbitua nora: 3

Crpoka BCTaBku: T1099,2021-05-25 12:20:35.079,{43199d79-9603-60ac-8800-

000000001200%},2388,C:\Windows\Explorer.EXE,C:\Users\Administrato
r\mimikatz_trunk\x64\mimikatz.exe,2021-05-18 14:08:42.000,2021-
05-25 12:20:35.051

[AaHHble: File creation time changed:
RuleName: T1099
UtcTime: 2021-05-25 12:20:35.079
ProcessGuid: {43199d79-9603-60ac-8800-000000001200}
Processld: 2388
Image: C:\Windows\Explorer.EXE
TargetFilename:
C:\Users\Administrator\mimikatz_trunk\x64\mimikatz.exe
CreationUtcTime: 2021-05-18 14:08:42.000
PreviousCreationUtcTime: 2021-05-25 12:20:35.051
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BKAIOYEHO: vl

HaseaHue: Test rule

Onucanue:

[evictsue: Otnpasutb email v

MpynnupoBaTh Noxoxwue cpabaTbiBaHKA:  3a Nepuop, BpeMeHU v
Mepwog rpynnnpoBKu (cex.): 61 =

KonuuecTBo cpabaTbiBaHuit:

3anucbiBaTh B XypHan npaBu: v

Cavom ] omwens

Haitu:

Dienlav a manti
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Dashboard | Logs and reports | Analytics | Diagnostics and manitoring |

WHumpeHTol | 13

| Settings | Help » | 8 English » | tester »

Incidents reate incident

F Edit ] Comment 2 Assign A Workflow ~ & Generate report ~

— Details — People -

Type:  Incident Status: Assignee: Administrator

Priority: € Normal Resolution: Unresolved Reporter: Administrator

Rule:  Undefined Schema:  Incident Last update by: Administrator

Watchers: tester
. ipti
-~ Dates
Created: Sep 24, 17:39:19
— a Triggered alerts (8) 'Y Updated: 16:58:41
Anytime - ID: All = Rules: All = Priority: All ~ More « Q Advanced Save as Favorite filters Edit Show details Remove from incident Add to incident Show Exp . (0)

Node Time D First event time Last event time Rule Trigge... | Priority User Signatures i upload file I Delete

loganalyz...  Sep2l,17:29:48 SEC-..  Sep13,22:12:50 Sep 14, 00:13:06 1l Possible VPN compromize Security Unknown — None

loganalyz... Sep 21,17:29:48 SEC-... Sep 2,19:30:28 Sep 2, 19:31:05 [ Possible VPN compromize Security Unknown

loganalyz... Jul 12, 16:07.29 SEC-... Jul 11, 01:15:57 Jul1l, 23:23:37 11 failed/failedisuccessful Security Bulavsk...

loganalyz... Jul 12, 16:07:29 SEC-... Jul 10, 15:23:36 Jul 11, 00:56:32 {1 failed/failedisuccessful Security Bulavsk...

loganalyz... Jul 12, 16:07:29 SEC-... Jul 10, 10:21:41 Jul 10, 15:00:30 [1 failed/failedisuccessful Security Bulavsk...

loganalyz... Jul 12, 16:07:29 SEC-... Jul 9, 16:59:48 Jul 8, 17:00:22 {1 failed/failedisuccessful Security esafelin...

loganalyz... Jul 12, 16:07:29 SEC-... Jul 8, 18:03:10 Jul 8, 18:10:41 [1 failed/failedisuccessful Security esafelin...

loganalyz... Jul 12, 16:07:29 SEC-... Jul 8, 18:05:37 Jul 8, 18:08:20 {1 failed/failedisuccessful Security esafelin...

Page 1 of1 c
— % Logs (0)
— & Activity (1)
cammens
Administrator added a comment - 16:58:41 (Updated: 16:58:41)
Test comment T
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Hawbopn

Aawbéopn |

21

Top 10 analytics rules Fopg Mecay Henens | [ewe | Ceifwac | 2 # x| [Last 10 triggered alerts fon | Mecay  Henena  Oeds | Celiuac | 2 4
Bpema + ID Mpaesuno Craryc ‘ MpuopuTer | AQMHHH...
check wmi 14:15:28 SEC-297.. [ WMI-cert..  Active © Hopma... Anna
GEOip 14:15:28 SEC-297.. [T WMI-cert..  Active © Hopma..  Anna
WML-Mimikatz Use 14:15:28  SEC-297..  [IWMI-cert.  Active © Hopma..  Anna
WMI-certutil 14:15:28 SEC-297... [ WMI-cert... Active (3] Hopma... Anna
WMI - bitsadmin 13:41:00 SEC-297... [ WMI-cert... Active (5] Hopma.. Anna
, , : : . . . 13:41:00 SEC-297.. [ WMI-cert..  Active © Hopra..  Anna
0 200k 400k 600K 800K M 1,2M 13:41:00 SEC-297... [ WMI-cert... Active [ Hopma... Anna
Top 10 triggered alerts source countries # x | |Triggered alerts graph Fopg Mecau | Henens [fede | Celuac | & 4
- 800000 /
00000 /
400000 /
200000 /A\ /
) . *
15 Anp 2021 21 Anp 2021 27 Anp 2021 3 Mait 2021 9 Maii 2021

10 Maid 0:00:00

s CpaBaThiBaHWA: -
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SOC UserGate

LleHTp MoHUTOpUHra U pearmpoBanua UserGate nobasun B CucteMy o6HapyxeHus BTopxeHuin UserGate
(IDPS) HOBYIO CUrHaTypy, NO3BONSIOLLYIO0 AETEKTUPOBATb aTaku, ucnonb3yrowme yassumoctb CVE-2021-
41773 B cepsepe Apache.

YA3BMMOCTb BO3HWUKAET M3-3a owmnboK B npouecce Hopmanusaumm URL (koHBepTauus cepsepom Apache
cxeM nytv URL) 1 no3sonseT 3n10yMbllNeHHMKaM ocyLlecTBUTb path traversal ataky, conocrasus URL-
agpeca c daitnamu 3a npeaenamm OXuaaemMoro KOpHsa AoKyMeHTa. [MofobHas ataka MOXeT nNpusecTu

K yTeuke CGl-ckpunToB. YA3BMMOCTb Nonyyuna penTuHr 7,5 no wkane CVSS v3.1.

Ya3BMMble NPOAYKTbI:
= Apache HTTP Server Bepcuu 2.4.49.

Cucrema obHapyxeHus sTopxxeHun (COB) B coctase UserGate NGFW aeTtekTupyeT 1 6110KUpYeT ceaHcbl,
CBSA3aHHbIe C 3TOM YA3BUMOCTbIO, aBTOMaTUYECKM.

Cneumanuctel LieHTpa MOHUTOpMHTa U pearupoBanus UserGate pekoMeHAytoT nonb3osatensm Apache
OAHO U3 CIeayHoLUX AeHCTBUIA:

= MpOBEpUTb aKTyasbHOCTb MOANMUCKMU Ha Moaynb Security Updates. MNpu ucnonb3osaHum npopuns
curHatyp UserGate, Bce HOBble CUMIHaTYpbl HAUYMHAKT paboTaTb aBTOMaTUYECKHU;

= co3aaTb npasuno COB c HoBow curHatypoi Path traversal and file disclosure vulnerability
in Apache 2.4.49, ecnu ucnonb3yeTca cobCTBeHHbIM NPOdUb CUTHATYP;

= 06HOBUTb Apache 4o nocneaHen Bepcuu;

®  BK/IOYMTb HAaCTPOMKY "‘require all denied”s httpd.conf.

sales@usergate.ru | usergate.ru

LleHTp MoOHWTOpMHIa U pearvpoBaHua UserGate nobasun B Cucremy O6HapyxeHua BropxxeHui (COB)
UserGate HOBYIO CUrHaTYpy, NO3BO/ISIOLLYIO JeTEeKTUPOBaTb aTaku C MCNOMb30BaHWEM YA3BUMOCTH
Hyneeoro aHa CVE-2021-22005 B npoaykTe vCenter komnaHuu Vmware,

21 ceHTabpa Vmware o6baBMna nonb3osatensM o HeobxoanMocTM 06HoBMTL MO A0 NOCNeaHMIA BEPCHM,
B KOTOPOM 6blK UCMpaBneHbl OnacHble ya3BMMOCTH. YaseumocTe CVE-2021-22005 B noaknto4aeMomM
mMogayne Virtual SAN Health Check, BkntoyeHHOM B cocTae vCenter no yMonyaHuio, oLeHUBaeTca

B 9,8 6anna no wkane CVSS v3. YA3BUMOCTb NO3BONAET HeayTeHTUPULUMPOBAHHOMY NONb30BATENO
3arpysuTb nobor Garn U UCNOMHUTL MPOM3BONbHYIO KOMaHAYy OnepaLMoHHOMW CUCTEMBI.

YA3BMMble MPOAYKTHI:

= Vmware vCenter Server sepcui 6.7, 7.0,
= Vmware Cloud Foundation Bepcui 3.X U 4.X.

Cuctema O6HapyxeHus BropxeHui (COB) B coctaee UserGate NGFW aetekTvpyeT M BNOKMPYET CeaHChl,
CBA3aHHble C 3TOA YA3BMMOCTbIO 8BTOMaTUYECKM.

CneLmManmcTbl LIeHTPa MOHUTOPMHIA U PearMpoBaHus Ha Knbepyrpossl UserGate pekoMeHayoT
NoNb30BaTeNAM CNefyrLiMe AerCTBIA:

= YCTaHOBMTb NOCNEAHIOW BEPCUIO MO c canta npoussogutens.

= [IpoBepWTb aKTyanbHOCTb NOANMCKM Ha MoAyNb Security Updates. Mpwu ucnonb3oBaHuu npoduna
curHaTyp UserGate, BCe HOBbIE CUTHATYpbl HAYMHAIOT paboTaTh aBTOMATUYECKM.

= [lpu Mcnonb20BaHMM COBCTBEHHOMO NPOMKAA CUrHaTyp, Heobxoammo co3aate npasuno COB
€ HoBOW curHaTvboi «VMWare vCenter 6.7/7.0 Arbitrarv File Ubload».
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https://www.youtube.com/user/CorpEntensys
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