AKTyanbHble BONPOCLI 00paboTKN NnepcoHasribHbIX

AdHHbIX N HOBESJ1bl 3aKOHOAATENIbCTBA




[1[AH pa3pelleHHble cybbeKToMm
/15 PAaCNPOCTPAHEHMS

e

MepcoHanbHble AaHHblE, pa3peLleHHble cybbeKTom
NepcoHa/IbHbIX AaHHbIX ANA PAaCNPOCTPAHEHUA -

NnepcoHas/ibHble AaHHbIE, AOCTYN HEOTPAHUYEHHOIO Kpyrad

NNL, K KOTOPbIM NPeaocTaB/ieH CyObeKTOM NepcoHasibHbIX

NAHHbIX NyTEM Aa4yun cornacua Ha o6paboTKy NepcoHanbHbIX
NAHHbIX, Ppa3peLlleHHbIX cybbeKToM NepCcoHaNbHbIX AaHHbIX ANA
pPacnpocTpaHeHnA B Nopsake, npeaycmoTpeHHom 152-03

Cratba 2, ctatba 10.1




[1[0H pa3peLleHHble CyObEKTOM
/19 PaCcipPOCTPaHEHUS

‘ Ha uto 06paTnTL BHUMaHMeE

Cratba 10.1 —c 1 mapta 2021

HeorpaHun4yeHHbIN Kpyr nuy,

1 ceHTAGpa 2021
CyOBbEeKT YETKO onpeaensaeT KTo

M KaK MOXXET pacnpoCTPaHATbL

[Tpe6OBaHMﬂ K COrnacuio —]

ero N/H (O6LLI,E,CI,OCTyl'IHbIe )
NCTOYHUKK T1OH
OoCTaloTCA,
obwepoctynHble MNAH
\_~ HeT )

rl_lpep,yCMOTpEHa ocobaa popma cornacms: )
* [loayyaerca OTAeNbHO OT APYrnX COr1acuii;
TpeboBaHUA K COrNacuto YeTKO YTBEPKAEHD
[Mpukas PKH ot 24 ¢despana 2021 r. No 18

TpeboBaHuA ctatbm 10.1 He npumeHAatoTCcA
B c/lydae 0bpaboTku MNAH B uenax
BbIMO/IHEHMA MOJIHOMOYUN U
\_ Y, \06ﬂ3aHHOCTeI7I OB n OMCY

J




[M[H pa3pelleHHble cybbEKTOM
119 PacnpoCTPaHeHMS

e

Cornacue Ha 06paboTKy MNH, pa3peLlueHHbIX CybbeKTom ANnA pacnpocTpaHeHus

Cornacuev 0¢0le’lﬂETCﬂ oTAe/IbHO OT UHbIX cornacuﬁ, AO/TXKHO 6bITb KOHKPETHbIM,
MH¢OpMMpOBaHHbIM N CO3HATE/IbHbIM

/_ Cornacue goOMKHO coaeprKaTb \

e ®UNO cybbekTa

* KoHTa nudpopmaumto (Homep TenedoHa NN agpec anekTpoHHoM noytbl UJIN noytoBbin
a,u,pec’

* HaumeHoOBaHMe U agpec onepartopa

* Lenb 0obpabotkm MAH

* Kareropuu n nepeyenHb MH, Ha 06pabOTKY KOTOPbLIX AAETCA cornacme

* YcnosuA u 3anpeTbl Ha 0bpaboTky MNAH

* CpoK geuncrsma coriacusa

k° Pecypcbl onepaTtopa, Ha KOTopbix byaeT npoucxoantb pacnpoctpaHeHne MAH /

Cornacue moxert 6biTb AaHO

|
* HenocpeacTseHHO onepaTopy MNAH
* CMCNO/b30BaHME MHPOPMALIMOHHOM cncTtembl PKH




[M[H pa3pelleHHble cybbEKTOM
119 PacnpoCTPaHeHMS

e

TpeboBaHue o npekpaweHnu obpaboTkm NAOH

TPEGOBaFiMe MOXKeT b6bITb HanpaBaeHo B 1l06oe Bpemsa u ntobomy onepartopy NAH. TpebosaHue
MOXKeT bbITb HanpaB/aeHo B CyA.,

TpeboBaHMe [ONXKHO coaepKaTb —

P
* ®UNO cybbekTa

. KOHTaﬂ}O nHpopmaumio (Homep TenedoHa UM agpec anekTpoHHoM noutbl NN noytoBbIN

aapec

* [lepeyeHb NOH, 06paboTKa KOTOPbIX NOANEKUT NPEKPALLEHUIO
U J

Vs C momeHTa nony4yeHua TpeboBaHuA: =\

. I'Iepe,cEqa (pacnpocTpaHeHue, NpeaocTaBAeHUEe, A0CTYN) NEPCOHAbHbIX AAHHbIX A0MKEH
6bITb NPeKpalLLeH

» [lelicTBMe cornacua Ha pacnpocTtpaHeHue MNAH npekpawaetca (B caydyae, ecnm TpeboBaHme
MOCTYNMIO K ONepaTopy, NONYyYNBLLUEMY PaHee AaHHOe cornacue)




[1AH n KUA

0bHapy»eHnem paKToB HEeCaHKLUMOHUPOBAHHOIO
10CTYNa K NepcoHaNbHbIM AaHHbIM U MPUHATUEM
Mep, B TOM Yncae mep no obHapy*KeHuto,
npeaynpexaeHuo n IMKBMaauum nocneacTsmnii

KOMIMbKOTEPHbLIX dTdK Ha MH(I)OpMaLI,MOHHbIe
cnctembl NepCoHa/ibHbIX AdHHbLIX U MO

pearmnpoBaHUO Ha KOMIMNbKOTEPHbIE UHUUNAOEHTbLI B
HUX.

[MyHKT 6 4acTh 2 cTaTtbn 19




[1AH n KUA




Be3onacHaAa pa3paboTKa
(DevSecOps/SDL/SSDLC)

— Mpukas ®CTIK Poccum ot 18.02.2013 Ne 21 —

CoctaB u cogep)XaHue OpraHU3aLUMOHHbIX U TEXHUUYECKUX Mep No obecneyeHuUto 6esonacHoCcTU
NepPCOHaNbHbIX AAHHbIX NPU UX 06paboTke B MHPOPMALMOHHbIX CUCTEMAX NEePCOHA/IbHbIX
AAHHbIX

— _J
P MyHKT 11 —

r
\.

* npose NCTEMHOro M (Mn) NPUKNAAHOIO NPOrPaMMHOro obecneyeHus, BKAOYan
NPOrpa@MMHbIN KOA, Ha OTCYTCTBUE HeAeK/1TapMPOBaHHbIX BOSMOXHOCTEN C UCNONb30BaHMEM
aBTOMaTU3MPOBaHHbIX CPeACcTB U (MnK) 6e3 NcNoNb30BaHUA TaKOBbIX;

* TecTupoBaHMe NMHGOPMALIMOHHOM CUCTEMBI Ha MPOHUKHOBEHUS;

*  MCNoNb30BaHUE B MHPOPMALIMOHHON CUCTEME CUCTEMHOTO U (MAK) NPUKAAAHOIO NPOrPamMMHOro
obecneyeHus, pa3paboTaHHOro C UCNONb30BaHMEM METO/0B 3aLLULLLEHHOrO NPOrPaMMMUPOBaHMUS.

\ J




ROHTPOb N HAA30P

e

MOTOXKEHUE
O ®EAEPAZTBHOM NOCYAAPCTBEHHOM KOHTPOJIE (HAA30PE)
3A OBPABOTKOW MEPCOHANbHbLIX AAHHbIX
(yTB. noctaHoBneHnem MpaButenbcTBa Poccuiickon Pepepauymu
oT 29 nioHA 2021 r. Ne 1046)

NPABUTEJIbCTBO
POCCUNCKOWN

DPELEPALLUN




KROHTPO/Ib U HaA30P

Ha uyto 06paTnUTb BHUMAHME

| Ocncponuni rocygspcroentui orTpons

(Haa30p) 3a 06paboTKOM NEPCOHaNbHbIX
AaHHbIX ocyuwecTenaetca PenepanbHom
cnyx6oM no Haa3opy B chepe cBA3M,
MHPOPMALIMOHHbBIX TEXHOJIOTMI U MACCOBbIX
KOMMYHWKaLUNI (Oanee - KOHTPOAUPYOLWMIA
opraH) n ero TeppUTOpPManbHbIMU OpPraHamu.

yCTaHOB/IEHHbIX PegepanbHbiM 3akoHOM "0
NepPCOHaNbHbIX AaHHbIX" U NPUHMMAEMbIMU B
COOTBETCTBUMN C HUM MHBbIMWU HOPMATUBHbIMM

NpaBoBbIMM aKTamm Poccuiickoin deaepaumu. KoHTpoAnb 1

HaA3op

Mpw ocywecTeneHnn deaepanbHOro
rocy4apCcTBEHHOro KOHTpOAA (Haa3opa) 3a
06paboTKOM NepcoHaNnbHbIX AaHHbIX MPUMEHSETCS

O6bEeKTbl KOHTpOAA:
a) AeATENbHOCTb U pe3ynbTaTbl AeATENBHOCTU ONepPaTopoB U
TPETbUX UL, AENCTBYIOLWMX MO NOPYYEHUIO onepaTopa, no

obpaboTke MN/H, OCYLECTBAAEMOM C UCNONAb30BaHNEM U (Man) ‘ CUCTEMA OUEHKN U YyNPaBNEHNA PUCKaMW
6e3 ncnonb3oBaHMA CpeacTB aBTOMaTU3aLMK;

6) pe3ynbTaThl AEATENLHOCTM NO pa3paboTKe JOKYMEHTOB U
NOKa/IbHbIX aKTOB KOHTPO/IMpPYyeMbIX anL, no obpaboTtke
NepPCoHaNbHbIX AAHHbIX, YKa3aHHbIX B Yacth 1 ctatbn 18.1 B) CpeaAHUN PUCK;

F) yMepeHHbIVI PUCK,

depepanbHOro 3akoHa "O nepcoHasibHbIX AaHHbIX", U
NPUHATbIX ONEepPaTopoM Mep, YKa3aHHbIX B Yacth 1 ctatbm 18.1
®epnepanbHoOro 3akoHa "O NepcoHanbHbIX AaHHbIX". .. A) HU3KUN PUCK.




NOHTPOJIb U HAA30P

a) MHOOpPMMpPOBAHUE;
0) obobLueHne
NpaBoNPUMEHNTENBHOWN MPaKTUKK;

KOHTpO/1b U
HaA430p

depnepasibHbIN rOCYAapPCTBEHHbIN
KOHTpOb (Haa30p) 3a 06paboTKoM
MNAH ocywecTeaaeTcA

MeponpuaTna no KoHTponto 6es
B3aMMOAEenCTBuUA C
KOHTPOUPYEMbIM NULOM:

D

NMnaHoOBbIE a) HabntogeHWe 3a cobnogeHnem TpeboBaHWii Npy pasmeleHnn
nHpopmaumm B ceTn "UHTEPHET";
MepPOonpuAaTnUA Meponpuatus 6e3 6) HabnogeHne 3a cobnogeHem TpeboBaHUIM NocpPeaCcTBOM
o aHaNM3a MHOGOPMALUK O AEATENBHOCTU KOHTPOIMPYEMOTO NLLA,
BHennaHOBble B3anMmoaencrtBuA

KOTopana NpeACTaBAAETCA KOHTPOIMPYEMbIM IULLOM UAN MOXKET
MeponpuATUA 6bITb NOyYeHa (B TOM uncne vaaMKax MeXBeAOMCTBEHHOIO
MHPOPMaALMOHHOIO B3aUMOAENCTBUA).

presentation-creation.ru



OTBeTcTBeHHOCTb 33
HapylleHne 3aKoHOAaTe/1bCTBa

e

1) YBennueHb! wrpadoi B 2 pasa
2) Do6baBneHo 3 HOBbLIX cOCTaBa -
peunausBa (NOBTOpHOE coBepLUeHune

aAMMUHUCTPATUBHOTO
npasoHapyLueHus)

3) YpaneHa TaKasn mepa
aAMMUHUCTPATUBHOTO CELCEEIL

KaK «npeaynpexxaeHue»
4) U3meHeHnA BCTYNWAU B  CUAY
27.03.2021

POCCHUCKAS ®EJEPALISA
(DEI[EPAJILHLIf[ 3JAKOH

() BHeceHHH H3MEHEHM
B Kogexke Poccniiexoi ®enepannn
00 aIMHHECTPATHBHEIX IPABOHADYIEHHAX

[puuar Focyaapereernoi JMymoi 10 theppana 2021 rona

Cnobper CoperTom Degepaiuu 17 (espana 2021 roga

Crates 1

Breern » Kogexe Pocemiickoii Pemepanpu 06 aiMHAHCTDATHBEHBIX
npasosapywetutx (Cobpanne 3axonoparenscrea Poccmifckoii (enepamm,
2002, Ne 1, cr. 13 Ne 30, c1. 3029; Ne 44, er. 4295; 2003, Ne 27, c1. 2700, 2708,

2717, Ne 46, cr. 4434; Na 50, cr. 4847, 4855; 2004, Mo 31, cr. 3229; Mo 34,




