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CpeaHee KONMYecTBO YYETOK HA COTPYAHMUKA
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IBM, Verizon, DBIR 2018- 2020
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PUCKM 018 BU3HECA

[lonyyeHne AOCTyMna K cetu

RpaXa AaHHbIX

[loTepAa AeHer n yaap no penyrauunu
FOpuandeckme pucKu

ATaKa Ha K1MeHTOB

OcTaHOBKA bU3Heca

@SBlRGE



In summary, between 22 June and 5 September 2018, a malicious
actor ("the Attacker”) gained access to an internal BA application
through the use of compromised credentials for a Citrix remote

access gateway ("CAG”). NG
B After gaining access to the wider network,

British Airways owtpagoBaHbl Ha £20.000.000

(https://ico.org.uk/action-weve-taken/enforcement/british-airways/)
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TEHEBOE IT: HEKOHTPOJIMPYEMDbIE YHETRKW

icnonb3yemble cepBUCHI HE COr/1acoBbIBAKOTCA
YyeTHble 3anucu He KoHTpoaunpyroTca UT/UB
COTPYAHMKN COXPAHAKOT AOCTYN NOC/e YBOJIbHEHUS

MeHeaXepbl Naponen He pewatot npobaemy



CYTb PELUEHWNA OT SCIRGE

LleneBbim COTPYAHMKAM Ha KOPNOPATUBHbIX paboymnx
CTaHUMAX YCTaHABAMBAETCA cneLunasibHOe pacllnpeHune
nna 6paysepa, KOTopoe:

ObHapyKMBaeT MCNO/Ib30BaHME KOPMOPATUBHbIX
yVYeTHbIX 3aNMceir Ha BHeLWHMX Beb-camnTax

[lpeaynpexaaet o BBoAe CANLWKOM NPOCTOro Unwu
Ve NCNOJIb30BAHHOTO NapPOo/iA

He naeT BBECTM Napoab Ha GULLMHIOBbLIX BED-canTax

ObyyaeT coTpyaAHMKOB Yepe3 baHHepPbl Ha
nocelwaembix Beb-camtax
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CYTb PELUEHWA OT SCIRGE

AHann3npyeT Nosiy4eHHble AaHHble N cooblwaeT o
CAy4yanx, Koraa:

NapoJ/ib He COOTBETCTBYET YPOBHIO C/IOKHOCTU

TAaKOW e Napoib UCNONb3YETCA APYIrnMMm
COTPYAHUKOM NN OT APYron YYETKM

BbINOJIHEH BXOA, (NonbiTKa Bxoaa) Ha Beb-canTe
HU3KUM YPOBHEM A0BEpUS

No/1b30BaTe/1b MCMNOJIb30BaJ YYKYIO Y4ETHYIO 3aMMnCh

ydyeTHaA 3alnCb AaBHO HE UCIOJ1Ib30BaA/1aCb
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CYTb PELUEHWA OT SCIRGE

PeweHne co3gaHo ANA KOPNOPATUBHOIO
MCNOJ/Ib30BaHUSA:

Ponesaa moaenb AoCTyNna M aHOHUMM3AUMU AaHHbIX
UHTerpaumna c LDAP n SIEM

OnoBelweHnAa N OTYETHOCTb

MHBEeHTapu3aLmMa y4eTOK, NoAKNYEHHbIX bpay3epoB
TOHKaa HAaCTPOMKa METOK ANnA bbICTPOro NoUCKa
YcTaHOBKa KOPNOPaTUBHbIX CEPTUPUKATOB AOBEPUSA

YCTaHOBKa paclunpeHna yepes rpynnoBble NOJINTUKA
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SCIRGE NOAXOAUT ANA CETEN NHOBbIX PASMEPOB

nna yaszsmmoro SMB ¢ 10-100 coTpyaHUKamu

Nna KpynHbiXx Komnanmmn oo 10.000 coTpyAHUKOB
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