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Bug Bounty
NROLRAMMA.... .

He3aBUCUMble uccregoBartenn MHopMaLMOHHOWU 6e30NacHOCTU MOTyYT
NONy4YnTb MPU3HaHWe U BO3HarpaaeHue 3a HaxoxaeHune oLnboK,
KOTOPble KacaloTCAa YA3BMMOCTEN B NPOAYKTaX UMM yTeYeK OAaHHbIX
KoMmnaHun. lNporpamma no3BonsieT OOHaAPYXUTb U YCTPAHUTL OLLNOKW
B nporpaMmMHOM obecne4vyeHMU U npoLeccax KoMnaHuu, npexae
4yeM LLUNpoKasa o0LLECTBEHHOCTb Y3HAET O HUX.




[ lporpamma Bug Bounty

Malil.Ru Group

about 1 day

Average time to first response

about 1 day

Average time to triage

5 days

Average time to bounty

3 months

Average time to resolution

99% of reports

Meet response standards

[aHHble: https://hackerone.com/mailru, 2021

P

Mail.ru
Building the Internet since 1998

https://corp.mail.ru - @mailru

Reports resolved Assetsin scope

4473 22

Average bounty
$200-$300

Policy Hacktivity Thanks Updates(90) Collaborators

Rewards

@& Medium & High e Critical

$3,000 $20,000 $60,000

Bounties above are maximum values for the Main program scope. Below is more detailed table.

Accepted languages:
GB English
RU Pycckuia

Allamounts are for reference purposes only. Reward applicability and reward amount may depend on problem severity,
novelty, exploitation probability , environmental and other factors. Reward decision is made by Mail.Ru security team for
each report individually.

Bug Bounty Program
Launched on Apr 2014

Includes retesting ()

Bounty splitting enabled (%)

57 Bookmark Q Subscribe

Response Efficiency

about 1 day

Average time to first response

about 1 day

Average time to triage

5 days

Average time to bounty

3 months

Average timetoresolution

® 99% ofreports




Munopbl 0 Bug Bounty @

PacnpocTtpaHeHHOE MHEHKE PeanbHOCTb

® YassumocT B Bug Bounty cunbHO oTnnyatoTca ot

« »
C nomoulbto Bug Bounty Belkyrnaem b6arm ¢ «4epHOro» pblHKa Tex, YTO NMPOJAOTCS Ha «4EPHOMY PbIHKE

B3aTtka nccnepgosarento, 3alluiiatoLlias oT penyTaLnoHHbIX ® Het HuKakux rapaHTun. He Bce nccnegoBatenm
PUCKOB U LLAHTa)a STUYHbI

® CnoxHocTu oTNyruBaloT nccriegoBarternemn, OCTaeTcs

AnbTepHaTuBa aygutam U npoueccam TECTUPOBaHUA VHOIO BEMbiX NSTeH

o
CamMoA0CTaToYHbIN NPOLIECC MHAPOPMAaLMOHHON 6e30nacHOCTH 53560TaeT TOJIbKO B CBSA3KE C APYrMMM npoleccamu

MO>XHO ObITb YBEPEHHBIM B BLICOKOM YPOBHE 3alyyLLEeHHOCTH, © Paamep Bbinnart HanpsiMyto He BNUSIET HA YPOBEHb
ecnu y Tebs BbICOKME BbinnaTbl BO3HArpaXKaeHum 3aLLMNLLEHHOCTU

® TpebyeT bonbLUNX PUHAHCOBLIX BITIOXEHUN U
BblCOKOro ypoBHsa Vb cneuymanncTos

lo3BONSAET CHMXKATb 3aTpaTtbl Ha b



41O Takoe Bug Bounty Ha
camMoMm pgene...

» Bug Bounty aTo obpaTHas cBs3b OT COOOLLECTB Uccrnegosarenen MHPopMaLMOHHOW
be3onacHOCTU COo BCcero mmpa ans npoueccoB Vb cyliecTByoWmMxX B KOMMaHUN.

* [loBbllLEHME NPAKTUYECKMNX HABLIKOB CUCTEMHbIX aOMUHUCTPATOPOB, CETEBLIX UHXXEHEPOB,
pa3paboTYNKOB N COTPYOAHUKOB Cry>XObl MHPOPpMaLIMOHHON 6E30MaCHOCTW.

» [lony4yeHue cBegeHUN O HEKOTOPLIX BEKTOpPAaX aTaku Ha opraHu3auuio, He BbIABNAEMbIX
Opyrumm cnocobamm nnm MHCTpyMeHTamu (Apkun npumep — Oday).

* Bo3MOXHO€E noBblILLEHNE YPOBHA BE€30NacHOCTU Yepe3 yBENNYeHNne CTOMMOCTU YA3BMMOCTH
N CHWXKEHME penyTaLUOHHbIX PUCKOB.

PN



Mpouecc obpaboTkn otyeta Bug @

Bug Bounty

Triaged

Triaged

Triaged

Bounty

OTtnen Vb

New

Pa3paboTtka\llogaepxka



| OTOBHOCTb K Bug Bounty

TexHonormyeckas rotToBHOCTb:

 EcTb nnatgopma npuema ya3BMMOCTEMW;
 [lpoaykT ynoBneTBopseT 6a3oBbIM TPEOOBAHUAM WK
pekomMmeHaaunam Mb;

3 B ueM npukon aHekgoTa? — Xouy
 EcTb npouecchkl paboTbl C YA3BMMOCTEN UM FOTOBbI UX
CTPOUTD: nepeexaTb B [MeTepbypr. — Ckaxku

 EcTb NnoHMMaHMe obnactu n uenu nccrnegoBaHus. "Moabe3n”. — NMoavesa. — Thl ewe He

[OTOBHOCTb KOMaHAbI: Elis

(@ oTBeThl

 ECTb KOMNETEHTHbIE COTPYOHUKU, TOTOBLIE BECTU
npouecc (ayTCOPCUHT);

COTpyOHMKM YMEIOT YECTHO Npm3HaBaTb NPOMaxu nU He
onepaTtuBHbIE OEUCTBUS;

 EcTb Ol0axeT Ha Bug Bounty.

[anHble: https://otvet.mall.ru/question/180357348, 2016 roa
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UTO 6yﬂeT nocrne
3anycka nporpamMmmbil
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BMeCcTO NTOTOB:

OxungaHue PeanbHOCTb

CtaHeMm 6onee 3aluLLeHHbIMY YBuagute benble natHa B b

3akpoem BaxHble YA3BUMOCTU 3akpoeM 10 Mernkux ysa3smMMOCTEN 1 BOMbLUYIO, eCMNU MOBE3ET
Pacwupum komneteHummn B VB Bce Tak!

OnTnmmnanpyem 3artparhbl Ha [leHTeCTbl N ckaHbl BCe , —
NeHTEeCTbl N CKaHbI ewle HYyKHbl

Y ,‘



| PULLINH
Anekceu

PykoBoauTenb nporpamMmmel Bug
Bounty Mail.Ru Group

+7 999 835 12 20
Aleks.grishin@corp.mail.ru
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OcTanuncb BOMNpochbl?



