DASA DevOps.
MpuHumnol Agile u ponb
MeTPUK B MOCTPOEHUU
ueHHoctn Secure SOLC.

[loarorosu: IlimakoB Uiabks, CISO, AppSec
2021, matepuan aasa ITSec




AHHOTaUuA

DevOps Agile Skills Association
0603HayaeT MoJiesib KoMieTeHuun T-
NpodHUIbHBIX KOMaH/, OpPUEeHTHPOBAHHbIN
Ha MpeAuKaTOPhbl TOTOKA IEHHOCTH.
Scaled Agile Framework ¢popmanusyet
IJ1aH AelcTBUM nocpeacrtsom Agile
Release Train g SDLS ot TDD, BDD 1o
CI/CD, Bkiiouas features toggle.

[les1b10 Mpe3eHTalMU SBJISETCA TPUHILHII
Kaizen (pagukan Kaikaku) gisa DMAIC, -
CTPYKTYPHUPOBAHHOTO pellleHUsI IPobJIeM.
BaxkHee J110/14, 2 HE UHCTPYMEHTHI.

Lean kak HeoTbeMJieMas 4acTb Shift-
Left mogxona B peanuszanuu DevSecOps.
Security kak npegukatop DASA DevOps.




Mpo6nema DevSecOps u pelueHune

Mpobnema

1 - UHTerpauusa NnpuHIUIOB

Security B noctpoenuu SDLC.

2 — 3pesioCcTh MPOAYKTA B
opueHTanuu DevSecOps a5
6U3Heca, - «<KOCTbLJIbHOCTbY.

3 — [IpuMeHeHHe PAKTHUK He
oTHocauuxcs k Agile-Lean.

4 — OpueHTalMs HA KOHTPAKT.
5 — I[Ipunnun legging MeTpuk.

PeweHue

1 — OpueHTanus Ha METPUKHU
npeJUKaTOPOB IEHHOCTH.

2 — CH/WXXeHMe YUCIa METPUK
BbDKUBAeMOCTH (KOMIIOHEHTB],
3aKa34MKH, KOMaH/bl).

3 — Beog meTpuk (SAFe, Nexus,
Less) Npou3BOAUTENLHOCTH.

4 — [lpuopuTesanus Ha BeaylIe
MeTpUKH, HUBesMpoBaHue legging.

‘
Master/Team
M.}nou

DevOps
Operations Technical
Engineer Architect
DevOps — 3To coBMecTHas paboTta

MeHe/>KMeHTa U pa3paboTKu

OpUEHTHUPOBaHHAs HA HEMpepbIBHOE
npejocTaBJieHue, 6€301aCHOCTb,
co3/jJaHue GH3HEeC LIeHHOCTH.
Security — o6ecnedyeHre KOHTPOJIS.




0l
ynpaBsieHue

npoueccamu B
DevSecOps

DASA DevOps Core
DMAIC

Kaizen

Security Champion
Lencioni




ApxutekTtypa npouecca DevOps
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["Continuous Tntegration
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= Deliver fast - Improve quality - Improve reliability |~ Release insight - Reduce costs -
- Deliver often -+ Increase - Repeatable - Reduce release time |+~ Increase speed

- Do the right things predictability - Reduce cost - Reduce errors - Reduce risk -

Increase speed -+ Less downtime
-+ Cost reduction _
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MoTuBanus no Aanuamwo [Iuuaky aaa DT:

Llesib;

ABTOHOMHOCTB;
MacTepcTBo.

BoiTekaroniag rpaganus no npuHuunaMm DASA DevOps:

DT no/siHOCTBhIO OTBETCTBEHHA 3a YCJAYTY;
YMeHb11eHMe pa3Mepa YCayry;

BricTpo M3MeHdaeMad ycayra, - MUHUMaJIbHOCTb KaK
npuHuUn npuMeHeHus features toggle Tpurrepa.

[IpuHIIMIIBI Micro-services:

HpOI/IBBOﬂI/ITeIIbHOCTb;

Capabilities 6usHec cnoco6HOCTH;
He3aBucumoe pa3BepThIBAHUE;
Smart-endpoints yepe3 6pokepsr;

JlelleHTpaM30BaHHOE PYKOBO/ICTBO, JJAHHBIE;

NHdpacTpyKTypHas aBToMaTU3aLUs;

[IpoToTUIMpOBaHUE;
JJIaCTUYHOCTb.
The DevOps Core Principles Define All Aspects of IT
Principles \ - IT Aspects
[ Customer-Centric Action ]
[Create with the End in Mind ]
[End-lo-End Responsibility ] > @ <
[ Cross-Functional Autonomous Teams ]
Processes
[ Continuous Improvement ]
[ Automate Everything You Can ]
* 9 g St 8

[ Measurements and Improvements




DMAIC u Kaizen cobbitne B nnockoctu Security

Lene KanseH cobbiTusA

- HalTn KOpHEBbIE NPUYUHbI
U -+ Pa3pellnTb KOPHEBbIE MPUYNHBI

- [lopgaepxuBaTb HENPEpbIBHbIE
yNyuLLEHUR

- [1pepoTBpaTUTb NOBTOPEHUE Npobnem

PesynbTtathl KanseH cobObITuA

-+ QakTbl 0 npobneme

-+ YCcTpaHeHue noTepb

-+ CTtaHpgapTtusayms

-+ PelleHHasa npobnema v yny4dweHune

Onpepe-

POKOHTPO

nupoeartb




DASA DevOps Main Core uyepes Kaizen

[IpumeHnenue npuHiuna Kaizen yepes
onpejie/ieHre Npo6JieMaTUKU U ee pelleHus
JIJIsl IoCJIeiyI0leld CTaHJapTU3aluy, — JJaeT
dopmanuzanuio Service Relationship
Management.

JTO OCHOBHOM acneKT BHeJipeHUs1 Security
Champions B DevOps noToke 11leHHOCTH.

-~ HackonbKko noav oTkpbITLI?
~  HackonbKo ACHO OHW LOHOCAT
CBOW CTATYC 710 OpraHuaaLmun?

Purpose Transparency

- [hoan
B3aUMOAEHCTBYIOT
ans obuen yenu?

Komanpa u Teamplay

YyacTHUKM

Opranmauuonna 2
KynkTypa

Autonomy

-~ JlOCTATO4HO NU MIOAW BEPAT APYT APYTY?
- KakoBa atmoctepa B Komange?

® [Ipunnunsl Kaizen:

— YaydiiaThb MOXHO BCE U BCEraa;

— He kpuTHKylWTe — npeasaraure;

— /JlenauiTe gonyuieHus;

— CHavaJsia f00edTech Ka4ecTBa;

— HWuTe KaK yJay4IIUTh, a He «noyeMy HeBo3MOkHO (mpuHummn 10);

— HaywuHalTe c TOro, 4To HeJJOCTAaeT B HAHOOJIbIIEH CTEIEeHH.

® OpueHTanus pokyca Secure Ha LIleHHOCTH, UTEPATUBHOM JBUKEHUH,
npo3pavyHocTH, - ocHoBa Security Champions npaktuku B DT.




Security Champion

Security Champion — Touka Bxozia B DT u eBaHresuct
6e30MaCHOCTH B OJJTHOM JIUIle, KOTOPbIA B 3TOM 3aUHTEPECOBAH.
Ecnu BMecTo «6e30macHUKa» Ha OLIUOKY B KOJie UJIU MPOIECCe,
U nocJsie/icTBUS yKaxkeT Security Champion, To ero cioBo
oyaeT uMeThb OoJiblie Beca B DT.

Security Champions 3HalT CBOU MPOAYKT: YTO C 4YEM
B3aHMMO/IEICTBYET U HA YTO CMOTPETH B MEPBYI0 OUepeab — OHHU
sddekTHBHEE, B TOM umciie pu Secure Code Review.

IJTO HEKOTOPbIN 3JIEMEHT COIMAJIbHON MH)KeHePHUH, Balllk
«rjiaza» B DT.

Yem 3aHuMaeTtcsa Security Champion:

SIBJISIETCS €JMHOU TOYKOW BXOJa B KOMaHAy pa3pabOTKHU MO BOMpocaM 6e30MacHOCTH;

OTBeYaeT 3a HCNoJib30BaHHe UB-MHCTPyMeHTOB Ha Bcex 3Talax pa3paboTKH U COMPOBOXKIEHUS
NPUJIOKEHUH, OTKY/a U UJleT rpajalius cneLuaaucToB B AppSec;

IPOBOJUT security code review 1 KOHCYJIbTUPYeT KOMaH/y 10 BOIPOcaM 3aliuThl MHGOpPMaLUH;
MPOBOJUT aHAJUTUKY KOHBelepa MOoTOKa [EHHOCTH B NPOAYKTE U CTaTUCTHYEeCKUX MeTpHUK health;
kateropupyetT product/sprint backlog coBmectHo ¢ PO/SM/DT, ucxos U3 puckoB JJjis1 6HU3Heca.



Lencioni 8 nnockoctn Security Champions

Mogenb JleHuuonu (Lencioni)

HeBHUMaTenbHOCTb K

if 1» H m ? % pesynsrarams
: " = - :

N3beraHue
OTBETCTBEHHOCTU

UpoHus moaenu JleHUMOHHK:
Bbl gomkHbl Ha4aTh paboTaTtb
Hag «MSAFKUMW» pesynbTatamu,
kak obLyne yenoseyeckune
LleHHOCTU, BMECTO «)KECTKUX»
(UeHHoCTN KoMNaHWK), YTobhI
COCTOATbCA Kak KomaHaa.

'Hepocratok

BOBNEYEHHOCTY

Bosi3Hb KoHdNUKTa

OtcyrcTBue nosepus




C e, 02
MeTpuku

DevSecOps B

= Pagap 3p0poBbsa DASA DevOps
& \ SAFe Essential
( > Shift-Left by TDD & BDD

= Pl by ART

Architectural Runway
Story Mapping by Security Default



Papap DASA DevOps Fundamentals

Module Objectives

Lean:

DevOps
Leadership — Value Stream Mapping

-+ Eight types of waste

Continuous

Architecture
and Design Improvement o
3 it
.
" ‘ —+ Relate [TSM to
practices in a De'
Business Value DevOps Infrastructure culture o
Optimization Fundamentals Engineering '
5 < -+ Minimum Viable
Product (MVP)

Business Security, Risk, o

Analysis and Compliance

T Story Mapping & &
Specification Continuous *® o
Delivery secificat o
Programming »




Papap 3poposba DASA DevOps

leHepauuym runoTes Bnapexue npoaykTomM

O6yueHue CoTpyAHUYECTBO U uccnefoBaHue
5 100%
MeTpuku ApxutekTypa
4 80%
60%
3

CrabunbHoCTb CuHTes

40%
TexHuyeckoe 340poBbe 3noposbe Pl

20%
Penus Paspa6oTtka 0%

BoccraHoBnexve C6opka

MOHUTOPUHT CKBO3HOE TecTUpoBaHue
Bepudukauus Mpuemka 3n0poBbe KOMaHAbl 3p0poBbe utepauum

PasBeprbiBaHue



Agile
Product
Delivery

Team and
Technical
Agility

SAFe Essential
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Shift-Left 8 npoekuun Secure SOLC (TDD, BDD, Pipeline)

MHKPEMGHTaﬂbHaﬂ n utepatnBHas paapa6on(a
Tradition “V” Model delays feedback Shift left for fast feedback

::SSLL)JRE % MHKpeMeHTanbHbIi: Pa3paboTka no YacTsM, UMes B BUAY KOHeUHbIA pesynbTar
Behavior-Driven e rf‘-
Development (BDD)

STORY TESTS -

(o) ket

Behavior-Driven
WUrepaTtuBHbIN: PaspaboTka Cbipoii Bepcun NpoayKTa, NpoBepka, 3aTeM JanbHenlee nocTpoeHne
C HapalimBaH1eM KayecTsa 1 pyHKUMOHana.

Development (BDD)

CODE TESTS
o) ok
Test-Driven

Development (TDD)
MpumevaHne: Bpema peansHoi paboTsl (touch time) — aTo Bpems, Korga KoMaHab! 4OBABNAET UEHHOCTE K CBOEMY NPOAYKTY =y

unm ycnyre. OBbI4HO 9TO BpEMSA COCTaBNAET HeBonbLuon npoueHT (10-20%) oT obLuero BpemeHu NpoussoacTea (cycle time),
NoToMy 4To 60/bLUAR YECTb BpEMEHM TEPAETCA B ouepeasx (OXNAaHUAX) U TPATUTCA Ha NepemeLLieHs PaBoTbl M3 OAHOMO
COCTORHUA B Apyroe.

1 2 4
Pipeline Efficien
% P Yy BbiaButb VoC OnpenenuTb YcTaHoBUTb OnpegenuTb
Bxoabl 1 Bbixoabl aKTUBHOCTU BpEMEHHbIe
L METPUKN
50
40
30
2 7 6 5
10 OueHnTb OnpegenuTb Onpepenutb
. aKTUBHOCTU no6asneHHyo notepu (wastes)
0 =
Analyzing Backlog Implementing  Validation on Deploying to Releasing l%eHHOCTb Kaxaoun
Staging Production onepauww

= Average Touch Time (Days)  ®Average Walt Time (Days)



KauyecTBo pe3ynbTaTos

3tanbl TectuposaHua Shift-Left

Craruyeckui avanua KouTtpons Open Source AvHamuyeckun aHanus TecTupoBaHue Ha

(SAST) (OSA) (DAST) NPOHUKHOBEHMUE
CKpbITbIE YA3BUMOCTH * KoHTtponb 6ubanotek 8 : py4yHoe
Noruyeckue ownbKu nepumerpe | :
' § * Back doors, BpeaoHOCHbIN KOA
OwnbKM apxuUTeKTYpbI * W3sectHble yassumocTyn 8 Open '
. i f * Owubku KoHPUrypaumm

" ource :
A:A¢GKTbI i - f * Hecoorsercteue nonutukam Ub
« TBbIN K ° WMUEH3UOHHbIE OrpaHUYeHun |
i i P asmomam. KOMMaHWK
«3aKnagKku» *  MOHUTOPUHT HOBbIX

Oﬁmmﬁ YPOBEHb Ka4ecTsa Koaa YA3BUMOCTEN B UCNOMb3YEMbIX

* HepexknapupoBaHHoe
M OTKNOHEHKA OT CTaHAapPTos

KOMMNOHEeHTax
nosegeHune

*  YTeuyku namatu
* [epepacxoa pecypcos
*  Owwnbku ayTeHTUOUKaLUUK

20% 80%

>
Huskue Cpegtue V Bbicokue Tpyaosatparsl



MeTpuKu 340p0BbA NPOAYKTa NO UHKPEMEHTY NPOAYKTa

Objectives for PI 3
* Struchured locations and
valdaton of kocations.
. = Bl s demmarnione 8 peee tes decisions about
- - === Program velocity o - F 9 changes might be
— eature - .
m — .,'.'_,,..._.,..' ,.,.."' necessary to successfully
. . Predictability measure Feat deliver the Pl
e eature 8 iver the
| B Spoed up indexing by 50%

# Features planned

_ # Features accepted

# Enabler features planned

# Enabler features accepted = St s quilly b2 MK - Torget: Blectis process. Feature 5
evance camtrol range.
# Stories planned o | tewn ) iy sl Fa
‘o % Achievement: 90% 9 run the business.

# Stories accepted

Unit test coverage %
Defects

Team Pl Performance Reports

= Index 1.2 bilion more web pages

= Extract and build URL sbatracts

Program Predictability Measure

= Furzy sosich byl name

+ Handios comman
ariations,

- Spacisl causes may sl
cause excess variston

Feature 7

Feature 6

Feature 2

Feature 1

8

Total tests 30 40 50

% automated n1 Mz LE na L] Number of Stories
= = = - Team A: Outof control development
#NFRtests | L - ;:._-nm.d seveiopment

© Scaied Agee, inc

Ralph Stacey Decision-driven Quadrant

Business Value .
Objectives for PI 3 - Program Predictability M Agreoment { Chaos

= Structured locations and Unknown Agile \ Anarchy

validation of locations 0 e Scrtin \ (House of Pain)
- Build and demonstrate a proof 8 } A /’ Sl

concept for context images §w ol s il , " b
- < N -
= Implement negative triangulation & 4 ~1 - £ | ,'
o 2 \ =

by: tags, companies and people i 0 - ,'f E E o . . Complex

- 5 dexi 50% b 2
peed up indexing by 5 Y . Z Ko
= Index 1.2 billion more web pages 8 E by o< —\\ KanBan m
= Extract and build URL abstracts > »
Stretch [}
= Fuzzy search by full name 7 o P M2 Pa P4 PS5  PI1-T1 PI-IT2 PI1-IT3 PI1-T4 PIL-TS PR2-ITL PR2-M2 PR2-IT3 PI2-T4 PR2-ITS p3.;r3 P3-M2 P3-M3 PI3-T4 P3-ITS \
\

- tag quality to B0% 4 4 || T Toom A Cuboleononl duvlopmnt ®Done  ® Rel ® Deploying to Product Validating on Staging ®Implementing ® Backiog ® Anal B Funnel \

ey S ity I = ) siosy easing ploying to Production idating on Staging plementing ®Backiog ®Analyzing M Funnei \

Program (AT D Close to Far from
Totals: 50 45 Certainty Technology Certainty
% Achievement: 90%
© Scaled Agie, Inc Known Unknown




Architectural Runway MUHUMMU3ALUY n0'repb
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03
SecOps:

npouecc
NOCTPOEHUA ¢
Secure SOLC




PekomeHpgauun DevSecOPps npu ynpasaeHuu

* [lpaBUnbHO BLICTPOEHHbLIN MPOLECC BaXXHEE MHCTPYMEHTOB.

* He BHegpsaunTe BCE n cpaldy. HayHuTe € TOro, 4YTo y Bac yxxe ecTb, U ABUranTecb
NTEepaLnoHHO.

¢ O®OyHKUMoHarnbHble gedekTbl n gedekTbl 3U - paBHbI.

*  BblpawmBanTte B cBOMX KOMaHgax Security Champions n 3agenctesyimnte B npouecce
pa3paboTkn — 3TO NOBbLICUT NOTOK LleHHOCTN Secure SDLC.

* [lomMHWUTE, YTO Ka4eCcTBO NpPoAYyKTa — 3TO obuiada uenb.

+ BaxHee niogu, a He npouecc.

« Paspenaute BnuaHue DT Stacks.

« ABTOMaTM3MpymTe no makcumymy — Infrastructure-as-a-Code to Everything-as-a-Code.
* BbibupanTe npouecchl U UHCTPYMEHTbI, NOAXOAALLME UMEHHO AMS BalLero npoaykTa.
« [lenante ynop Ha METPUKM 340POBbS U 3PESIOCTM NPOAYKTa, YTO Obl HUBENMpPOBaTL legging.




PekomeHaauumn noctpoenusa no SOLID

MpuHUMn ogHOMN
OTBETCTBEHHOCTHU

Pa3iesieHre Ha BbINOJIHEHHE
oAHOU QYHKIIMM — micro-
services.

MpuHuMn paspgeneHun
uHTepdenca
Paspenenue

IIPOTOTUIIMPOBAHHA HA
B3daMMOCBA3U.

MpuHuun
OTKPbITOCTU/3aKpPbITOCTH

OTKpBITHI AJ1s1 paClIUpeHUs,
3aKpbIThI AJ1s1 U3MEHEHUH.
OTcyTcTBUE MoAUbUKALIUN

IPpU MacClITabUPYEMOCTH.

MpuHuMN nHBEepcumn
3aBUcCuMMocCTein

BrICOKOYpOBHEBbIE MOYJIN
He JI0J/KHbI 3aBUCETh OT
HU3KOYPOBHEBBIX.

MpuHUMN NOACTAaHOBKU
Bap6apbi Jiuckos

He nomkHO OBITH
3aBUCUMOCTHU OT CIIocoba
peayiM3aluu.

Health Check

KoHTpoJsib ¥ aganTanuu
3/10pPOBbSA METPHUK.



Mpouecc noctpoeHua Secure SOLC

The DevSecOps Toolchain

1. Address Technical 10. Security
Security Debt, Technical Debt, 6. Signature Verify, 7. RASP, UEBA/
DevSec Metrics, Modify Incident Integrity Checks, Network
2. IDE Security Threat Modeling, Response, Defense In- Monitoring,
Plug-Ins Security Tool Training Modify DND Depth Measures Penetration Test
Plan Prevent

Log and Perimeter

Monitoring
Dev Ops
Monitoring Monitoring RASP Feedback
Champs and and
LI AR AP| Gateway
Security and
Performance Logs
Preprod Predict Respond
3. SAST/DAST/ 4. Chaos Monkey, 5. Software 9. Dev Consumable, 8. Security Orchestration,
IAST, SCA Input Fuzzing, Signing Correlated RASP/WAF Shielding,
Integration Test Vulnerability Analysis, Obfuscation
loC/TI STIX TAXII

Source: Gartner
ID: 377293



ddpdeKkTnBHOCTb NocTpoeHna meTpuk B DevSecOps

Application Security @
Testing Orchestration,

Secure by Default,

SAST/DAST/OSA/SCA,
ASVS, AST o+ DMCA, GDPR, NIST,
ISO/IEC, MITRE
Security *
Champions,

Kaizen/Kaikaku,
Shift-Left



Secure Software Development Life Cycle (SSDL)
1

A

Dev Ops

02. CODE

03.BUILD 05.RELEASE 07.0PERATE 08.MONITOR

Threat IAST, Configuration

Security
modeling S SCR DA BCE SAST, DAST Drift RasE et sass RSt Monitoring
Mitrad Casas Configuration Configuration Performance Consistency in Secrets Secrets Application
Drift Drift Testing Environment Management Management Monitoring
AVnise Carcs Consflstency in Infrastructqre SCA WAE IDS WAE IDS Perfom:mance
Environment (cloud) Testing Testing
Compliance Resilience and
Test Chaos testing
DevSecOps

MwuHnmaneHo Heobxoammoe anst peanu3auun DevSecOps:

- KOHTpOnb KOMNOHEHT C OTKPbITbIM MCXOAHBLIM KOOOM MpKW nonagaHun B nepumeTp pa3paboTku (Open Source Analysis, OSA);

- CtaTuueckun aHanma koga (Static Application Security Testing, SAST);

- KoHtponb coctaBa komnoHeHT MO (Software Composition Analysis, SCA);

- Bce Bugbl amHammnyeckoro aHanusa (Dynamic Application Security Testing, DAST / Interactive Application Security Testing, IAST / Behavioral Application
Security Testing, BAST);

- AHann3 GuHapHOro Koga U KOHTPOIb CoCTaBa KoHTelHepoB (Bytecode and Container Analysis, BCA);

- Peannszauma WAF (Web Application Firewall).



Lead Time

CHM>KeHHe BPEMEHHU IMOCTABKHU
HEHHOCTHU IMPOAYKTaA.

Production Time

CHM>KeHHe BpEMEHH Ha
BbIIIOJIHEHH E pa60T.

YacToTa pa3sepTbiBaHUA

KosinyecTBO pesin30B B
eIMHULY BpEMEHH.
KoHTpoOJIb BEPCUOHHOCTH.
JloJis1 OTKa30B.

Health Check

0 ] 04 - T'apanTHUpOBaHHOe BpeMs
BOCCTAHOBJIEHHSL.

02 05

03 06

%A/C -> 98% (accuracy/complete):
DoR, DoD.

Bpemsa peanunsaumum uameHeHui

Jl0J11 aBTOMAaTHU4YeCKOr0 TeCTUPOBAHUSL.
- KoHTpoJsib MaciiTabupyeMocTH.
- PerpocnekTusa.

Security Check
- Aypur.
- KonTposb apTedakToB.
- O6ecneyenue [lapkepoBCcKO# rekcajibl.
- Burn down chart.
- Impediment chart.



Cnacubo!

EcTb s1u Yy BaC KaKHE-TO BOHpOCbI?
shmakovis@inbox.ru

+7 982 348-10-98

@shmakovis

@ @
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