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Cisco IT Transformation Journey

“We Develop, We Secure & We Operate”

Architecture Led:
Services Orientated

Scaled Agile
Maturity

Pervasive Agile

Mindset DevSecOps
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DevSecOps is all about to get
development teams to make certain
mindset shifts and adopt security
practices into their daily activities
which requires healthy collaboration
and mutual trust between
development and security teams.




Some fundamental
thoughts

“‘Mindset & Cultural Shift ”

How well you actually know what
you are talking about ? (Credibility)

How often and quickly do you do
what you say ? (Reliability)

How much you show that you care
about someone else’s interests ?
(Empathy)

How apparent it is that your words
and actions are in your own interest
? (Self-interest )

How much trust you have with each
other ? (Trust)
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The DevSecOps Core team act as enabler and advisors,
to make sure the development team has all the
information necessary to make empowered decisions
while trusting them for decision towards “the right thing”
and help baking security via automated enabled security
tools and process to their SDLC with the speed of
business.
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DevSecOps DevSecOps mantra:

Start small & Build; Measure:; Learn

Leadership & management commitment
to drive transformation is required

Enable Accountabili
One Team Feedback Loop Y

Break Silos (Use Same Tool- i.e. Rally to Dev+0Ops shares SAME ‘E2F’ Enable Team working together using Agile,
track backlogs (ONE Backlog) and PI); No Enalt?l]e rsolcgnl*igrftegbagrﬁul_n?ggs o Accountability and Ownership on resolving CD, Cl, Automation, Monitoring delivering
Separation between Dev & Ops P PP “ALL” client issues together ‘Working Product’ & ‘Fix’ to clients Faster

: % Outcome
7 Security
Q BIZ Sec/Op @ Break Down Silos

Faster time to Release Product
Improved Quality

Operational stability
Experience
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DevSecOps Cisco IT Focus Areas

Enable Automation
LeaderShip Support in Everywhere_
People/Workforce Automated Testing,
Culture Transformation Deployment

Use DevOps Tools,
Continuous Delivery(CD) &
Continuous Integration(ClI)
Toolset- Docker, Git, Jenkins,

Agile Methodology

Puppet etc...
Enable Security in
Architecture, Code,
and Operations Enable E2E
Monitoring- AppD,
Splunk etc
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How we are driving Security in DevSecOps

Agile
Security
(Hackathons)

Continuous Security Buddy




more than bolt it on

Why Security Is
d|ffe re ﬂt |ﬂ D@\/S@CO pS than security specialists

features

more than security

more than end-of-
phase gates

more than policy
enforcement
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Security in DevSecOps

Security bridges
u{'oma{'wn Dev & ODS
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Automation in
\A Scale
A Dev Promotes Self-

- Service
Metvrics
== &;,ja “\2.13.; Trust & Verify
Value Add Real
. - Time Metrics

DevSecOps: Embed Security



DevsSecOps: Security Implementation as Code @

Continuous Security Buddy

(CSB)

Automate Security Controls
& validation in CICD pipelines

EMBED CODE ANALYSIS
TESTING IN CODE QA

Automate Security Controls &
validation in Operating
environments
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CSB: Pipeline Edition

Third
Party Lib

N
Static
Scan

i

Hardening
Checks

CSB: Platform Edition

1AM



Continuous Security Buddy (CSB)
Platform edition

Audit Checks to ensure
MFA, SSO, Access Key
Rotation and Root login
usage, no non-cisco
identities, Password
Policy

IAM

CSIRT monitor the laaS infra,

Bastion Host Check,
CIS Benchmark controls,

Network Wide open security groups,
External Surface

7

Storage Misconfigured Storage Policies,
Missing tags/labels,
Untrusted images,
Misconfigured Encryption Policies

Qualys Scan external facing hosts
Hardened AMIs
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CSB Pipeline Edition

Automate integration with
Corona/Blackduck tools to
Third Party identify and register in IP
Lib Central.

' Integrate CICD pipeline

with source code static
analysis tools

Validate appropriate
PSBs and integrates
with backend reporting
tools such as
Jira/CDA/USM

Static Scan

Perform OS and
container hardening

Hardenin checks during
Checksg build/deploy stages

Perform Web and API
scanning during

build/deploy stages Integrate secure

management of keys and
service credentials in vault
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Agile Hackathons (Security)

Agile Hackathon: Testing real use cases

Facilitator

Tester

» Work in Cross-team Done (definition :
Analyze Resdy progress review of done) $ . i'

Pick user Teams 90 minute 60 minute Cross-team ‘
stories break out sprints reviews validation Lh’_ \

i

Documenter

Teams of 3
Cross-team Working outside Hands-on Live feedback Knowledge . Drives productivity
collaborators of domain implementation exchange booster . Team stay focused

« Delivers tasks on time



Security Testing and Continuous Deployment

Production

Run
acceptance
Perform : tests
o Run Unit Deploy to S Eunciong Deploy to
Check-in re‘ir?gsievs tests integration 16%?50 i production
*SCAP scans

*App scans

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



IT CI CD Pipeline (0 QUAY 4 S

Spinnaker

; i “f{"_"“ O nmim m I
cisco ey N — cisco urban{code}
technologies SDaaS o Bitbucket sonarqube JFrog Artifactory AppDB Deploy I Release

Continuous Feedback Loop (Powered By Cisco Spark)

il . p ° A

Manage Software Continuously Store Deploy I Release
Backlogs Console in SCM Build & Test Artifacts I

Security - Creating Trust & Confidence
-
HathiCarp

¢ Architecture
g “ Assessment Appscan
- & CDSL for IT

e NOwWoecure TEM m
SV c e Wy
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it ¢ " aqua g Twistlock g
Continuous Delivery Analytics (Powered By CDA)
Opanisonice i Dynamic Securit: Continuous Ruqtime
q a - Backend / Secret Mgmt. Continuous Security | |Software & Libraries Automated Static Mobile App Scanning Y ¥ r | Application
Architecture Assessment Security Training VAULT Buddy - CICD Pipeline Scanning Security Assessment Nereaam lé;sissrgir;; Se(:L'JDr;tnyuddy Security (RASP)
Blackduck (el e PP atiomn Container
Security
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DevSecOps Business Outcome

Operational Excellence Velocity

Experience M.
Reduction in o Security







