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[171aH Ha ceroaH4:

O630p Kubernetes
PacrnpocTpaHeHHble aTakM 1 3aLllmMTa OT HUX



CKOpOCTb A0CTaBKK VS be3onacHOCTb




KoHTenHepbl, KoHTeNHepbl, KoHTenHepbl, KOHTEUHEPHI...




YTto Takoe Kubernetes?

Kubernetes — aTo nnatdopMa ONa opkecTpaLmm
pPa3BE&pPThiBaHMA M MacLLUTabUPOBaHNA KOHTEMHEPHbIX
MPUNOXKEHUN U yrpaBieHnsa UMK,

docker



s e s e
| Master node

i

i Scheduler

1 5

{ api

: ETCD /Pi’gerver

1 .

i Controller

! Manager

e

Worker node

O 0 0O

KonTeiinep KoHTeiiHep KouTeiinep

[ docker ]

kubelet kubeproxy

Kubelet, k-proxy,

0 0
Kubelet, k-proxy,

Kubelet Kube-proxy

[ docker

]

O 0 0O

KoHTeiiHep KoHTeliHep KoHTeiiHep

Worker node |

Kubernetes-knacrep



Pods

Pod — 3To oaAuH MNu rpyrna KOHTEMHEPOB.
Pod — 3To eAMHCTBEHHbINM 06beKT B Kubernetes, KOTOpbIN MPUBOAUT K 3aMyCKY KOHTEMHEPOB.
HeT pod — HeT KOHTeMHepa!

r Pod \

Network Namespace
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Kubernetes security threats in the wild

bitpsiolog rediock iafkubernetes-cloud-sacur
ity-bragoh-Bitcoin-mining

Unsecured Kubernetes User could access kubelet Public images with

dashboard with cloud credentials and replay, embedded malware
account credentials namely kubelet cert and Hacker images pulled

Hackers used these to shopify private key 5M times to mine $90k

mine cryptocurrency Reported by researcher of cryptocurrency

AVIVA/  oct 2017 May 2018 docker” june2018
Feb 2018 June 2018 C\eight
Watchers

Unsecured Kubernetes Unsecured Kubernetes
dashboard with cloud dashboard, with access to
account credentials sensitive data including
Hackers used these to cloud account credentials
mine cryptocurrency Reported by researchers

https://twitter.com/mayakaczorowski/status/1009111190998519815



ATaka: HeaBTOpM30OBaHHbIN AOCTYN K
Kubernetes Dashboard
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3awuTa: HeaBTOPU3OBaHHbIU AOCTYN K
Kubernetes Dashboard

e He oTKpbIBaTb B UHTEPHET
e Vicnonb3ymte RBAC

e He gaBaTb NoBblWeHHbIe NpuBUnernn Dashboard ServiceAccount



ATaka: ucnonb3ys npasa pod’a

o KoHTenHepsbl B pod’'e MOIyT:
o bbITb 3anyLyeHbl nog root
o MOHTMPOBATb ONPEKTOPUIU C XOCTA
o Wcrnonb3oBaTb MOPTbI XOCTA HAMPAMYHO
o TpeboBaTb MOBbILLEHWNA MPUBUIETNI

® CKOMI_IpOMeTl/IpOBaHHbIe KOHTemHepbl MOTVYT
BOCIIOJIb30OBaAaTbCH BCEMUN STUUMUN BO3IMOXXHOCTAMU



3awuTa: Pod Security Policies

e [lpMepbl MCMOb30BaHUA:
o 3anpeTuTb 3anycK nofa root’'om
o OrpaHM4nTb NMPUBUIETUU

apiVersion: policy/vibeta1
kind: PodSecurityPolicy
metadata:
name: restricted
spec:
privileged: false
allowPrivilegeEscalation: false
requiredDropCapabilities:
hostNetwork: false
runAsUser:

rule: 'MustRunAsNonRoot'



ATaKka: HeaBTOpM30BaHHbIN CeTeBOU AOCTYnN

e [lo ymMonyaHuto ntobomy pod'y OocTyneH nobdomn

apyrom pod

o CKOMMPOMETUPOBAHHbIN POd CMOXET MPOYMNTaTb,

N3IMEHWTb NJTN YOaJ1NTb AaHHbIE N3 OOYIoro pod’a

® |_|O3TOMy HYXHO CrieumalJibHO N30JTMPOBATb

HYBCTBUTEJIbHbIE K B3J/TOMY MOADbI



3awmTta 1: Network Policies

e [To3BONAET 3abn10KMpPOBaTb TPadPUK pod’'oB

e B 0co60 4YyBCTBUTENbHbIX /19 6€30MacHOCTM MecTax Ny4yllaa NpakTUKa -

nonntuka “deny all” no ymonyaHutio

e /Icnonb3oBaTb White list



3awuTa 2: Istio

® MILS: KaXagomy CepBuUCY Mo cepTupmnkaTy
® KoHTpoNib AyTeHTUdMKaumm n ABTopmsaumnm
e KoHTponb Egress Tpapuka

e OSl|ypoBeHb 7/
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Cnacnoo 3a BHUMaHue!
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NCTOUYHUNKN

e [loBbllaeM 6€30MacHOCTb MUKPOCEPBUCOB C Istio
https://habr.com/ru/company/exness/blog/509110/

e 33+ MHCTpPYMeHTa anda 6esonacHocTn Kubernetes
https://habr.com/ru/company/flant/blog/465141/

° Threat matrix for Kubernetes

e CVE kubernetes database ‘s}.:‘ﬁ:{.._.,_:,....
.. https://cve.mitre.org/cqgi-bin/cvekey.cqi?keyword=kubernetes /f
: o 18

e Kube| avulnerabllltles scannlng tool
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https://habr.com/ru/company/exness/blog/509110/
https://habr.com/ru/company/flant/blog/465141/
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kubernetes
https://github.com/Portshift/kubei

