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COBPEMEHHBIE MNMPOBJIEMbl AYTEHTU®UKALINA

THE CONSUMER AUTHENTICATION STRENGTH MATURITY MoDEL (CASMM) 5

8
7

Passwordless i warmsrooz
Rather than authenticating with passwords, you
authenticate using OS-integrated biometrics.

Token-based 2FA cmsies 077 Token

In addition to quality passwords in a manager, you
authenticate using a physical token that enly you have,

VULNERARBLE TO:

App-based 2FA  cusovler Google Aumenticaror, Asthy
6 A P P2 FA In addition to quality passwords in a manager, you

authenticate using an application that only you can access.

VULNERABLE TO!:

SMS-based 2FA cervs any swstaseda

In addition to quality passwords in a manager, you
authenticate using a fext sent to your mobile device.

VULNERAULE TO!

Password Manager Exampies: 1Password, LastPass

In addition to having unique passwords, you also
store them securely in an encrypted archive.

VULNERABLE TO:

COUNT

Quality Passwords comis s01220051104
VULNERABLE TO:

Q U AL PAS S Your passwords are not just unique, but they’re long, BAMENOSD DLes 7 CRACKING
random, and they include special characters.

Uﬂiqua Pmords Exampies: DOBs, Toams, Schools
VULNERABLE TO:

x ¥ A
Your mrds are unique, l?ut they're too short, simple, L IVE PASSWORD GUSISING
or contain personal information.

Shared Passwords i Gl weis fugo, Netie vy neraBLE TO:
1 SHARPASS You use the same password in multiple places across the CREDENTIAL STUPFING
internet,

OAMIEL MIERLLEN J02Y
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SAFETECH. YOOBHbIE PEWWEHNA OJ1A BESONACHOCTU LN®POBbBIX KAHAJIOB

10 NET KITMEHTHI - BOJIEE 8 U3 TOP 10 7 MHOYCTPUAIBbHbIX
OlbITA 65 BAHKOB BAHKOB P® HAIPAL
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PAYCONTROL. MNAT®OPMA MOBUbHOW AYTEHTUDGUKALIM M SNEKTPOHHOW NOAMNNCHK

YOOBCTBO U NMPOCTOTA CHAPYXW

* [lopTBEpXAEHUE TpaH3aKUUHK B AOObIX KaHaAaX
OAHUM «TanoM» N0 3KPaHy

* QR-aytenTuduKauusa B web-kabuHete 6e3 BBOAA
AOTMHA/NapoAA

* Bo3moXHOCTb paboTbl B 0dpAaiH-pexXUme

NMPOABUHYTbLIE MEXAHU3MbI
BE3OIMNACHOCTU «NMOA KAMMOTOM»

AcummertpuyHan kpuntorpadus ECDSA ana
KOHTPOAA aBTOPCTBA W LIEAOCTHOCTU TPAH3aKLUM

Fingerprint U pUCK-CKOPUHT NOAL30BATEALCKUX
YCTPOUCTB

CoueTaHue TEXHONOTUI OUOMETPUM U KpUunTorpadpuu
A NOATBEPXKAEHUSA BbICOKOPUCKOBbIX ONepaLuit

SAFETECH



PAYCONTROL. NMIIAT®GOPMA MOBUTbHOW AYTEHTUOUKALINIA N SNEKTPOHHOW MOANUCKH

@ PayControl

NMONPOBYUTE PAYCONTROL
NMPAMO CENYAC

[=];

https://paycontrol.org

SAFETECH



PAYCONTROL. KPATKUE NTOI' NMPOEKTOB 3A 6 JIET

BHeApeHus:

Bonee 40 6ankoB ot TOMN-1 po TOM-400.

Bonee 4 MAH. noAb30BaTeAe

Ke#chbl:

MNoaTBEp)XAEHUE TPAH3AKLUUN U INEKTPOHHBDIX
AOKYMEHTOB B.

Mo6uAbHbIN BaHK top. AL,
Mo6uAbHbIN 6aHK GU3. AULY
WUHTepHeT 6aHK top. AuL,
WUHTepHeT 6aHK du3. AuLl
Private banking

3ameHa SMS ana 3DSecure
be3bymaxHbii opuc HaHka

Peructpauus op. AMLa yepes nopran
b6aHka

Peructpauus HeABWKMMOCTH uepes
noptan 6aHka

Ur.p.

MoaAepxka
B «kopobke» ABO:

 BCC

* iSimpleLab

e Abanking

*  WHPopmaALUOHHLIE CUCTEMDI

* R-Style Softlab

SAFETECH



KOPTNOPATUBHAA AYTEHTUDUKALINA

KAneHTbl

CoTpyAHUKM

BAHK

PayControl
Server

ABC / ABO

{]

Ll

Undpa-
CTpYKTypa
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KOPTNOPATUBHAA AYTEHTUDUKALINA

BAHK

2 factor

Jrm
\l, 00

COTpYyAHUKK 00

—
° i

PayControl Avanpost UHdpa-
Server FAM CTPyKTypa

© £ =

1 factor N

,]\ data
l J
=== (]
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NPNHUNIMT PABOTbI KOMINEKCHOIO PEWWEHNA PAYCONTROL 1 AVANPOST FAM

1. nNoab3oBares nbiraercs ayteHTMduuMpoBaTbea
B KOPNOPATUBHOW CUCTEME

2. KopnopatuBHas cuctema nepepaet
3anpoc eAMHON cUCTEME

ayteHTMdUKauumn Avanpost FAM

V

1 factor Undpa-
data CTPyKTypa
= =
] =
| J =
= = 9. KopnopatueHas cuctema ycnewHo -
N AOMYCKAET NOAb30BaTeAs
I
|
I
I
I
L 4. TMNonb3oBaTeAb NPOXOAMT ayTEHTUOUKALMIO NO NEPBOMY paKTopy
6. PayControl pocTaBAseT 3anpoc
2 factor Ha YCTPOICTBO NOAL30BATEAR PayControl
W 0XMAAET NOATBEPKAEHUS Server
[ =
[oo iJ 1. Nonb3osarens noaTEepKAaET O
10.0 - ayTeHTUPUKaLMI0 YAOOHBIM cnocobom

8. Avanpost FAM coobuaet
KOPNOpaTMBHOMW CUCTEME
pe3yAbTat ayTeHTUGUKaLUu

3. Cuenapuii MFA
3anpoc nepsoro
dakropa

Avanpost

FAM
2
haald

5. Avanpost FAM otnpaBasieT 3anpoc Ha NOATBEPXAEHHE
ayTeHTMGMKaLMM NOAL30BATENA M OXKMAAET pe3yAbTaTa

SAFETECH



O CUCTEME AVANPOST FAM

Avanpostia AAA KOFO:

Avanpost FAM (Federated Access Manager) — yHMKanbHas
cCUCTeMa ayTEHTUPUKALIMU AN KOPMOPATUBHBIX
NPUAOXKEHUH, KOTOpasA 06beAUHAET 00a MeToAa

NPo3pavyHoOMn ayTEHTUPUKALUU

CucTema cooTBETCTBYET COBPEMEHHbIM CTaHAAPTaM U NO3BOASIET
OpraHu30BaTh NPO3payHy0 U MHOTOGAKTOPHYIO ayTEHTUPUKALMIO B
MOOUABHBIX U BE6-NPUAOKEHUSX, MPUAOXKEHHUAX C TOACTBIM KAMEHTOM, Saas-

cepBucax U TepMUHAAbHbIX peLUEeHUAX

CpeAHuWe 1 KpynHble KOMNaHWK

KpeAUTHO-PpUHAHCOBLIE
opraHu3sauuu

[ocyaapCTBEHHbIE YUPEXAEHMUS,
MUHUCTEPCTBA U BEAOMCTBA

SAFETECH



BO3MOXHOCTU AVANPOST FAM

Avanpostia

Mpo3pauHas U MHOropaKTOpHasA ayTeHTUPUKALUA:

* B MOOMABHDIX, AECKTOMHbLIX U Be6-npuroxenusx (OpenlD
Connect, OpenlD, OAuth, SAML)

*  yHacAeAOBaHHbIX BeO-npunoXeHusx (TexHonorua Reverse Proxy)

°  BYHACAeAOBAHHbIX AECKTOMHbIX NPUAOKEHUAX (TEXHOAOTUA
nepexsara OKOH)

AnbTepHaTUBHaA U MHorodakTropHas ayteHTudukaumsa B Windows

AyTteHTMdHMKaLmMa yepes ctopoHHue IdP (pepepaums
YAOCTOBEPEHUHN)

) I'

AyTeHTUOHMKALMA C UCNIOAb30BAHUEM:

*  (uU3nuyeckux pakropos

°  OAHOpPa30BbIX KOAOB

*  3NEKTPOHHOW NOANUCH

*  AaHHbIX cpeabl (LAN, CKYA U T.A.)

* pomeHa (SPNEGO)

CamoobcayxuBaHue: ynpaBreHUe ayTEHTUPUKATOPaMK U

napoAaMu

SAFETECH



NPEMMYLWECTBA COBMECTHOIO PEWEHNA

—— EAvHan TOuka BXOAA BO BCE TUMbl MPUAOKEHWH HA MOOUABHBIX
ycTporcTBax noAb3oBatenei (BYOD)

@)@ BecnaponbHas ayTeHTUOUKALMA COTPYAHUKOB, BKAIOUAS
Y 6MoMeTPUYECKUE TEXHOAOTUH

= 3ameHa yctapeBlMX U Hebe3onacHbix cnocoboB
— ayTeHTUPUKALUK

CootBetcTBHE TpeOOBAHUAM PETYAITOPOB

EAUHDBIA MAEHTUDUKATOP COTPYAHUKA B €r0 MOOUABHOM YCTPOHCTBE

KoHTpoAb ayTeHTUdUKaumu Bo Bcex BUpAax UC, B ToM uucae B
06AauHbIX NPUAOXKEHHUAX

besonacHocTb, AOCTYNHAA paHee AMLb C NPUMEHEHHUEM
annaparHbiX TOKEHOB

BbiCOKMiA ypoBeHb yAOOCTBA ayTEHTUDUKALMK AAS NOAL30OBATENEH,

SAFETECH



KOPIMNOPATUBHAA AYTEHTUOPUKALINA

@ GlobalProject Login O_X

% CBEP BAHK

Sign in the System

| Login |
Password I
I Register |

Forgot password?

Sign in with: @ GlobalProject Login O_X

|

. ¢ Bane
‘fw Rus Em Ax Bapc
~ ! Bamx

~

¥, CBEP BAHK

Sign in the System
Confirm log in with PayControl app

SAFETECH»



CNACNBO 3A BHUMAHMUE! XOTUTE Y3HATb BOJIbWE?

Peructpupyiitecb Ha 6ecnaatHblit BebUHap 29 UtoHA
C yyacTuem npeAcTaBUTEAEH:

* komnaHuu SafeTech

* komnaHuu Avanpost

* komnaHuu Kpok

(o npumepe BHEeAPEHHUA)

Kupunn Meuwepsikos
PykoBoguTenb HanpasieHUA pa3BUTUA NPOAYKTOB byoet xuBas geMoHCcTpauuns padboTbl NPoaYKTOB

mk@safe-tech.ru

+7 905 509-70-24 |
SAFETECH



