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Applications are instrumental to modern business

Digital transformation is “finally” here — this is the impact:

New applications are Application modernization

developed infrastructure untangles apps from
agnostic infrastructure
Where: Who: How:
Cloud first Responsibility Development
& shifting velocity

SaasS before Application teams Up from months
PaaS before laaS taking on security to hours, enabled
before building ownership - by new

your own DC DevSecOps architectures



Evolution to Micro Services

Monolithic — 3 Tier

Application User

Create

Login
Account

Trade Report

Processing Generation

User
Database

Optimized for MleO-SerVI ces Rapid Iteration

Security — slower rate of change And Development

N\

Applicatio r

Container Container Container

Create

Login
Account

==

Container Container Container

Trade User Report :
Processing Database Generation
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Micro-Service Examples - Problems defined

- No visibility for services

- Unused services
Untrusted services
Dangerous services
Users/Services mapping
Services/Services mapping

- No visibility for threats
- Data leakage

Malware

DDoS amazon.com

Covert channels

Etc..

or its affiliates ghts reserved. Cisco Public



Deep visibility & control for your workload and
cloud infrastructure

Continuous policy
creation and control of
application behavior

rol

Across your entire

cloud infrastructure
monitor for behavior
changes and threats

and Visibil

o~
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Gain wide security
visibility across clouds
and enables precision

automated
enforcement for
workloads



Consistent policy and control

Cisco Secure Workload (Tetration)



Segmentation



Segmentation policy elements

Sle el A

Autogenerated Workload context Workforce and
based on application and metadata endpoint devices
behavior

© 2021 Cisco and/or its affi
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Application dependency and cluster grouping

Doooo
Cisco Nexus® 9000 Series

Network-only sensors, host-only
Sensors, or both (preferred)

Unsupervised
machine learning

Behavior analysis

Bare-metal, VM,
and switch telemetry

DOOo

A 4

Bare-metal
and VM telemetry

VM telemetry (AMI ...)

Brownfield

Bare metal and VM

DOOo

On-premises and
cloud workloads
(any public or private cloud)

A 4

Cisco® Tetration

d/or its affiliates. All rights reserved. Cisco Pu
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- Bare-metal server

Virtual machine

Container




Auto-generated segmentation policy

Automatically generated policy based on >0 = r—

application behavior: I =

+ Using an application dependency map as a blueprint, P — -

Tetration automatically generates the ©  om g‘
microsegmentation policy P — | e

« This policy allows the required traffic between the - —
application components and infrastructure elements «  om | Ran Defaut
(DNS, NFS, NTP, etc.) S = —

« The default catch-all policy is deny.” This can be = e —
changed to “allow” during the initial stages of consumer S inranetservers
enforcement to gain more confidence Frovaer b
«  Note: With a default catch-all of “allow,” Tetration still e et

detects policy compliance violations and alerts on those TCP_M(N:;”'“%"E“’
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Segmentation policies based on workload context

Public cloud workloads can’t talk to on-premises database servers

i >$<—Eﬂ,

Policies are continuously updated
Cisco® Tetration knows which ones Cisco Tetration knows which ones as new servers are added,
are public cloud workloads are on-premises database servers existing servers are moved,
or IP addresses change



Workforce and endpoint information

Workforce and endpoint information can come from Cisco AnyConnect® and/or Cisco®
Identity Services Engine (ISE)

Both these options require integration with Lightweight Directory Access Protocol (LDAP) to get
additional user context - read-only privilege is needed

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Segmentation policies based on workforce and
endpoint context

Only finance group users can access the financial reporting system

Cisco Tetration knows User and device memberships are
the application servers maintained and updated in real time
and database services by Tetration

Cisco® Tetration knows about the
users and devices



Generating an unified policy

Unified policy

I

|
_______________________________ S m e e e e e e e e e e e e e e e e e e e e — - =

I

I

1

Autogenerated, based
on application behavior

T

Workload context
and metadata

2021 Cisco 2




-nforcing
microsegmentation policy




Security

Same level of security for any infrastructure mten’[ iS rendered

as security rules

Process . . .
— In native operating

system firewalls

(IP sets in Linux and
Microsoft Windows Firewall

Infrastructure in Windows Server)

Endpoint




Open policy - other enforcement points

Cisco Tetration™

Message publish

D -

Kafka
broker

Northbound
consumers

3 Northbound
consumers

Publishes normalized
microsegmentation policy
over the Kafka interface

Updates to the policy is
also sent through the same
interface in real-time

Northbound systems can
consume this policy and
render it in other
infrastructure elements
such as:

 Firewalls
« Load balancers (F5/AVI)



Software vulnerabllities
and exposures



Workload protection: Known vulnerabilities

Hackers exploit known vulnerabilities of software

Simple answer to protecting
against exploits and threats:
Patch the vulnerable servers

Take action: Quarantine and
block vulnerable systems to
limit your attack surface and

prevent lateral movement

Identify quickly what systems
are vulnerable

Meet compliance needs:
Regulatory standards such as
PCI-DSS require that patches and
updates be applied when issued

Detect and limit your risk: Know
the impact score of CVEs and take
necessary action based on that




Software package inventory tracking

Cisco® Tetration

« s A Not Secure | hitps://esx-2211 i i /6c5656ffa3f2e276531620: 7630384, d=6c566ffa3f2e276631... W Q0 o [+] |
CiscoTetratien’ RKLOAD PROFILE % Monitoring - (@ - &5 -

lat You do not have &n active icanse, The evaluation period will end an Wed Aug 07 2019 00:02:46 GMT+0000, Take &ction now. |

& Summary Long Lived Processes Process Snapshot Interfaces Packages Kernel Config Stats Metwork Anomalies File Hashes Visit H{

o COLLECTORDATAMOVER-1

@ Filters @ | Ente Filter
Displaying 490 of 430 Packages fetched vi
@ Name ~  Version * Architecture 4 Publisher
Wl ilities F
g, Vmerabilties Found . o)
k A CVE-2017-5637 CVSS Score: (v2: 5) (v3: 7.5)
; h

ZCCHMESDE CVE-2016-5017 CVSS Scare: (v2: 6.8) (va: 8.1) o=l rene)

CVE-2018-8012 CVSS Score: (v2: 5) (v3: 7.5) %86_B4 Cent0S BuildSystem <http://bugs centas org>
zip A 3.0 x86_64 Cent0S BuildSystem <http:/bugs.cantas.org>
yum-utils A 1130 noarch Cent0S BuildSystem <htip-/bugs.centos.org>
~scurity 1130 Cent0S BuildSystem <htip:/bugs.cantas.org>

trgeror 1130 Cent0S BuildSystem <htip-/bugs.centos.org>
xz fh E—

arser iz x86_64 Cent0S BuildSystem <http://bugs.cantos.org>
yum Ay 3220 noarch Cent0S BuildSystem <htip:/bugs.centos.org>

Packages with known
vulnerabilities

and/or its affiliates. All rights reserved. Cisco Public



CVEs for running processes

VESX3-KUBE1
Filters @ Process Command Line contains agetty

Displaying 1 of 254

? Process Command Line = UserName =  PID = ParentPID & Last Exec Content Change = Last Exec Content/Attr Change = Last Seen = Anomaly Score & Hash DB Source =
Vulnerabilities Found

/sbinfagetty /\ May 15 2019 01:43:23 pm (PDT) Jul 19 2019 10:19:03 am (PDT) 100.00 tetration_whitelist
CVE-2018-7738 CVSS Score: (v2: 7.2) (v3: 7.8)

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Software package vulnerability — policy action

@ Filter: Struts CVE

Query I Package CVE = CVE-2017-5638 ]

Scope Default

Restricted? No

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

Public? No
Endpoints (4)

10.0.42.136 struts-app1 RedHat...

10.0.0.50 struts-app2 RedHat...

10.0.0.84 struts-app1 RedHat...

10.0.42.194 struts-app2 RedHat...

W

Priority Action  Consumer Provider Sarvices
100 [ ALLOW | TCP : 22 (SSH)
T o | oot | TP : 22 55H)
wo D [ rouaion Cotectors | TP 5640 .
0 D TP - 43 pTTES)

]

8

&

N



|[dentify workload behavior
anomalies




Search for workload with certain process and
process hash

Search for process command line or binary process hash across all servers

Inventory Search @ Total inventory: 2,088
@ Total inventory: 2,074

Inventory Search
Fters @ Process Command Line contas apache ml LR e it Fiters @ Procese Binary Hesh contas | Reset

Showing 11 of 11 matching resuts Resuls restricted |nmd|scnpemmth query VRFID=1 ‘Showing 20 of 28 matching results| Load moee Resists resirced to oot scope [0l wih query VRF ID=1
Y o - o o oo T Hostname B VRF : Address : o8 : 08 Version
a1 Detaut #d00:0000:0000:0000:0250: 564 fe33:23bb Uburty 1404
eddoap-01 Detat 17231186240 Uouriy o
&1 Detat 17231 188266 Uintu 1004
edoap 01 Defat 0000000000000 0250 561043281 Uiy o
@2 Detaut 172 186246 Ubuntu 1404
72311862
meﬂ Defat TN Wunty o4 @2 Defaurt 16i00:0000:0000-0000-0250- 561 fe83: 604e Ubuntu 1404
erdogp-02 Defait 1000000 000000000250 5818367729 Ueuriy o 3 Detat 17231186267 Usantu 04
ferdoap 03 Defat 17231.186.242 Uity 4ot hadoop-01 Defat 1721, 186.240 Uit 1404
hadoop-01 Detaut 60000000000 000D 0250561t 4600:281 Uit 1404
erdoap 03 Defeut 1000000000 00-0250568 e60.7Ha Uouriy 1404
nginx-1 Defauit 000001 2 zcaflb: Ubuntu 1404
hadoop-04 Detat 17231186245 Uouriy 1o
nginx-1 Defautt 1000:0000:0000:0000:555-1518:127e:320e Ubuntu 1404
ardoop-04 Detaut 1000000 000000000250 5586667738 Uity w01 i
nginx-1 Defaut 172.31.185.152 Ubuntu 1404

Search for all servers that Search for all servers that ran a
ran a certain process certain process binary hash

or its affiliates. All rights reserved. Ciscc




|dentifying anomalous process behaviors

Cisco Tetration™

Match the process behavior deviations
with malware behavior patterns to
suspicious activities

Search for specific process events and

. . Privil

| u | X : escalation
find out the details, for example

. Privilege escalation

- Shell-code execution
- Side channel attack

- Raw socket creation
.- User login activities

. File access pattern




Tracking policy deviations



Policy compliance veritication and simulation

LulDashboard 4 ADM 3G Flows + GJHosts A Lab @eha @ Monitoring + 2?2~ % ~

VRF: Default Conversations: 187  Endpoints: 33
2) € Zones & Clusters (14) 2 Policies (32) & Applications (1) P Start ADM Run | Policy Analysis -

\What was seen on the

Live Policy (p1) &fa Dec 4 8:31pm - Dec 4 9:31pm ~ ZLBunExperiment, Analzs satbolicic network that WaS Out Of
Filters @ | Enter attributes Comp“ance W|th pohcy

= Permitted | Misdropped | Escaped | Rejected | + 2]
W Permitted M Misaropped  MEscaped M Rejected Py N / :
70k ’ A !
. ! i =, — e—t—t—t——
PO vy T T T e —— 07 Tty b ——
| e e e | E——
50k o
2 a0k \ g R g
o \ Y, /
3 AN J/ AN S
g s ) i

Permitted traffic seen
on the network

nd/or its affiliates




Policy compliance

Apr 13 04:25:00 pm (GST)
Granularity: 1 minute

Escaped: 5.94K (32.43%)
Misdropped: 0 (0%)
Permitted: 12.37K (67.57%)

Cisco Tetration
Platform

Identify policy Review and update Perform policy lifecycle

deviations in real time whitelist policy with one click management
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Segmentation policy for containers

Edit External Orchestrator Configuration

Type | Kubernstes EEEY -
Basic Config
. Name vesx3-kube
Hosts List
Golden Rules Description Description of the orchestrator

Delta Interval (s) 60

Full Snapshot = 3800
Interval (s)

Username | Username for the orchestration workload
Password | Password for the orchestration workload

Certificate | --—-BEGIN CERTIFICATE--—-
MICPTCCAYOCCQCSKE +iva7cWjANBgkgh

Connection will be tested after the update. Cancel

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Container policy definitions

Edit Filter @ Filter: Kubernetes DNS Gontainers
Filter Actions

Name Container DB

Query
Description Enter a description (opticnal) * orchestrator_k8s-app = kube-dns and
* = kube-system|
4
Scope Default:Kubernetes
Query @ * orchestrator_system/service_name = database ®
Restricted Yes

orchestrator_system/clu

Fill ¥ orchestrator_system/cluster id ::’N":zzs No

# orchestrator_system/cluster_name

Scope View Filter Details
" Restrict query to ownership scope Workloads (2)
10.233.230.30
Cancel 10.233.249.31
Priority Action Consumer Provider Services
100 [asow | | 5 Management P | TGP : 443 (HTTPS) =4
P — — @
100 [aiLow | | Detaun | TGP : 8443 (HTTPS) 4
100 [ accow | Default : Kubernetos @ UDP : 53 (DNS) =
w  gm e s . =
100 [nwiow | Kubernetes Nodes Any -4
- mm oy —— @
100 [Awow ] [ 54C15-174 Active Directory TGP : 53 (DNS) 4

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



In summary: Platform built for scale and flexibility

Comprehensive

Microsegmentation 1 15-4 security

Easy to use

\8 g

LA

Making the
microsegmentation journey
a reality

. Standard web Ul
. REST API (pull)

One-touch deployment

Detect workload behavior

anomalies Self-monitoring

Reduce attack surface by
identifying software
vulnerabilities

Segmentation for thousands
of applications

. Event notification (push)

Self-diagnostics

. Cisco Tetration™

Rich context based policies N
applications

to support modern
application deployment and
access mechanisms

Track application policy
compliance in real time

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Consistent visibility

Cisco Secure Cloud Analytics (Stealthwatch cloud)



Quick and easy security for dynamic environments

Cloud Sensor

An.

« VPC Flow Logs » NetFlow
e Other data sources « SPAN/TAP
« DNS



Using modeling to detect security events

Dynamic Entity Modeling

Dynamic

Entity
Modeling

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

What is the role of the device?

What ports/protocols does the device
continually access?

What connections does it
continually make?

Does it communicate internally only?
\What countries does it talk to?

How much data does the device normally
send/receive?



ldentity every entity in customer networks
automatically

Automated Endpoint Discovery

Detect

Track

Profile




Detailed visibility of every entity

Automated Entity Discovery

& 5 G O ntpiwwwisco.obsrvbl.comfinstances

Q

Wednesday, October 4, 2017

Previous Day || Mext Day
Trafc  Profiing s

Time of Day Usage

Attendance Trame Alerting

Normally Active 414:00 10 21:10:00 Bytes in Open Alerts 20
1® Agaresses 10.2040.117 Bytes Out Closea Alerts 0o
Bytes Total Observations

8885 ©
Connectivity

Connsctions Traffic Internal Roles
Intermal Connections. Bytes In Apple 105

Traffic Statistics

Tramc External Profiles

Extemal Connections

Top Internal Connections

grhomepep Bytes In 730 M webclient

Bytes Out 175 MB IMAFClient

Top External Connections FacebookWehGlient

cedn-highwinds unityads unity3d.com, ... 18 DNS Names Twitterclient
g . NameClient

ges-us-00002 content-storage -

uplond.gosgleapis.com mONS

#1254 w10 akamai net,

ApplePuSHNLifc ationCliss

: Active Traffic Profiles




Traffic profiling on every entity

Automated Entity Discovery

c Connections by profile

AN Traffic Stat.|st|cs by
profile




Profile entity behavior
Dynamic Entity Modeling

Roles include:

&« S C Y | httpi//www.cisco.obsrvbl.com/roles

Overview - Alenis @) Obsenvations

Roles

Bstat 2017-09-07 Filter  Clear Al

Active Roles Matching Sources
& Apple iOS == © 10.20.40.119 ~

©® 10.20.40.115 ~

AWS EC2 Insta
© instance © 102040122 ~

© AWS Resource © 10.20.40.123 -
& DNs Server . . .

& Domain Controller

8, Kerberos Node

= Mail Server

& Network Printer

@ Observable Networks Sensor

& Remote Deskiop Server

>_ Terminal Server

..and 20+ more

its affiliat All rights reserved. Cisco Public




Detecting Observations

Automatic event detection

New High Throughput Connection Observation ©
Device has exchanged a large amount of traffic with a new host

0 reconds per page

Time - Source &

9125117 7:22AM @ 192.168.48.235 ~
9MB1TEINAM @ 192.168.48.235 «
91817830 AM @ 19216848235 v
9/1B/17 704 AM @ 19216848235 v

9/18/17 352AM @ 192.168.48.235 ~

&Csv | Showing 1105045

New Large Connection (Internal) Observation ©
Device exchanged an unusually large amount of data with an intemal host

0 records par page.

Time « Source ¢

8/25(17 T30 AM @ 19216848235 ~

&CSv | Showing 1 of 1

Device matches a profile tag (e.g., FTP server) that it hasn't matched recently.

New Profile Observation ©
0 recards per page
Time « Source $

10/917 903 AM @ 19216848235 -

10/917 903 AM @ 19216848235 +

10/9178:51 AM @ 192.168.48.235 ~

]

3313

‘search a
Bytes
Local Connection & me Outs Time Window 8
202292908 13634607 18mSTs
112756548 19420060 27m 245

133,927,552 31,640,784  39m 37s
169,363,629 32,210,457 2h21m 48s

171,396,753 33,116,709 3h53m 53s

e | prevcs [ vee | Lom

seact a
Bytes Packets

ing outs ing outs

42,508,445 128,561,344 426,488 1,305,794

s | s [ v | 1ot

search Q
Pasttags ¢ Days active
@ AppleFilingCiient, AppleTalkCiient, AsperaServer, 2
CiscoMerakiClient, Crestr.
& AppleFilingClient, AppleTalkChient, AsperaServer, 22
CiscoMerakiClient, Crestr.
& AppleFilingCiient, AppleTalkClient, AsperaServer, z

CiscoMerakiClient, Crestr

Session Traffic

Q st ke o

o [ o
B

) —

Timess we
ST © 19216040235 -
SEENTTAIAM @ 10216048235+
ST © 18210848735 -
SETTOM @ 1021z -
smnzzam 0 1sieaenn -

SENTTAIAM @ 15216848736+

5
3140
smn

zn

3mm

Connected Pert ¢

e
a6 sl
)
i pros)
i)
i s

Protocats
o
T
o
o
T

Tor
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Detect abnormal activity using entity modeling

f =
®0ccccceccscccee

IP address Data stays within Data access from

detected . environment regular location
Communicates

with set of IPs Database server

((

Existing IP accesses

identified database server
Classify roles
ass?ggiggsgg 36 Day Baseline Alert Triggers for
entities Monitor and model

behavior Database Exfiltration

or its affiliates ghts reserved. Cisco Public



Alerts reference Observations

Automatic event detection

Status
D
Description
Updated

Created

Assignee

Tags ~

&.CsV | Showing 10f 1

O Potential Database Exfiltration - o postgres-db-01 -

Open

598

A statistically unusual amount of data was transferred from a database server to a client.
Nov 18, 2016 12:02:33 AM

Nov 18, 2016 12:02:33 AM

IPs at the time of alert- 10.0.0.241

Hostname at the time of alert: postgres-db-01

& Nobody ~

Data exnration

+ Close Alert

Supporting Observations
MNew High Throughput Connection Observation ©

Device has exchanged a large amount of traffic with a new host.

20 records per page search a
Bytes

Time « Source Connected IP = Lecal Connection ¥ In¥ Quts Time Window

1/17/16 213PM @ postgres-db-01 ~ 263255251 - no 1,989,892,515 17,967,298 803 Oh 48m 51s x

First | Previous - Mext | Last

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public




Low-noise alerts help you solve problems
Dynamic Entity Modeling

Excessive failed access attempts
DDoS and amplification attacks

Potential data exfiltration

ALERT: Anomaly detected

96% of Stealthwatch Cloud
alerts rated as “helpful” by
current customers

Geographically unusual remote access

Suspected botnet interaction
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Secure Cloud Architecture



Cisco Secure Cloud Architecture for AWS

S

Cisco Cisco Cisco Cisco Cisco Cisco SecureX Cisco
Duo o Dﬁfense Tetration Stealthwatch AMP Threat Umbrella
rchestrator (SaaS) Cloud Cloud Re cl
— > —p esponse oud
[ Y r - —> P
-ll- 1= @) &
¢ % @O
VPC Flow Lot
Cisco Duo for Identity Management AWS Security Group Network Flow and Process Cloud Trail 9 A A A
(AWS console and applications) Management Information AWS Inspector
WS |AM
& more
PR Web Security Group AppSecurityGroup | Db SeCUNy. BIOUD- e oo oo e
y Zone: Us-east 1 1 | '
[ ! ! ) ;
FW Subnet01 m Web SubnetO1 n Application Subnet01 Database Subnet01 Management Subnet01 '
AWS Route 53 :
Cisco Cisco AMP Cisco Cisco AMP '
Tetration  Web Server for Tetration App Server for RDS DB Umbrella VA Primary
Agent (5= Endpoints Agent = Endpoints Masies !
Hosted Zone Cisco ASAV
or '
® ASAv or NGFWv Cisco NGFWv '
VPN load balancing '
AWS Shield G e B I e
(Basic or Advanced) Load Balancer
myawsapp.com

*radware

AWS WAF

. Load Balancer ]
: FW Subnet02 E £ E e i :
1 " Cisco v E‘ 1
. Cisco Nob Server Cisco AMP ) A or Cisco AMP
: Teaiion "% Server €, T AP o Sosoe :
' Agent Endpoints gen Endpoints '
- Cisco ASAV 1
) or S '
: Cisco NGFWY Web Subnet02 Application Subnet02 Database Subnet02 Management Subnet02
| L ) \ ) \ ) :
Web Security Group App Security Group Db Security Group
Amazon  AWS Direct AWS Intemet
PrivateLink _ Connect _ Gateway
© 202 or its affiliates. All rights reserved. Cisco Public

Cisco Umbrella VA
forwards DNS query to
Cisco Umbrella Cloud
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