
Как мониторить безопасность и 
защищать приложения в частных 
и публичных облаках? 

Mikhail Kader, mkader@cisco.com, security-request@cisco.com

20.05.2021

mailto:mkader@cisco.com
mailto:security-request@cisco.com


© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

Applications are instrumental to modern business

Where:

Cloud first

SaaS before 

PaaS before IaaS 

before building 

your own DC

Who:
Responsibility 
shifting

Application teams 
taking on security 
ownership -
DevSecOps

How:
Development 
velocity

Up from months 

to hours, enabled 

by new 

architectures

Digital transformation is “finally” here – this is the impact:

New applications are 

developed infrastructure 

agnostic

Application modernization

untangles apps from 

infrastructure

5-10% 
of all apps 

/ year
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Evolution to Micro-services

Monolithic – 3 Tier Micro-services

Create 

Account
Login

Front 

End

Page

User

Database

Trade 

Processing

Report

Generation

Login
Front 

End

Page

Trade

Processing

Report

Generation
User

Database

Application User Application User

Container Container

Container Container Container

Optimized for

Security – slower rate of change

Rapid Iteration

And Development

Create 

Account

Container

Evolution to Micro Services 
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• No visibility for services 

• Unused services

• Untrusted services

• Dangerous services

• Users/Services mapping

• Services/Services mapping

• No visibility for threats

• Data leakage

• Malware

• DDoS

• Covert channels

• Etc..

Micro-Service Examples - Problems defined
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Application workload 
visibility and 

segmentation enforcement 
based on behavior and 

attributes

Consistent visibility across 
multiple clouds for 
threat visibility and 

high-precision alerting

Deep visibility & control for your workload and 
cloud infrastructure

Across your entire 
cloud infrastructure 
monitor for behavior 
changes and threats

+Continuous policy 
creation and control of 
application behavior

=

Gain wide security 
visibility across clouds 
and enables precision 

automated 
enforcement for 

workloads

VisibilityPolicy and 
Control
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Consistent policy and control
Cisco Secure Workload (Tetration)
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Segmentation
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Segmentation policy elements

Workload context 
and metadata

Workforce and 
endpoint devices

Autogenerated 
based on application 

behavior
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Application dependency and cluster grouping

Bare-metal, VM,
and switch telemetry

Bare-metal 
and VM telemetry

VM telemetry (AMI …)

Bare metal and VM

BM VM VM BM

Brownfield

✓✓✓✓

On-premises and 
cloud workloads 

(any public or private cloud)

BM VM VM BM

✓✓✓✓

VM BMVM C CBM

C BMBM VM VMVM

C VMC VM CC

BM BMVM BM CBM

C BMVM BM VMBM

VM BMBM C CVM

Network-only sensors, host-only 
sensors, or both (preferred)

BM VM VM VM BM

Cisco Nexus® 9000 Series ✓

Group 1

Group 2

Group 3

BM

VM

C

Bare-metal server

Virtual machine

Container

Cisco® Tetration

Unsupervised 
machine learning

Behavior analysis
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Auto-generated segmentation policy

Automatically generated policy based on 
application behavior:

• Using an application dependency map as a blueprint, 
Tetration automatically generates the 
microsegmentation policy

• This policy allows the required traffic between the 
application components and infrastructure elements 
(DNS, NFS, NTP, etc.)

• The default catch-all policy is ”deny.” This can be 
changed to “allow” during the initial stages of 
enforcement to gain more confidence

• Note: With a default catch-all of ”allow,” Tetration still 
detects policy compliance violations and alerts on those



© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

Segmentation policies based on workload context

Public cloud workloads can’t talk to on-premises database servers

Cisco® Tetration knows which ones 
are public cloud workloads

Cisco Tetration knows which ones 
are on-premises database servers

Policies are continuously updated 
as new servers are added,
existing servers are moved, 

or IP addresses change
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• Workforce and endpoint information can come from Cisco AnyConnect® and/or Cisco® 
Identity Services Engine (ISE)

• Both these options require integration with Lightweight Directory Access Protocol (LDAP) to get 
additional user context – read-only privilege is needed

Workforce and endpoint information

Tetration ingest 
connector

Tetration edge 
connector
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Segmentation policies based on workforce and 
endpoint context

Only finance group users can access the financial reporting system

Printer devices cannot connect to any database servers

Cisco® Tetration knows about the 
users and devices

Cisco Tetration knows
the application servers
and database services

User and device memberships are 
maintained and updated in real time 

by Tetration 
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Generating an unified policy

Contain lateral movement

Unified policy

Autogenerated, based 
on application behavior

Workload context 
and metadata

User and user groups
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Enforcing 
microsegmentation policy
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Security

Intent is rendered 
as security rules 
in native operating 
system firewalls
(IP sets in Linux and 
Microsoft Windows Firewall 
in Windows Server)

Same level of security for any infrastructure

Process

Denies Allows

Infrastructure

Endpoint



© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

Open policy - other enforcement points

Kafka 
broker

Northbound 
consumers

Northbound 
consumers

Message publish

Publishes normalized 
microsegmentation policy 
over the Kafka interface

Updates to the policy is 
also sent through the same 
interface in real-time

Northbound systems can 
consume this policy and 
render it in other 
infrastructure elements 
such as:

• Firewalls

• Load balancers (F5/AVI)

Cisco Tetration™

Kafka
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Software vulnerabilities 
and exposures



© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

Workload protection: Known vulnerabilities

Simple answer to protecting 
against exploits and threats:
Patch the vulnerable servers

Detect and limit your risk: Know 
the impact score of CVEs and take 
necessary action based on that

Meet compliance needs: 
Regulatory standards such as 

PCI-DSS require that patches and 
updates be applied when issued

Take action: Quarantine and 
block vulnerable systems to 
limit your attack surface and 

prevent lateral movementIdentify quickly what systems 
are vulnerable

Hackers exploit known vulnerabilities of software
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Software package inventory tracking

Cisco® Tetration

Inventory of all packages, along 
with version information installed 
on the server

Inventory search based on:

• Software package

• Version information

• Publisher

Quickly identify software 
packages that have known 
vulnerabilities

Packages with known 
vulnerabilities
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• Tetration identifies processes that are associated with vulnerable software packages

• Administrators can immediately know whether the vulnerable software is running or is just 
installed and make decisions based on this information

• Attack surface score calculation now includes this information, along with the stale port and 
process data

CVEs for running processes
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Software package vulnerability – policy action

Set up filters to search for one or more 
vulnerabilities

Identify list of servers with the same 
vulnerability or software packages installed

Set up policy through UI or API to take 
specific action:

• Quarantine a host when servers are 
identified with the vulnerability

If a new workload has the same vulnerability, 
its communication will be restricted as well
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Identify workload behavior 
anomalies
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Search for workload with certain process and 
process hash

Search for all servers that 
ran a certain process

Search for all servers that ran a 
certain process binary hash

Search for process command line or binary process hash across all servers
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Identifying anomalous process behaviors

Match the process behavior deviations 
with malware behavior patterns to 
suspicious activities

Search for specific process events and 
find out the details, for example:

• Privilege escalation

• Shell-code execution

• Side channel attack

• Raw socket creation

• User login activities 

• File access pattern

Cisco Tetration™

Privilege 
escalation
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Tracking policy deviations
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What was seen on the 
network that was out of 
compliance with policy

Permitted traffic seen 
on the network

Policy compliance verification and simulation
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Policy compliance

VM

BM

VM C

CBM

VM

C BM VMBM

VM

BM

BM C

CVM

CBM

BM VMVM

VM BM VM

Identify policy 

deviations in real time

Review and update 

whitelist policy with one click

Perform policy lifecycle 

management

VM

BM

VM C

CBM

VM

Cisco Tetration
Platform
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Container support for 
segmentation
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Segmentation policy for containers

Integration with Kubernetes or OpenShift is 
mandatory for container policy generation 
and enforcement

Requires only read-only access to the orchestrator

Supported version of Kubernetes and OpenShift:  

• Kubernetes version 1.12.x

• OpenShift versions 3.11

• Requires network policy plug-in

• Should not have SDN plug-in or multitenant SDN plug-in

The following information is collected for 
automatic annotations:

• Container pod definitions

• Service definitions
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Container policy definitions

• Policy definitions for the container workloads also 
happen through the application workspace

• Policies are defined based on the tags (pod 
names, service names, etc.)

• Inventory filter that matches specified tag criteria 
will automatically get those policies 
when enforced

• If tag definitions match any higher-level policy 
definitions, such as InfoSec, container pods 
automatically inherit those policies
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In summary: Platform built for scale and flexibility

• Making the 
microsegmentation journey 
a reality

• Segmentation for thousands 
of applications

• Rich context based policies 
to support modern 
application deployment and 
access mechanisms

• Detect workload behavior 
anomalies

• Reduce attack surface by 
identifying software 
vulnerabilities 

• Track application policy 
compliance in real time

• One-touch deployment

• Self-monitoring

• Self-diagnostics

• Standard web UI

• REST API (pull)

• Event notification (push)

• Cisco Tetration™
applications

OpenEasy to use
Comprehensive 

workload securityMicrosegmentation



Consistent visibility
Cisco Secure Cloud Analytics (Stealthwatch cloud)
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Quick and easy security for dynamic environments

Stealthwatch 
Cloud

Public Cloud

• VPC Flow Logs
• Other data sources

• NetFlow
• SPAN/TAP 
• DNS 

Cloud Sensor
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Using modeling to detect security events

Dynamic Entity Modeling

Collect Input Draw ConclusionsPerform Analysis

System Logs

Security Events

Passive DNS

External Intel

Config Changes

Vulnerability Scans

IP Meta Data

Dynamic 
Entity 

Modeling

Group

Consistency

Rules

Forecast

Role

What ports/protocols does the device 
continually access?

What connections does it
continually make?

Does it communicate internally only?
What countries does it talk to?

How much data does the device normally 
send/receive?

What is the role of the device?
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Identify every entity in customer networks 
automatically
Automated Endpoint Discovery

Detect
http://www.cisco.obsrvbl.com/instances X

Track

Profile 
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Detailed visibility of every entity

Automated Entity Discovery

Time of Day Usage
http://www.cisco.obsrvbl.com/instances X

Traffic Statistics

Active Traffic Profiles
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Traffic profiling on every entity

Automated Entity Discovery

Connections by profile
http://www.cisco.obsrvbl.com/instances X

Traffic Statistics by 
profile
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Profile entity behavior 

Dynamic Entity Modeling

Roles include: 

Android 

AWS Resource 

Wireless LAN 
Controller 

Citrix PVS Server 

Database Server 

Kerberos Node

Mail Server

Medical Imaging 
Client

Remote Desktop 
Server

Terminal Server

DNS Server VolP Client

Domain Controller

Apple iOS 

Legacy Windows 
Device 

Web Server 

…and 20+ more

http://www.cisco.obsrvbl.com/roles X
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Detecting Observations

View observations for a
a specific host 

Automatic event detection 

See Observation details
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36 Day Baseline
Monitor and model
behavior

Classify roles 
Dynamically 

assign roles to 
entities 

Alert Triggers for 
Database Exfiltration 

Database server 
identified 

IP address 
detected

Data access from 
regular location

Detect abnormal activity using entity modeling

New External
Connection 
osbservation

New High Throughput 
Connection

Existing IP accesses
database server

Communicates
with set of IPs

Data stays within
environment

?
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Alerts reference Observations

High throughput to 
new host

Automatic event detection 

Suspicious country
identified
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Excessive failed access attempts

Low-noise alerts help you solve problems

Dynamic Entity Modeling

DDoS and amplification attacks

Potential data exfiltration

Geographically unusual remote access 

Suspected botnet interaction

ALERT: Anomaly detected 

96% of Stealthwatch Cloud 
alerts rated as “helpful” by 

current customers



Secure Cloud Architecture
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Cisco 
Umbrella 

Cloud

Cisco 
Tetration
(SaaS)

Cisco 
Stealthwatch

Cloud

Cisco 
AMP 
Cloud

Cisco SecureX 
Threat

Response

VPC Flow Log
Cloud Trail
AWS Inspector
AWS IAM
& more 

AWS Security Group 
Management

Cisco 
Defense

Orchestrator 

Cisco Umbrella VA 
forwards DNS query to 
Cisco Umbrella Cloud  

Network Flow and Process 
Information 

File & Malware Analysis
API Integration 

API Integration API Integration 

ASAv or NGFWv 
VPN load balancing

AWS Route 53

Hosted Zone

Web Security Group App Security Group Db Security Group

Web Security Group App Security Group Db Security Group

Cisco Secure Cloud Architecture for AWS

AWS Shield 
(Basic or Advanced)

Cisco 
Duo 

Cisco Duo for Identity Management 
(AWS console and applications)




