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I CoAepXxaHue

| BoiBOADI

| Novyemy HyxHoO 3awmuLaTe O6AaKa?

| MFA - 06sa3aTeAbHAsA YACTb 3ALLLUTHI

| WndposaHue — eAMHCTBEHHASA AEMCTBEHHAS 3ALLUTA AQHHbIX B O6AQKe
] QA
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I BbIBOABbI

] Yto ecTb Thales B UB? Thales = Thales eSecurity + Gemalto + Safenet

| MFA - nepBas AMHUA 3AWMUTBI AAS MPUAOXKEHUN U AAHHbIX

| BcTpoeHHble cuctembl opoHoro O6AavHoro MNMpoBaiaepa — He
YHUBEPCOAAbHbI => TPebyloTCA AONOAHUTEAbHbIE BHELUHUE CUCTEMbI

AyTeHTUdOUKAUUU U YNpaBA€HUA AOCTYNOM

| EAMHCTBEHHbBIM A@UCTBEHHbIM CNOCO6 3ALLLUTBLI AGHHBIX B OBAQKE — 3TO
wncppoBaHUE

| HatuBHoe wndposaHme O6Aa4Horo NMpoBanAsepa MOXHO U HYXHO
cAeAaTb 6e3onacHee, a UCNOAb3OBAHUE pa3HbIX OBAAQYHbIX NpoBanAepoB
- YHUPULUMUPOBATD
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THALES

we can all trust

l— CipherTrust Data
Security Platform

Discover Protect Control

3avem 3awmuatb O6Aaaka?

www.thalesgroup.com



KoHdoMAEHLMaAbHbIE AQHHbIE MAYT B OBAQKa

46 7 KOMMAQHUIN XDAHST AOHHBIE B
O O6aakax

43 7 KomnaHum xpaHat 8 OBAaKax
o KOHCDMAeHLLI/ICI/\bHy}O

HAOOPMALLUIO

cpl.thalesgroup.com #2020DataThreat T H /.\ L E 5



Xopowa A4 3awuTa?

TOABKO

100+

54

KomnaHumm B EC
NPU3HAAM, YTO Y HMX
eCTb
KOHOOUAEHLIMAABHAS
MHJOOPMALMA HE
30LLUMLLLEHHOS
LLIMCDPOBAHMEM B
OBAQKOX

[TOATBEPAMAM, HYTO BCA
KOHOOUAEHLMAABHAOS
MHJOOPMALLMA
3ALLIMJOPOBAHA
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MHororpaHHbin, MHOro-O6Aa4HbIM Mup

81% OpraHmM3aLmim 86% OpPraHmM3aL M
MCMOAb3YIOT OOAbLLE 2-X MCNOAB3YIOT 11 11 Boaee
PaaS npoBanaepos. SaaS npoBamAEpPOB .

81 86

cpl.thalesgroup.com #2020DataThreat

80% opraHmsaLmm
MCMOAB3YIOT 2 11 BOAEE
laaS nposanaepa.

80y
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THALES

we can all trust

l— CipherTrust Data
Security Platform

AyTeHTudoukauma u ynpasaeHme Discover  Protect  Control
AOCTynom

www.thalesgroup.com



I OCHOBHbI@ UCTOYHUKU KUOEepyrpos
OcCHOBHOE€ HarnpasneHue atak [ naBHaga npuynHa yulepoba

69%

MHUMOEHTOB
Ha4YMHaKTCH C

Kpaxu

YYETHbIX B3/TOMOB, 3TO AOCTYM K
NaHHbIX He3alndppoBaHHbIM

OaHHbIM

J

b THALES



I MoAXxoA K o6ecne4yeHnto UHPOPMALLMOHHOU 6E30NACHOCTH

D|g|tal Data

ldentity & Protection
Access

o THALES



B SafeNet Trusted Access

| NAraTdbopma ynpaBaeHMs AOCTYNOM K KOPNOPATUBHbIM PECYPCAM U OGAQYHBIM MPUAOXKEHUSAM,
KoTopas ob6ecneyMBaeT 3ALUUTY OT YTEeYKU ACQHHbLIX U MO3BOASieT 6e30MaCHO UCMNOAb3OBATH

OBGAQYHbIE MPUAOXKEHMUS
Le
‘ ‘

gggy
O O O

Orchestration / Business Logic

—*—

-

Network

=

logon

Policy Management Risk Assessment Geo Fencing Session Management

DEVICES CONTEXT

AUTHENTICATION

oM .
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I SafeNet Trusted Access

boaee 100
NOAAEPXMBAEMbIX
NPUAOXXEHUMH

A Ofceses Goodle  ofamazon & oy
G Suite E7 webservices

GoToMeeting
r6ndask ¥ slack servicenow 3#Dropbox  “bombooHr @
‘WORDPRESS
+ Bring Your Own Apps
o v =% citRIx : v Symantec.
X X Sharefile % @ BL?]YE EURT'
JIRA Confiuence FYERROTE Mobilelron
—& |BM :
Connections % i@ @ zscaler SPulseSecure @
Drupal + SAML 2.0 generic wizard
SONICWALL SAP Concur [C] paloalio  splunksenterprise @orkplace 6
h GlobalProtect iricsbaok CYBERARK'
Uele ...
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B SafeNet Trusted Access

] TM6kocTb M aaanTUBHOCTD

| Aérkoe ynpaBAeHUue NpPUAOXKEHUAMHU
» NHTerpaums Ho OCHOBE LLUIAOAOHOB
2> BCTpOEeHHad CMCTEMA MOMOLLM U AOKYMEHTALLUM
» AODQOBAEHME CODCTBEHHbIX MPUAOXEHMM MCMOAb3YS MPOTOKOABI SAML 11 OpenlD

| CueHapHoe ynpaBA€HMe NOAUMTUKAMU AOCTYNA
2 YCUMAEHME NPOLLEAYPbI AYTEHTUADMKALMK B 30BUCMMOCTU OT POAM MOAb3OBATEAS

> YCUAEHME NMPOLLEAYPbI AYTEHTUAOUKALMM B 3ABUCUMOCTH OT YPOBHS KOHJOMAEHLIMAABHOCTM
AQHHbIX

» NCNOAb30OBAHME KOHTEKCTHbBIX AQHHbBIX O MOAb3OBATEAE AASA MOCTPOEHMA MOAUTUK AOCTYMA

&l THALES



() Safenet Identity Services

@ @& https:;//sta.safenetid.com/apps/app/5f64441a-174f-4b79-84bf-dfeb7cfaldbf

CHEN R

Add Application

Select an application to add

ARRAY AG S5LVPN
AWS
Adobe Creative Cloud

AirWatch

i

Apache HTTP Server

i

BMC Remedyforce

BambooHR

BlueCoat Proxy 5G

BlueJeans

Box

Citrix ShareFile

Concur

Confluence

&
=2

CyberArk Privileged Account Security

i
£

el Y

Desk.com

DocuSign

4
’

Dropbox

{

Oy

Drupal

111

4

Catalogue of preintegrated apps



I SafeNet Trusted Access

PasAuYHbIe MEeTOAbI AyTEeHTUUKALLUU

@ 0 OO 0 9

Password Kerberos OTP Push Hardware 3" Party Google
Authenticator

@
SMS eMail Voice Pattern- PK]

based

o O

Passwordless Biometric

s
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B SafeNet Trusted Access

| SafeNet Trusted Access moXxeT HCNOAb30BATb BXOA B AOMEH
> KOk OAMH 13 METOAOB AYTEHTUCDMKALLMM

| NosbilweHne yA06CcTBO MCNOAL3OBAHMS:

> He HY>XHO MOBTOPHO AYTEHTUAOULIMPOBATLCA MOCAE BXOACQ B AOMEH

9 Kerberos [Domain Password Passthrough)

Step 1: Active Directory Setup

Step 2: STA Setup
Keytab File
Upload e keyiak: Fle generated wilhin Active Diractory in Slep 1.
9 Active Directory Keytab Flle
. Hide detzils ~
K ‘il ACTIVE BVASCTORY BOMAIN PRIMCIPAL HAKME
x Keytat: Flle a n . i .
. o axarnphe.com.local HTTPAdp, gemalto.com & activedirectorydomain.com. local
— Client Attribute Mapping

Please select which atirbuta should be mapped against the usernams entzred during auihentication.
CLIENT MAME
UPM

When an access attempt occurs, then access is

® Granted
Denied

After authenticating using the factors

+ Password o

@ Once per session
Every access attempt

+| Allow Kerberos (Windows Password Passthrough) i

+ | Token Based Authentication (OTP) o

Once per session
@ Every access attempt

THALES



B PKI/Certificate Based Authentication

BO3MOXHOCTb MCNOAB3OBATb MMeLLYIoca MHPPAcTPYKTYP PKI AAa ayTeHTUDUKALLMK
B OOGAQYHbIX NPUAOXKEHUAX

SafeNet Trusted Access ~ © 8 - | & soumoun snc v

Authentication Certificate-Based Authentication

& Policies and scenarios
Integrated Windows Authentication e
Kerbero

Certificate-Based Authentication ‘
Soft certficates and smast cards authenticalors

VALIDITY PERIOD REVOCATION CHEC
Jan 20, 2016 - Jan 20, 2020 ON
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B SafeNet Trusted Access

| Smart Single Sign On

» AOCTYMN KO BCEM MPUAOXKEHUIM UCMNOAb3YS

eAMHbINM MUAEHTUADUMKATOP

» [TOAB3OBATEAM BUAAT JOOPMY AYTEHTUAOMKA LM

TOABKO €CAUN OTO ONpPEeAEAEHO

» KOHTEKCTHAY AYTEHTMAOMKALMA CHMXKAET

HEAOBOABCTBO MOAb3OBATEAEM

BxoA 13 ocbuca 0OAHUM KAUKOM

BxoaA 13 Aooma ¢ nomoubio OTP
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B SafeNet Trusted Access

3anycK NPUAOXKEHUN U3 OAHOTO MecCTd

SafeNet Trusted Access | My Applications @ 8-

FAVORITES search all apps Q

Mo favorite application found

OTHERS 'ﬂ' Sart by: Alohabetical order w

Amazon iy Bamboo T \(‘ Confluence Sales
A
% Coupa ir

m Office iy

GoogleApp g f, [|ntact 1T

salesforce o E"' Sharepoint Marketing &
Sales

s THALES



THALES

we can all trust

l— CipherTrust Data
Security Platform

UJMdeOBCIHMe ACIHHbIX A Discover Protect Control
ynpaBAeHUEe KAIOHAMU LM POBAHUS

www.thalesgroup.com



B MoaeAb pasaeAeHHON OTBETCTBEHHOCTH

OTBETCTBEHHOCTb
30KA34YMKQa

OTBETCTBEHHOCTb
[TpoBamMAEpPAa

|21

Infrastructure as a
Service (laas)

Data
Application
Runtime
Middleware

/S
Virtualization
Servers
Storage

Networking

Platform as a Service
(Paas)

Data
Application
Runtime
Middleware

/S
Virtualization
Servers
Storage

Networking

Software as a Service
(Saas)

Data
Application
Runtime

Middleware

O/S
Virtualization
Servers
Storage

Networking
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¥ Be30nacHOCTb B IMGPUAHBIX U MYAbTU-OBAQYHBIX CPEAQX

Bbicokas Cob6cTBeHHOoe wudgpoBaHne 4 Bbicokas
W LleHTpanu3oBaHHoOe
T ynpaBneHune Kno4amm
3 obna e cepBUCHI C
A Ja4vHbl BUCbI
T HE HY>XXKHO
BYOK HYOK
S o AOBEPSITS z
- [MPOBAMAEPY g
é HaTtnBHbIN cepBUC KAIOSM ;
q>," UJVICprBaHVIﬂ rEH EPMPyET 8
5 3AKA34MK, v
Q
= AOBEPUE [MPOBAUNAEP E
MPOBAMAEPY,
CAOXHA4A
MHNTPALNA l
Huskan Hu3skasn
Huskun < KOHTpONnb CO CTOPOHDI » Bblcokumn
3aka3umka
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B OaHa naatcpopma, OaHa cTpaTerus

AAS AIOObIX MHCPPACTPYKTYP YnpaBA€HUE KAIOHAOMM
LucbposaHmne uam BYOE

;|
CREDIT CARD Q I
e ) \med /)
1234 5678 9123 I
I

lludopoBaHne |  MpospayHoe TDE & KMIP Cloud BYOK XpaHuAULLLE

_TokeHusaums NPUAOKeHMIA | wncppoBaHMe PKCS11# APIs CCKM «CEeKpEeTOBN

MOAUTHKM |1 ynpaBAeHue KAIOHAMM

AR =
AD/LDAP
Server

|23



I MpoAykTbl nAaTdopmbl CipherTrust Data Security Platform (CDP)

Thales CipherTrust Data Security Platform

Application Enterprise
Database Data Key [

Protection Protection Management

Transparent
Encryption

|2« THALES



¥ Be30nacHOCTb B IMGPUAHBIX U MYAbTU-OBAQYHBIX CPEAQX

Bbicokas Cob6cTBeHHOoe wudgpoBaHne 4 Bbicokas
W LleHTpanu3oBaHHoOe
T ynpaBneHune Kno4amm
3 obna e cepBUCHI C
2 JIaYHbI BUCbI
T HE HY>XXKHO
BYOK HYOK
s |- N o AOBEPSTH 3
- [MPOBAMAEPY g
é HaTtnBHbIN cepBUC KAIOSM ;
q>," UJVICprBaHVIFl rEH EPMPyET 8
5 3AKA34MK, v
Q
= AOBEPUE [MPOBAUNAEP E
MPOBAMAEPY,
CAOXHA4A
MHNTPALNA l
Huskaa [\ J Huskas
Huskun < KOHTpONnb CO CTOPOHDI » Bblcokumn
3aka3umka
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¥ Mpumep - KMIP ans VMware VM Encryption

VMware vCenter I THALES I
] KntoueBble

npenmMmyLlecTBa
> LLUndgposaHue

dlINM

2 KomnnaeHc

KEK — KMS npegocTtaBsnsiet Kntou LLincppoBaHus
Knro4ven, 3awmeHHbin KMS cepBepom 3akasuumka /DJ > EbICTpoe N NPOCTOE

MacLTabnpoBaHue
DEK — kntod wmndpoBaHua AaHHbIX (AUCKOB)
reHepupyetca B ESXi f] vSAN > npOCTOG ynpasJieHne
3awumiieH kntovem KEK B KMS Storage Krrovyamm
OaHHbie VM » OTKa30yCTONYNBOCTb
3awmieHbl knodom DEK,
3aLUNLLEHHbIM KITHOMOM 2 MHoronosnb3oBaTtenbckas
NSRS 3almLleHHas
cpega KMS
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¥ Be30nacHOCTb B IMGPUAHBIX U MYAbTU-OBAQYHBIX CPEAQX

Bbicokas Cob6cTBeHHOoe wudgpoBaHne 4 Bbicokas
W LleHTpanu3oBaHHoOe
T ynpaBneHune Kno4amm
4 )
X
2 obnayHble cepBUCHI C
T HE HYKHO
BYOK HYOK
S o AOBEPSITS z
- [TPOBANAEPY g
é HaTtnBHbIN cepBUC KAIOSM ;
q>," UJVICprBaHVIFl rEH EPMPyET 8
5 3AKA34MK, v
Q
= AOBEPUE [MPOBAUNAEP E
NMPOBAMAEPY, . y,
CAOXHAY
MHNTPALNA l
Huskan Hu3skasn
Huskun < KOHTpONnb CO CTOPOHDI » Bblcokumn
3aka3umka
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# CCKM /BYOK

|2

| KoHuenuus BYOK (CCKM + KMS)

CCKM

FIPS 140-2 L3

Key source ’ {
J

i < Baw kntoueBor matepuan

Krnitoun npoBarigepa
(CMK, tenant key etc.)

Datacenter || 3arpysun & cnonb3ym

C D

IBM Cloud

salesforce

'-) Google
Cloud Platform

R
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¥ Be30nacHOCTb B IMGPUAHBIX U MYAbTU-OBAQYHBIX CPEAQX

r
Bbicokas Cob6cTBeHHoe wudgpoBaHue ff Bbicokas
W LleHTpanu3oBaHHoOe
T ynpaBneHune Kno4amm
3 obna e cepBUCHI C
A Ja4vHbl BUCbI
T HE HY>XXKHO
BYOK HYOK
S o AOBEPSITS z
- [MPOBAMAEPY g
é HaTtnBHbIN cepBUC KAIOSM ;
q>," UJVICprBaHVIFl rEH EPMPyET k 8
5 3AKA34MK, v
Q
= AOBEPUE [MPOBAUNAEP E
MPOBAMAEPY,
CAOXHA4A
MHNTPALNA l
Huskan Hu3skasn
Huskun < KOHTpONnb CO CTOPOHDI » Bblcokumn
3aka3umka
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J 3awwuTta gaHHbIX Ha pa3sHbIX YPOBHSX “cTeka Puckos”

|50

YpoBHMU 3al4UTDbI

MpunoxeHuns/
Ba3bl [laHHbIX

dannoBas
cucrtema

Y4TeHHble PUCKU

YpoBeHb
NMpunoxenun/b

DBAdmins, DB
Users

KoHTponb Ha ypoBHe OC
User/groups for System/
LDAP/AD/Hadoop/Containers
Includes Privileged/Root Users for
APT/Malware protection

Kpaxalyteps
¢pnanyeckux m

BUPTYalnbHbIX
HocuTeneu

CipherTrust Application
Encryption

CipherTrust Transparent
Encryption

KMIP Key Management

THALES
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Cnacubol!

sergey.kuznetsov@thalesgroup.com

cpl.thalesgroup.com
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