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[Tpobaembl 1 NPeanOChbINKN

Konnyectso un pas3Hoobpasune cpeacTs 3allmTbl PacTeT. Yrpo3 ToXKe
«HexBaTKa pyK W Apyrnx yacrteu tena...»
MHorme npoueccbl onnUpatoTcsa Ha BymaXkHble U pyYHble npoueaypbl

OWMNOBKM M 04ENATKM NPU PYYHOM KOHOUTYPUPOBAHUN - YCUINA U BPEMS

IT ywwno ganexko snepen no nytm aBtomatusaumm, «obnakos» n SDN

®3 187 - noABneHUe cpeacTB 3allumTbl TaM, rae X paHblue He bbls1o U BoB/eYeHue B

npoueccbl UT n Ub HOBbIX, «HENPOPUABbHBIX» COTPYAHMKOB AAMT



[Tpobnembl N NPeAnOChINKM

YT06bI BbIXKUTbL U Pa3BmnBaATbCA OPraHN3aUNAM HYXKHO NMOBbICUTb CKOPOCTb B Npoueccax

obecneyeHuna b

— ynpas/ieHMe nNpaBamMmun U AOCTYNOM
— ynpas/ieHMe N3MEHEHUAMM

— WMHBEHTapu3aLuA U ayauT

— pearMpoBaHue 1 paccaenoBaHue

Jedpnunt KBannduumpoBaHHbIX KaApOoB - 3HaHMe B rosioBax npodeccnoHanos(“tribal

knowledge”).
[MpobaemMbl cCOXpaHEHUA 3HAHWUI - «eANHAA TOYKA IKCNEPTHOro 3HAHUA», KCMEHA KOMaHbI»
YBenunyeHne Koanyectsa CneLmasncToB MOXKET CHU3UTb CKOPOCTb

OnepaTUBHOCTb pearnpoBaHua UrPaeT KAoYeBYHO POb AAMT

WG rour




ABTOMATM3aLUMA NPAMO BAMAET Ha 3OPEKTUBHOCTb

[lo3BonstoT CnpaBnTbCA CO CINIOXHbIMU Kencamm n 6bICTpO aganTnpoBaTbCA

Knaccobl 3apgay/vHumnpgeHTos Ub YpoBeHb NpUMeHeHUsa aBTomaTmu3auum
O
Q
BbiCOKUI % HanpaBnsembiit YenoBeKom
YTeuku aaHHbIX, HenpaBomepHoe ncnonbsosaHue UT = .
YPOBEHb \© NMpoBeaeHmne CNOXHbIX paccneoBaHUN.
cucrem n utHdopmauyum, HCAl K uHPpopmauumn ©
pUCKa T
E BcTpanBaHue aBTOMaTUYECKUX
g AeACTBUIA
= YckopeHue pearMpoBaHUA U CHUXKeHune
MHOFOBeKTOprle DDOS, Ransomware, % owmnboK. ABToMaTu3aums cneundudHbIxX
aTaku A o Sal08:
[aa]
2
g Automation Dashboards
Pecypcoemkme duwuHr, BpegoHocHoe [0, S Komnaekc aBToMaT13npoBaHHbIX TECTOB W
A - o
bnokuposaHue URL nnu IP appeca T 70-75% IpREulEE EE ] preXela)
onepaunu fIU MHUUAEHTOB NMOHATHbIE OnepaTopam
™M
I I DN D DD D D D D DN D DN DD DN D D D D DD D DD D DD D DN D DD B D S e I I D D D D D D D DN D D D D D B B

NonHaa aBTomaTusayus

[pocTbie C6poc napona
P P ‘ End-to-End aBTOMaTunueckoe

nosTopAroLWMmeca BnaokupoBaHue YueTHOM 3anucu
onepauynun

pearnpoBaHue 6e3 BMmeLLaTeNbCTBa
Ye/i0BEKa.




BHeapeHne no3atanHo, 3QPeKT cpasy

[MloaTtanHoe BHEJPEHNE. aBTOMATU3NPOBATb e BO3IMOXHO, YCKOPATb ornepaunnm TaM rae noka
HEIb3A aBTOMaTN3NPOBaTb

Tunosoe Bpems BbINOJHEHWUA OnepaLyuil BPYYHYIO Obuwee MTTR

MTTI =30 muHyT 4 MUH 7 MUH 10 muH 10 muH

MWH
Moareepxpetye (Acknowledge) Diagnose Remediate aHue(Ticket 6
N D DN DN DN D DN D DN D N N D DN D DN D D DN D DD D D D DN D D B D B B B B D B D B D D D D D D D D B B B B B

ABTOMaT. NOATBEPKAEHME U NPOBEPKA
5-10 cek 7 MUH 10 muH 10 muH

27 MUH
B
MNpoBepka
ABTOMaT. noarsepxaeHme, nposepka U ANarHoOCTnKa
5-10 cekK 10 MUH 10 MuH
20 MmuH

A
IP EERT——
AwnarH.

ABTOMaT. noarsepxaeHue, nposepka N ANarHoCTuKa, PeaFMDOBaHMG N AOKYMEHTUPOBaAHUNE — HanpaBademoe 4e/10BeEKOM
5-10 cek 3-5 muH 3-5 muH

3P dEKT Ha KarKAoM Luare

E
o

NonHaa aBTomaTnsaumA

5-10 cek

5-10 cek

MoBbllEeHWe YPOBHA aBTOMaTU3aLMN




ABTOMATM3aLMA — 3TO NOAX0A, @ HE NPOAYKT

Llenn aBTOomaTn3laumm

* CKOpPOCTb UBMEHEHUIN N pPeaKkLnmn
* [loBblweHne 3¢dPeKTUBHOCTM NepCcoHana

* AeKBaTHbIN OTBET COBPEMEHHbIM
yrpo3am

[TopnHUMNbI aBTOMaATU3aL NN

* OT NPOCTOro K CZI0XKHOMY
* U3amepnmocTb
* Bosneyenne T n b cneumnanncros

ABTOMATU3UPYIOT NpoLecchl

* YnpaB/ieHne nameHeHnAMHU
* lHBEeHTapu3auma n aygut

e 1INarHOCTMKA, OTYETHOCTb U
pearMpoBaHue

YTO y)Xe aBTOMaTU3NPOBaAHO

e CObop 1 KoHCONMaauma cobbiTUA
* Koppenaumua
* MOHUTOPUHT U aHAaNUTUKA



YTO ANA 3TOro HYXKHO?

<>
| 73 5|
KoHconb AVB, \I\“ Mnatcopma
onepaTopa Playbooks, Scripts, asToMaTtusaunu
KB

e [pouecchbl — BbIABUTb, ONUCATb, BbICTPOUTL/YNOPSAA04YNTD.
 CueHapuu un «Ponesbie nrpbl», basa 3HaHuK, Case management
 CoBpemeHHble C3U n APl — xopouwlo, c Legacy Toxke moxKHO paboTaTb.

e Apnpo—lNnatpopma peanmsytoLlan aBToOMaTUINpyemMmblie PYHKLUUM

WG rour



KTo 310 ByaeT aenatb?

[Moaxod K BHEAPEHUIO — CBOMMU CUNAMUM UM NO3BATb HA MOMOLLb
MHTEerpaTopa?

* BbifiBAeHME, JOKYMEHTUPOBAHUE U ONTUMM3ALMA NPOLLECCOB

* MopaennpoBaHue cuctem B Tpebyemomn cpeae, paspabotka HM/

 ObneryeHune NpPoABUKEHUA NOAX0AA BHYTPM OPraHU3aUmMm — He3aBUCUMOE MHEHME
* KayecTBeHHas nHTerpauma pasHoobpasHbix C3M TpebyeT sKCNepPTHbIX 3HAHUMN

* OnbIT, TMNOBbIE WabNOHbI, bBUBAMOTEKN KOO — KapAMHAIbHO BAUAIOT HA CPOKMU

* WNHbpaCTpyKTYypa A4 OT1IaAKM KOAa N «MEeCOYHULLA»

* [lopaeprKa, moandumKauma n agantauma K U3SMeHALWMMCA NPOoLECccam u

npoueaypam CAMT






[Tpobnembl ynpaBaeHmna HGpacTpyktypon MC3

MapuwpyTtmnsatopos n MC3 npocTto MHOro. Yacto OoT pa3HbIX Npou3BoanTeNen
Mpn 06begmnHeHnn ceten TpebyeTcs aHaAM3 N UIYYEHNE KHOBOMUY» CETU
Mwurpauma MC3 apyrnx npoussoautenem Ha MC3 KopnopaTUBHOIO CTaHAapTa
«Bnapenbubi» NPUNOKEHNN U aAMUHNCTPATOPbI TOBOPAT HA Pa3HbIX A3bIKax
«be3onacHoe» yaaneHmne npaBua 4acTo HENOCU/IbHAA 334343

OWMOBKMN N 04ENATKM NPU PYYHOM KOHOUTYPUPOBAHUM - YCUIUA N BPEMSA
3as8BKM Ha OTKPbITME A0CTYNa BbINOJHAKTCA A0ATO (A0 HECKONbKUX HEAE/b)
Compliance — PCI DSS, GDPR u ap.

MHorune npougeccbl Ub onupatotcsa Ha BymaXkHbie 1 pyyHbie npoueaypbl



YnpasnexHue UT/NB

UT meHepxep

OTBeTCTBeHHbIe 33
ApMUHUCTPaTOPbI CeTU OTtBeTcTBEeHHbIe 3a Ub

6u3Hec NnpuNoXKeHUn

A

N
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BusHec MpunoxkeHus UHPpacTpyKTypa

cetesoi Ub




Ynpasnenue UT/NB — Algosec AppViz | Tufin Secure App

UT meHepxep
OTBeTCcTBEeHHbIe 3a

AAMUHUCTPATOPDbI CETH
6M3HEC NPUNOKEHUA 1 paTtop OTtBeTcTBEHHbIe 33 Ub
5’!\‘& ';!.L

Nnartdopma ynpasneHusa MCOI

A W
IlII ‘--
= @
6= S — _

busHec lNMpunoxxeHunsa

UHPpacTpyKTypa
ceteoi Ub



Ynpasnenue UT/NB — Algosec AppViz | Tufin Secure App

UT meHepxep

OTBeTCTBeHHbIe 33
ApMUHUCTPaTOPbI CeTU OTtBeTcTBEeHHbIe 3a Ub

6u3Hec NnpuNoXKeHUn

5’-\:& 'Z.L &

Nnartdopma ynpasneHusa MCOI

A

b
jalhe
l.l‘:"
i~

AppViz | SecureApp

0 YnpasneHue nonutukou Ub Ha yposHe ‘_i-
NPUNOXKeHUMn _—

. iina

UHPpacTpyKTypa

= * MoBbiWweHne cKopocTn HacTpoek UB ana
KPUTUYECKMX U BaXKHbIX BU3HEC NPUNOXKEHMI

* Mpo3pauyHocTb TpeboBaHM [OCTYNA NPUNOIKEHUN
ANA NOBbILEHUA YNPaBAAEeMOCTU

* «MepeBog» TpeboBaHUM K JOCTYNY B UCMO/Ib3yEMbIE
busHec lNpunoxenus nonntukm U6 Ha MC3 cetTesoii B




Ynpasnenue UT/NB — AlgoSec AppViz | Tufin SecureApp

SecureChange = SecureApp  Applications | Server Lookup | Cloud Console

YnpaeneHue 83aumocea3bio npunoxceHuli u ycaya c
npasunamu ¢punsmpayuu mpaguka e MC3 u poymepax

* LleHTpanbHana, obHoBAsemas 6a3a aaHHbIX TpeboBaHMI BU3Hec
NPUAOXKEHUN U YCAYT K CETEBbLIM YCAYram M COeAUHEHUAM, C
BO3MOXHOCTbIO yrnybutbca on-line B gaHHble 40 YPOBHA NpaBmaa

B MC3

* ABTOMATUYECKUMN nepesos 3adABOK Ha NoAKAKO4YEeHUE YyCyT U
6usHec I'IpMI'IO)-KeHMl‘/JI B TEXHNYECKNe Aetanan anA N3MEHEHUN B

MC3

e ABTOMATUYECKMIN pacyeT BANAHNA UBMEHEHMIW TONOJIOTUN U
KoHdurypaumm CMNA Ha npunoxenue/ycayry (K npyumepy

MUrpauma cepsepa).

* besonacHoe yaaneHue npasun B8 MC3, B KOTOpbIX HET 6osblie
noTpebHocTM (K Nnpumepy B pesy/sibTaTe BbiBOAA NPUIOXKEHUA U3

aKcnyaTauum).

* lHTennekTyanbHOEe COOTHOLWEHMe (mapping) NnpaBMa N NOAUTUK

MC3 c 6usHec ycayramm m npUNoKeHUAMM.

* [1oNHbIN ayanUT COeAUHEHUN BU3HEC-YCNYT U MPUNOKEHUN

(connectivity audit trail)

APPLICATIONS + Active Directory

f——— Deperceris ooy

[£]@ | sorby: [staws -] | compliznce | [®-]

Service/Application Identity Destination Comment

Created: 5/31/2015; Last Modified: 5/1/2018

Showing 1 out of 1

@ Firewall Analyzer B APPVIZ

= applications -«

Search.. Qv

Advanced Search

Recent (outofs)

B MNBKR_test

B Tufin

B Algosec

B Application 1.

W Testapplication

B Mopran npvema 3amBoK
B mAL

B ons

B apes

£.172.1630.99 (Applic...

Goto: | Enter a number

B [MopTan npvema 3afBoK

DASHBOARD FLOWS DIAGRAM CHANGE REQUESTS RISKS ACTMITY LOG

£ Save View " Default View | Show Zones

= ex algotest local

= 10.0.190/200tester
= 100 [90 38

\

=

10.0.180.37

pn\iale
@ ip-192.168.101.100

External

Create Ticket Resources

[40]  Access 01 (Access to Sales) © Discovery(0) ] ==

h_172.1640.50 {Acces... & AH salles_192.168.2.50 (Ac...

[® Torento Users® < hip - salles_192.168.2.60 (Ac...

o5 ssh
Created: 6/29/2015; Last Modified: 12/28/2016

[ ] Access from Toronto (Application 210 - File Tranfer) 0 Dscovey(0) ~ | [=-]

[® Toronto Users® & fp £.172.1630.98 (Applic...

Y Y

4 Servers

“| [l (&-](e][®-][z:]
v

db01_10.200.1.235 -
10.200.1.235

* @ Finance =

Finance_192.168.50.100
192.168.50.100

Finance_192.168.50.101
192.168.50.101

Finance_192.168.50.102
192.168.50.102

Finance_192.168.50.103
192.168.50.103

Finance_192.168.50.104
192.168.50.104 -

1-27 out of 27 «
b Senices
.| |+ Application Identities

b Users

» Applications




Ynpasnenue UT/NB — Algosec AppViz | Tufin SecureApp

= applications -
[ | ﬂopTan npmnema 3adBoK
Search... Q| S
Advanced Search DASHEOARD FLOWS DIAGRAM CHANGE REQUESTS

Recent [outofs)
B Export to CSV

RISKS ACTIVITY LOG

AHanun3 pucKkos Ao moanduKaumm npasun

MHTeraLI,MFI C TUKETUHIOBOM CUCTEMOM

* YyeT n aBTOMaTM3aLma 3aBUCUMOCTEN

;| * Murpauus cepBepoB ynpoLliaerca

B NBKR_test
B Tufin w Application Flows

Name Source Destination Service
B  Algosec

. ] 10.0.190.200tester | (B 10.0.480.57 ) A oAy
LI Crlmime [ 10.0.19032 | @ 650 )
B  Testapplication [ 2.2.9.0 )
B Mopran nprema 3anRBoK

Telnet B exalgotest.local | @ ip-192.168.101.100 | A& http

MAIL

u A telnet
B oOns
B apps

Traffic Simulation Results

® Blocked AApr 05,2021 | 17:55:37

¥ Requested Traffic

SOURCE USER

192.168.111.100 Any

4

Devices in Path (4)

VIEWEBY | Status s MAR QDETAILS

TBLOCKING (1) o e

10_0_187_19_ALG_R1

E| VR-192_168_112_5-default

ALLOWING (3] 192.168.103.0/24

E‘ ASASS20_admin
E‘ VR-192_168_110_2-ALG_R2

e
cisca

ﬂ\ﬁsslnﬁmmin
10_0_187_129_root

192.168.102.0/24

E‘ ASAS510_admin

~

o=

10.0.187.0/24

.
192.168.110.0/24 \

DESTINATION APPLICATION

10.0.187.49 Any

' * I 152.168‘.1_11.0[24

VR-192_168_110_2-ALG_R2

192.168.112.0/24
192.168.113.0/24 5p5530 admin

e ABTOMaTHYECKan NpoBepKa AOCTUXMMOCTHU
* YyeT yA3BMMOCTEN Ha cepBepax

* OnucaHue TpadpuKa NPUNOKEHUA/cepBUCa OTAE/IbHO OT CETEBOM
TONONOrMNK

VR-192_168_112_5-default

IConnection Analysis | Access to Sales: Access 01

Devices
RTR4
RTR1
San Fran (Palo Alto
SMCPM (CP SMC)
AsAy
Pe 1
Pe 2

Topology Map | Show Query

ASAv
+ Revision: 140 + Date: Mon, 6 Apr 2020 + Installed on: + Policy Package: Stsndard
+ Action: automatic + Date on Device: Mon, § Apr 2020 - GUI Client: - + Global Policy:
FW) (San Francisco DG)
+ Administrator: « Audit Log: - + Ticket ID:
Notes: s This query uses Topalogy Intelligance o show al of the possible paths of traffic that are relevant to the selected policies.
« All queries use the Istest Topolagy information, even for historical queries.
+ The result contains one or more ‘Partislly Shadowed' rules.
Interface Datacenter, direction out
Datacenter_access_out
2 [Action| Source Destination ACL Service Log Level Description
phadowing Host/Network. Host/Network Interval
29 o |172.16.40.50 NetworkGroup_24 Datacenter_access_out | ServiceGroup_17
51 |Partially Shadowsd @ |-y any Datacenter_access_out | ip




Ynpasnenue Vb — Algosec | Tufin | Skybox

OTBeTcTBEHHDbIE 32
6usHec NnpunoxKeHun

-

)
>
5!

busHec NMpunoxxeHus

UT meHepxep

AaMUHUCTPATOPLI CETH

E

Nnatdopma ynpasneHnsa MCI

AppViz | SecureApp Assurance | Analyzer | Secure Track

OTBeTcTBeHHble 3a Ub

ﬁ&

UHdpacTpyKTypa
ceteBoi Ub



Ynpasnenue Vb — Algosec | Tufin | Skybox

UT meHepxep
OTBeTCcTBEeHHbIe 3a

OTBeTcTBeHHbIe 3a Ub
6usHec NnpunoxKeHun

AaMUHUCTPATOPLI CETH

)
>
5!

L E o
LR

Nnatdopma ynpasneHnsa MCI

[ 1 3
=

IE-

l‘-’
.a—

AppViz | SecureApp Assurance | Analyzer | Secure Track

", EEaes ]
AHanu3 nonntuk Ub

e ABTOMaTM3auua n ontumusayua pabortol c MCI u
dunbTpyOWMMHK poyTepamm

* MNocToAHHaA nposepkKa ONTUMA/ZIbHON NO/IUTUKMN
UHdpacTpyKTypa
BusHec NpunoxkeHuns Ub cerenoii B
° I'Iposep,el-me dyaAnTOB B TE4HEHUUN 4YaCcoB BMeCTO

Hegenb




YnpasneHune Nb - AlgoSec | Tufin | Skybox

SecureTrack Dashboard | Risk | Change | Cleanup | Violations | Policy Browser c @ Tufin
Home: Compare  Analyze Audit Report M < Se Lsiepme ©

76
Vendors Bl oo [Rosctdevcesbyseerty -

UHTenneKkTyanbHbIM aHanums o
NOAUTUKM 1 npasun UB L= .

Risk

CMA-RE0
<M cisco
“@ Cisco Firepower
“@ Dpomain_1
B pomain_1_1

Show: Ab Last 20 revisions out of 1,940

“@ pomain 2 D = Changed on Received on Admin Action Policy
« OnpepeneHne 1 aHaan3 TONONOTUM CETU U | .o, 0~ T g
ortinet
=) Fortigate o San Francisco DG 266 25/04/20 2356 26/04/20 0959 admin a8
(T Amsterdam = LA Cluster DG 100 26/04/20 0057 26/04/20 0958 ®
3 O H M 5 C e rM e H Ta I I M H ‘ m Cisco E Pancrama-DG 142 26/04/20 09:57 26/04/20 09:58 @
o
® rmrs San Francisco DG 266 26/04/20 09:56 26/04/20 0957 ) (=]
Fortinet

“@ FortiManager-Advanced Made

* KOHTPO/Ib UBMEHEHUN NOAUTUK U NPABUN | .o 05" - REET—

785
“I cisco

92

MC3 e - B ...
e AHanun3 goctmxmnmocTtn (Simulation) E B
e AHa/n3 PUCKOB o
* MpoBepka cooTBeTcTBUA TPebOBaHMAM S S
CTaHAaPTOB —— =0 = = =

e ABTOMATUYECKUM cObOp M aHan3 | e

m % Internet (cloud) To 2 Los Angeles
developmentWindowsWs (192.170.17.0724) w148
J {maximal number of routes (1) is reached) US ey Vst . m:,,,, NSX
KoHpUrypaumim («300napk» ." |
A
A <@ w17 e o -
o 24 16217018 170 Nk T2 18199 (e 02
I'IpMBeTCTByeTCFI) : |
oz
200.980.1.3 Partner . NEW York gt cway WestA
e
e
200.180.2.| - 200.18300 190 2.0 1 3¢
I Pt 21708 Opars
1 _ - . -
4 i LT o o "SR e, Sl

2. | Bain Rou )
3. |@itemal Router (192 170 8.2)
=

¥ ng2 1011

15217150 42

WLI7054 Gor ..




YnpasneHune b — aHann3 pucKos, aygauT, ONTUMM3aLNA

S srEox | Firewall & Network Assurance Change Tracking

J Rule & Object Changes View All Changes (Any) &+ - SOLBY | Change Time v Group By Mo Grouping v :
Device: ASA5510_admin I
11 HOME Change Stamp Changed Entity Description Status
Overview
New Rule e ¥ PA-2020:vsys1 + Rule #16 added to access list
1 msks me: Jan 2, 2018, 1:00:51 AM . X )
Rules Cleanup Rules Cleanup v: Bob Smith Rule #16 (Access Folicy) st Reviewer: Mike.York
1) cHANGES ( E Modified Rule (It + value changed for Action =
= Unused rules 27 Rule Res PA-2020:vsys1 (&) unauthorized
ik e Dec 28, 2017, 7:21:30 PM
: t Automatic
. By: Jesse Velez
(A POLICY OPTIMIZATION Covered rules 1
20 ,E\ Mew Object PA-2020:vsys1 + Object adebe-connect added to access list ® unauthorized
= 7 154 A
15 = A 26, BO4E, E0S:S4 T) Object adobe-connect ) Automatic
= POLICY Redundant special case rules 4 e By Jesse velez
10
) . New Object [ + Object adobe-mesting added to access list ® unauthorzed
<  REGULATORY COMPLIANCE : Consolidate rules 2 n wf:&v:: 2017, 3:18:00 P ?) Object adobe-meeting st Reviewer: Automatic
] ) —
Unused Covered Dissbled Time- Mot Mo 1 . -file-
bl Qptimazation * Object adobe-meeting-file-transfer added to access list
[ BAsELINE coMPLIANCE naive logued remeria Dsabled rules L L Mew Object (1 4 pa-2020:vsys1 g ‘ @ unauthorized
Dec 27, 2017, 4:12:17 AM . ) :
y: Jen Chaprnan Object adobe-meeting-file-transfer Automatic
Time-inactive rules 0
" d New Object (10: &
Rule Reordering Dec 27, 2017, 2:28:41 AM Eﬁ . \
. 2017, 2: 5 New Rule (ID: 683) -
Rules without logging 12 v Mike.York [c:] L 4 Pendi ng
PP | y Time: Jan 2, 2018, 1:00:51 AM . .
Lower RMPP ARulesHat«:haCdL Pa; Pi:kft! means better performance. N ; . . |- A ¥ - Last Reviewer: Mike.York |
ICK tor details ules with no remarks B\f. BOb Sm'th

Rules with a time clause 0

P

< Maodified Rule (ID: 620)

(<) Unauthorized

4 Rules about to expire 0 i : 121
Time: Dec 29, 2017, 7:21:30 PM Last Reviewer: Automatic
N By: Jesse Velez
Unattached access-lists 6
Rules 54

) @ =
SecureTrack Dashboard | Risk | Change | Cleanup | Viclations | Policy Browser ..) LL' 2

= Tufin
Home Analy Audit Report  Nety Settings Marketplace ~

onSuite

Current Top10 Full o
Objects Cleanup RISK | NSX-Distributed Firewall (97)

* BbifABNEHME HECAHKLMOHMPOBAHHbIX M3MEHEHMUI I T .
* «YucTka» M oNTUMM3aLMA NOAUTUK M Npasun MCI °@ |

* AHa M3 PUCKOB C y4eTOM YA3BMMOCTEN Ha cepBepax el ———

"+ Compliance g = = e e

* KoHTponb 6a30B0i KoHdUrypaumm MC3 u yctpoiicts UB m@ S Fowa 5

* [loOKyMeHTMpOBaHu1e Npasui — eanHas 6asa b CEdEE g i T

M
m,;‘m e ¢ 1-100outof 10 (for Device NSX-Distributed Firawall) s 3l



YnpasneHue nameHeHnamm - FireFlow | SecureChange | Change Manger

UT meHeaxep

OTBeTcTBEHHbIE 32
6u3Hec NnpunoXKeHUn ApmuHUcTpaTopbl ceTu OTBeTcTBEeHHbIE 32 Ub

',‘-\‘; 4'-’L ﬁ&

Nnardopma ynpasneHmna MCI

AppViz | SecureApp Assurance | Analyzer | Secure Track 111

busHec NpunoxxkeHus

UHdpacTpyKTypa
ceteBoii Ub



YnpasneHue nameHeHnamm - FireFlow | SecureChange | Change Manger
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ABTOMATM3aLUMA USMEHEHU B noanTtuke Ub

O6paboTKka usmeHeHuii B 2x-4x bbicTpee

MoBbilweHne aKKYpaTHOCTU U OTBETCTBEHHOCTU NpU
MCNOJIHEHUU U3SMEHEHU I

CoxpaHeHMe NOCTOAHHOrO COOTBETCTBMA cTaHAapTam u Ub
KoHTponb u cootsBeTcTBue SLA
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YnpasneHue nameHeHnamm - FireFlow | SecureChange | Change Manger

4 V/HTenneKktyasnbHaa aBToMaTU3aLumA yrnpasaeHua
nameHeHmamm 8 MC3 un yctponcrteax Ub
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* KacTtommsmpyemble aBTomaTnyeckume npoueccbl pabot (workflows)

* MIHTennekTyasibHaA CUMYASAUMA U aHANNU3 BAUSAHUA UCMOJHEHUA
3as1BKM Ha paboTy ceTn n anemeHTos b

* [poaKTUBHAA NPOBEPKA BANAHNA U3MEHEHUN HA PUCKU U
COOTBETCTBME CTaHAAPTAM i G

3 .
E Standard-Copy-3

Description:

Change device traffic request workflow

e ABTOMAaTM4YeCKaA YCTaHOBKA MU3MEHEHMNM NOAUTUK U npasun 8 MC3I

* [lONHbIN ayAUT U3SMEHEHMU B ycTpouncTeax Nb

| D | Chang.. | Firewall ‘ Object...| Change Details Implementation Det... | Object / Rule Commen! t
524 New =y dev FW Servic_ Service Object: 8080/TCP 5/11/18 - Created by skybox.
* K / (SLA)
OHTpon b KaquTBa Bbl non HeH MH 3aﬂ BOK 3a Ka3OB 523 New _ #h dev FW Servic_. Service Object: 23/TCP 5/11/18 - Created by skybox.
522 New _ #h dev FW Host_  Address Object: 192.170.19.21 5/11/18 - Created by skybox.
® M HTe rp a LIIM A4 C Cy |_|_||e CT By|-0 LL]IM MU CNCTemamnmu 521 Mew i dev FW Host__ Address Object: 200.200.200.200 5/11/18 - Created by skybox.
517 Add R ey dev FW Source: Host_200.200.200.200 {} Policy: Standard 5/11/18 - Created by skybox.

( B M C H P CA) - Destination: aost_l.92.170.19.21 o Rule P-Dsitinn: Last
’ I

Services: Service_23_TCP ¥, Service_8080... Rule Track: Log

SecureChange Tasks | My Requests | Reports | Workflows | Dashboard SecureApp

WORKFLOWS +  Firewall Change Req | Workflow properties | v WorkilowSLA | Workflow status

1—\2 -c:\a @\4 n.\s \s \7

Enter your request > Business approval 2 Identify targets and risks } Risk review and approval (esca) Technical Design & Implemeny Technical Design - Commit / Auto Verification E 4 b | Step status: | @ Activ - |E\ -
lation) ation




Pe3ynbTaThl

e 40 - 50% cywecTtsytowmx npasma Ha MC3 MoXKHO yaanuTtb (B cpeaHem)

* 20 % 332ABOK He TpebyloT BHECEHUA UBMEHEHUI

* [MpogneHue *¥n3uu cywecteyrowmm MC3 — no 20%.

* [1o0 80% CHUXeHNA B TPYA0EMKOCTU NOArOTOBKM M npoBeaeHnsa ayamta MC3

* HacTtpounkun b nponssoaatca B 2-4 bbicTpee

* [lpoBepKa Hannyma goctyna B 60NbLION CETU 3aHMMAET CEKYHAbI

 Cxema L3 Tononormnm cetn noaaepxumBaeTca aBTOMaTUYECKU - BCEraa
aKTya/IbHa

* [lpaBnna pmMnbTPaLMM COOTBETCTBYHOT 3aNPOLUIEHHbIM AO0CTYNaM

* [loBbilEHME YCTONYMBOCTHU K Knbepatakam bnarogaps 6onee npaBuibHbIM

HacTponkam MC3



PeaibHbIN Kelc

Poccumckmin xonguur: >200 MC3 n >1000 ceTteBbix L3-ycTponcTs

COTHM KpunTorpadpuyeckmnx LWa30B

Mpasuna MC3 yacto A06aBNAKOTCA M NPAKTUYECKU He yaanATCA

,ﬂ,OKyMEHTaLI,MFI npasun cna6aﬂ, €aANHaA KapTa CETU OTCYTCTBYET

3aABKM Ha n3meHeHuA B npasuaa MC2 BbIMONHAKOTCA A0 2 Hegenb

Mpouecc ynpasieHMa USMEHEHUAMU B ABHOM BUAE He
JNIOKYMEHTMPOBAH

Tbicaum npunoxkeHn n UT-cepsncos

Ayaut npasmn MCD 3aHMMaeT mecALbl U NO3TOMY TepAeT CMbIC/



PeanbHbI Kerc. MNpogonxkeHue

[pouecc ynpasneHna nameHeHnamm Ha MC3 gOKYMEHTUPOBAH U
a4anTUPOBaAH C Y4eTOM CpeaCTB aBTOMaTM3aLUUmn

>40% npasun MC3 moryT 6bITb NEPEKPBLIBAIOTCA U MOFYT ObITb YAa/eHbI

Okono 20 % 3aABOK Ha CETEBOM AOCTYN He TPebyOT BbINOAHEHUA

Bpems BHeceHMA n3meHeHU cokpallaetca Ha 50%. NMpoBepKa
N3MEHEHWN aBTOMAaTM3UPOBaHa

SOC nony4ynn MHCTPYMEHT ANA OUEHKU AOCTUHUMOCTU UT-akTnBOB
C 3apa’KeHHbIX XOCTOB

Bnagenbubl UT-cnctem nonyuynnm MHCTPYMEHT ANA MOAEeIMPOBaAHUA
N3MEHEHUN M YNPOLLEHMA MUTPALLIUM MEXKAY NAOLLAAKAMMU

OTeyecTBEHHbIE KPUMTOLL/IIO3bI MOAKAKYEHbI K CUCTEME A5 MOJIHOTbI
CETEBOM KapTbl. BbiaBNEH psaa, olMOOK MapLLpyTM3aLUmm

Ayant npasmun MC3 nposBogmTcA aBTOMaTUYECKU



CNACHUB0 3A BHUMAHMUE!



